——

viLoe leuly
“JOJO [eoruyos ], HOY) Ul eyl [BnPIAIPUI 99 Jo WISLIOo Jo A1junod
PUE IaImoginuedl [opow Sur4Jiuspl sjuswermbal I9ISso(] 19PUS, oY) 01 sAIsuOdsal a1e SUOHROHI0ads paIaljo o Jey) 9)eXSUOWAp 0} pasinbar a1k sioropus] |7

uoyeyuswndep sunaoddns pue spuswosmboa wnww 7

~oouejdacoe feuosiacid Suluonipuoo syuswainbas 1oy10 03 vonIppE W

pue "|'[ 1opUA PIQLIOSIP SE SPUSWNO0P JO 105 ejduioo a1y Jo dussard sy 1noTm usAIS aq Urd soueideoor [euoisiacid ou Jetj) dJeme 9 JSHUW JOPRIUO)) oY, 'Z'|
12430 ISP} ) UM POPRIOUL 3q 0} Ik SNOWNDOP 2591} AJqeIsfald “Jjf Xeuuy ul pafyroads se syustrosnba ayy o3 Jusuidmba pooarap e

Jo Auroyuos aa0ad Jeyy) “sjoo0joxd 389 St FuIpn[oUI SSILOIIIGD IO SIUSTNOOP [BUIFLIO “A13A115p YNM Js03e] oup 18 opraoid 03 pastnbel aq [Ia 1030BOUOD) SYL ‘)|

syudwanbay jeIouan .|

"(ADNI) 2oura0x] vutposfo A
JO UOIJBAIDSUOT) SInfeN 0] SIMIISUF 23 pue (SONT) 2IGISS JO UOLIRAIISUO.) IRJBN] 1oy /musyy Jo spasu ot 10] Jururen dojerado pue spun g0 Jo sesudwoo j0] sy,

SdD (007 VANLVYN -T107T

*19pUS) STH} IDPUN panooid ag 03 SIBMYOS
oY) pue wdsAs SuSIXa o1 Uoam1aq AN[IqIRdIW0D 040(] SI0SUS 0] IOPIO UJ JSPUS) SIY) IO} PIUIEIGO U394 2I0J2I5) SBY SSWEU pURIq JO 38N o1f) 10} uonegoIep

"Wa)sAs Fulsixs oY) PIM AR[IQERAWOD 940 ] SINSUS JSNW SIRMIJOS puB SIEMpIR Mou o], "ADNI Pue SONI U0omIoq ANAIIDSUNOD
ssajmeas opiaod [jimM pue wsAs Susixo oy a)epdn [[1m SIBMOS PUR AIRMPIBY MU L "WNNUSI 00T I9AIOS SSOUISNE [[BUIS JOSOIONAL PUR §00T I19AI0S TOS
YOSOIYA “THSOT 194108 JJOSOIOIA UO PIseq ST ADNT Pue SONJ I2 WajsAs Juasard oy f " ADNI Pue SONI Je seate pajoajord 10y 121181 o) pue seroads [ewiue pue
syueqd 10§ wa)sAs SunsIxs oy} Jo S1epdn [RUOLOUTY B SE WSISAS UOHRULIONIT (07 VANLVN ® JO JUSUIysqeiss dy) Joj SIeMpIBY PUB SIBMIJOS JO SsLIdmiod o] o],

wowdmby 191 0007 VINLYN T 307

Ajowren ‘s1o
oM} Jo sastidwoo sopus) sy, Sururen soperedo pue juswdinbs 11 J0 torEISdo oyt Sumnd ‘vopezIwolsno Uone(elsw ‘Aroarep ‘Ajddas oY s1 18puay sy Jo 12lgng

SWANS/HA/YEREET/PIVadoany :20ua1950.1 wonwIqn g

(I 1071-x3) youne;
-1 — SHLID pue 9oz einjeN Jo wonejuswadur oy safpddns - woreyoad aamyeu ur suopudANOd pue sprepueys simboe, yuawoapdun 0y Surpjing Apoeden Ppn Peyuo)

4440 TVIINHDAL + SNOLLVOIAIDAAS TVOINHD AL & T+ IT XANNY




2.2.

2.3.

2.4,

2.5.
2.6.

Technical specifications described in column 2, Table Annex II and III: “Technical Specifications and the Contractor's technical offer” are minimum
requirements. Tenderers may offer better specifications and newer models/versions, with improved, additional or new features, but must not provide offers
that do not strictly comply with the minimum requirements or are incompatible with intended purpose of use.

The information provided by the tenderer in column 3 of Annex II and III must be sufficiently detailed to establish that the offered supply meets or exceeds
minimum requirements.

The accompanying documentation to be provided for all items being offered must contain detailed technical specifications of technical characteristics,
functionality, regulatory compliance, and conformity to standards as requested in specifications in Annex II and IIL

The information provided in the accompanying literature must match the Tenderer's written specifications as shown in column 3 of Annex II and III. In case
there are minor differences between for example the supplied manufacturers® technical literature and the Tenderer’s written specification, the reasons must be
detailed in the Tenderer’s specifications.

Manufacturers’ technical literature must be marked appropriately i.e. item model number and manufacturers’ technical specification "line/s" where they
correspond to the requested technical specifications. As cross-reference Column 4 “Notes, remarks, ref to documentation” must be used.

The Tenderer must preferably attach printed labels to the literature to identify comrespondence with the item No offered, rather than handwritten identification.

Tenderer must provide technical documentation in English language.

3. Completeness of the supply

3.1. Supply delivery, including installation, integration and final customization must include all needed parts, accessories, operating and maintenance manuals, and
required for the supplies to be presented for provisional acceptance fully instailed, operational and ready for use.

3.2. Training, accessories, parts and documentation used during delivery, installation, integration and customisation before provisional acceptance must therefore
be anticipated and calculated into the offer.

3.3. It shall be the sole responsibility of the Tenderer to ensure that all pre-requisites for the completeness of the supply delivery are met before its commencement.

4. Supply Delivery

4.1. The Tenderer must provide the necessary measures to prevent any damage during delivery, installation, integration and customization stages. If any damage
occurs during delivery, installation, integration and customization stages, it must be appropriately rectified by the Tenderer.

4.2 Installation, testing, demonstration and training must be completed within the time frame set out in the Special Conditions of Supply Contracts included in the
Tender Dossier. At the end of this period, all items supplied, including hardware and software, must be fully operational and the staff chosen by the
Beneficiary will have been given full training for safe and efficient use of the items.

4.3.

Final 2014

H.rﬂ,o will be no partial provisional acceptance. Provisional acceptance may be requested only when all supplies of all the equipment have been delivered to
site, have been installed, are fully compliant with all tender specifications and general requirements, have passed all required tests, are

nsf functional and
after operator training has been completed.
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LIST OF ACRONYMS (CHECK FOR COMPLETENESS)
AD — Active Directory

CE —*Conformité Européenne " ("EuropeanConformity™)
CIFS — Common Internet File System

CPU — Central Processing Unit

D — Dimensional

DMZ — Demilitarized zone

DNS — Domain Name System

FE — Fast Ethernet

FSB — Front-Side Bus

GB —Gigabyte

GbE — Gigabit Ethernet

GHz - Gigahertz

GIS — Geographic Information System

GPS — Global Positioning System

HDD - Hard Disk Drive

HDMI — High--Definition Multimedia Interface
HTTP — Hypertext Transfer Protocol

HTTPS — Hypertext Transfer Protocol (Secure)
ICMP — Internet Control Message Protocol

ICT — Information and Communications Technology

IEC — International Electrotechnical Commission

Final 2014.
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POP — Post Office Protocol

PPTP - Point—to—Point Tunneling Protocol

RAID — Redundant Array of Independent Disk
RAM — Random Access Memory

RDBMS -- Relational Database Management System
RFC — Request for Comments

RIA — Rich Internet Applications

SAS — Serial Attached SCSI (Small Computer System Interface)
SATA — Serial Advance Technology Attachment
SMB — Server Message Block

SMTP - Simple Mail Transfer Protocol

SNMP — Simple Network Management Protocol
SOAP — Simple Object Access Protocol

SQL — Structured Query Language

SSH — Secure Shell

TB —Terabyte

TCP — Transmission Control Protocol

TCP/IP — Transmission Control Protocol / Internet Protoco?
THC - Total Hydrocarbon

UDP — User Datagram Protoco!l

UPS — UninterruptablePowerSupply

USB — Universal Serial Bus

VGA - Video Graphics Array

VPN — Virtual Private Network
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The equipment shall be delivered, installed and put into operation as presented in the following table:

1. Network security appliance 1 1 - 2
2. ENCLOSURE FOR SERVERand other network equipments i 1 - 2
3. Server 1 1 - 2
3.a. | Server operating system 1 1 - 2
4. UPS 1 1 - 2
5. Switch 1 1 - 2
6. Storage System 1 1 - 2
7. RDBMS Server Software — Microsoft SQL Server 2012 Standard Edition or equivalent 1 1 - 2
8. GIS Laptop Workstation 13 13 5t 3

1.() | Training 13 13 3 29

'Total quantity of laptops for MAEP is 5. 2 for the NATURA 2060 Department and 3 for the CITES department
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Network secuarity appliance

Quantity: 2

Manufacturer’s name:

Product type, model:

& o v ow

m.

n.

Q.

Must support installation between the Internet and Intranet;
Minimum 40 user licenses;

Proactive and reactive unified threat protection for complete security;
Performance for network protection without affecting network speed;
Modular design or architecture;

Must support automatic continual updates without manual administrative
intervention;

Min 3 (three) FE ports must be installed;

Must support min 30 Mbps firewall, 15 Mbps antivirus and 15 Mbps IPS
throughput. ; LV: I would increase the throughput Min configurable min
Internal, DMZ and WAN ports;

Min 1 (one) console port must be installed;
Firewall protection;

Anti-malware protection for detection and blocking of malware (viruses,
worms, Trojans, spyware, phishing, hacking tools, security risks etc.);

Content protection (filtering) for customization of various content filtering
parameters;

Anti-spam protection for customization of scan intensity;

Web access protection for restricting user web access;

3

Local and secure administration by using user-friendly web based interfacs;

E]
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Server (RDBMS and Application hardware Server)

Quantity: 2

Manufacturer’s name:

Product type, model:

oG e

-

Rack server type, max 4U (4HE), must be delivered min with 19” rack
sliding rails;

Min 2 (two) 64-bit processors must be installed, with min 4 (four) cores per
processor, min 2.4GHz per processor;

Min 64GB RAM must be installed with support for future upgrade to min
128GB;

Min 4 (four) internal hot-plug SAS HDDs, capacity min 300GB , RAID 1
mirrored, storage RAID controller on the board with 500MB cache;

Min 2 (two) 10Gbps LAN network card must be instalted and support for
10GbE managed L3 switch, with min support for TCP/IP and iSCSI Offload
engines;

Server form must be rack mountable;
Must be compatible with items 2,5 and 6;
Must support min MS Windows 2008R2 and later and server virtualization;

Must support min 2 (two) power supplies with sufficient power for all
components in redundant configuration;

All accessories needed for installation and operation with items 1,2, 4, 5 and
6 must be included;

Must be compatible (width, depth, cooling, placement, cable routing etc.)
with items 1, 2,4, 5 and 6;
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UPS

Quantity: 2

Manufacturer’s name:

Product type, modei:

eom

& e

F oo om0

=

LI

Must support 19 rack, max 5U;

Min 5000V A capacity;

Input/output voltage 220V/50Hz;

Maintenance-free leak-proof sealed type of battery;

Automatic self-test;

Temperature-compensated battery charging;

Power conditioning (a.k.a. surge, spike, lightning and other protection);
Min 1 (one) input connection and min 6 {six) output connecticns;

Min 20 minutes of backup time at half load;

Supplied with built in module and software for remote TCP/IP network
monitoring and management

Min front LED status indicators for status information display;

All accessories needed for installation and operation with iterss 1,2, 3, 5 end
6 must be included;

m. Must be compatible with items 1,2,3,5 and 6;
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f.

£.

Must support min RAID 9, 1, 5, 6 and 10;

Min 4TB of installed raw capacity (e.g. 8x500GB or 4x1TB, etc.) must be
installed;

Min 2 (two) copper FE or 2 (two) copper GbE ports must be instailed;

Must support SNMP, SSH, HTTP or HTTPS as device management
protocol;

Must support secure user device access;

Must support min MS Windows 2008 and later, and Linux-based operating
systems;

Must be compatible with items 2, 3 and 4;
Storage System form must be rack mountable;

All accessories needed for installation and operation with items 1,2, 3, 4 and
5 must be included;

m. Must be compatible with items 1,2,3, 4 and 5;

RDBMS Server Software Quantity: 2

{2 or more license, based on licence policy)

Manufacturer’s name:

Product type, model:

a.

b.

C.

Microsoft SQL Server 2012 Standard Edition with license for minimum 4
core (in virtual environment), for each server (Item #3), without license t'me
limitation and minimum 50 concurrent users or equivalent;

Must be installed and configured on item 3;

All physical media needed for installation and repairing;

GIS Laptop Workstation Quantity: 31

gs::?ﬁ:..m_.vm name:

i

HinTTA

Product type, model:
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Specifications Required

5 Evaluation’

k. Office automation software package(s) with following functions must be

installed
i. Word processor client;
ii. Spread sheet client;
iii. Presentation client;
iv. Email client (with min support for IMAP/POP3);
v. PDF (read/create) client;
vi. Address book client;
vii. Calendar client;
viil. Internet access client;
ix. Graphics image editor;
Final 2014 Q

Page 18 of 19




613061 3Bed vL0Z jeuld

)

URIQIDS
oFenSuey Sururel] "1oJapus) Aq pepiaoid ag o} S[BLISIBUE FUIRIC JUBASAI

TV “Areanpadsar ADNT pue SONI Jo sestwaxd ur s19sn gz 01 dn 0] SOoBJINH

PUE BISUIED PUE §J0) JO SSNIeUOnOUny [[2 uo Sururen) paInionns £8p '0X 7 |

‘plIn 1as() pue winec] dejy a[qemsyuoyy Y

is1asn o) Aq pajeald (Jusjeambe Jo sfrpedeys RSy “3-2) sdem
101094 pue (Juereamba 10 3df, 311, peouslajeroed §-a) mselof poddng

‘S1usuIaInSEIW
o1} aAES 0) UONdo YIIM BAIE PUB PI[OARI} SOURISTP SINSEOW 0} AN[IqY

-

‘Jo1re1 papeys s dew pIom olseq
‘norjesoy SuiSEeroad onewWoE YIM (JIAE U RISUIED SN00JOINY

{Aneuonoury Surddepy

G 44 B =

‘pIed Alowaui (JSOISI 10J 10[S

‘pworeq ‘ssedmiod sTuonossfg

G o

BunySipioeq i Aepdsip o000
{0007 uays ssop uou symodAe

& O

t10A19001 ANADISULS-USIL]

SJopow ‘adA) Janpoag

IPUIBY §, 12IN)IEJNURA]
sdew pue
3IBMIFOS UONETIARY UI-ING YJIAN SISAIDIIL S5 PIOYDPUCL) 1

97 :Anuend)
SdD VIANLVN 71071

310 suonesyadg







