ANNEX II + III:
 TECHNICAL SPECIFICATIONS + TECHNICAL OFFER
Contract title: IPA - Delivery and installation of forensic software for the Commission for Protection of Competition (11SER01/07/22)

p 1 /…

Publication reference: EuropeAid/131368/C/SUP/RS
RELAUNCH
Column 1-2 should be completed by the Contracting Authority

Column 3-4 should be completed by the tenderer

Column 5 is reserved for the evaluation committee 
Annex III - the Contractor's technical offer

The tenderers are requested to complete the template on the next pages: 

· Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer), 

· Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)  

· Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the evaluators can see the exact configuration. Offers that do not permit to identify precisely the models and the specifications may be rejected by the evaluation committee.

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.
GENERAL REQUIREMENTS

1) All proposed hardware and software components must be compatible with each other. Any incompatibility problems shall be resolved by the Contractor, before Provisional Acceptance at no additional cost.
2) The tenderer shall ensure that the functions and features of the software and hardware meet the listed minimum conditions and shall submit relative brochures and catalogues displaying the specifications of the equipment.

3) All the hardware shall be provided complete with any necessary accessories and/or parts such as to ensure that the unit is capable of operating to the required technical and quality specifications.

4) All technical requirements are minimum.
5) All hardware and software to be supplied must be brand new and in their original boxes. 
6) The supplies shall be provided with an original set of manuals. These manuals shall be supplied in Serbian or English. 
7) Offered supplies will be delivered, installed to and put into operation in the Serbian Commission for the Protection of Competition in Belgrade, Serbia.
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	 Forensic Software 


Qty: 6
1. The forensic software must be capable of analyzing metadata stored by the file system.

2. The forensic software must be capable of analyzing encrypted volumes and drives.

3. The forensic software must be capable of reporting errors occurred in data acquisition. Error locations and reporting granularity must be reported. 

4. The forensic software must be capable of analyzing past Internet activities mainly that were carried out by using the web browser. This includes browsing history, cache information. 

5. The forensic software must be capable of performing analysis on log records tracked by the operating system.

6. The forensic software must support scanning wide variety of files types to enable the best possible analysis on the file content.

7. The forensic software must be capable of analyzing widely available file system formats such as Fat 12 / 16 / 32, NTFS, HPFS, HFS, HFSi, NSS, NWFS, JFS, UFS, CDFS, Joliet, UDF, ISO 9660, Palm, FFS, FFS2.

8. The forensic software must be capable of retrieving and analyzing the deleted files.

9. The forensic software must be capable of performing analysis on arbitrary disk fragments, including those have not been allocated by the file system.

10. The forensic software must be capable of reporting the disk fragments that were wiped against forensic investigation.

11. The forensic software must be capable of performing suspend/resume for long lived data acquisition. Suspend / resume must be fully controllable by the user.

12. The forensic software must enable the case handler to work on the acquired data even while the acquisition is ongoing.

13. The forensic software must be capable of analyzing the content of the files that contains compressed files by using general purpose compression algorithms. 

14. The forensic software must be capable of analyzing data from e-mails archived by the mail agents such as Microsoft Outlook, Microsoft Outlook Express, Microsoft Exchange Server, and Lotus Notes.

15. The forensic software must deliver file viewers that enable viewing wide variety of files for eliminating need of installing the native applications. This must cover also wide variety of picture files.

16. The forensic software must have a built in viewer for operating system and application parameters.

17. The forensic software must be capable of creating searchable text indexes for wide variety of file formats.

18. The forensic software must be capable of populating the search index by using the data that can be found in unallocated disk space, swap files, deleted files, and similar.

19. The forensic tool must be capable of creating metadata to check fidelity of the forensic image by using checksums, hashing, and similar techniques.

20. The forensic software must be capable of analyzing the hardware data on target computer.

21. The forensic tool must be capable of performing analysis on the virtual computer images that are created by the most common virtualization software packages.

22. The forensic software must be capable of serving the replicated hard drives or CDs as a disk in order to make them available for further analysis by other tools.

23. The forensic software must be capable of serving the images generated from device, volume, folder, and similar as virtual file system in order to make them available to other tools.

24. The forensic software must be furnished with wide variety of decryption facilities in order to add decryption capabilities including but not limited to MS-Outlook (PST), Microsoft EFS, PGP Full disk encryption, Microsoft BitLocker.

25. The indexing structure supported by the tool must be Unicode in order to enable multi-lingual analysis.

26. Searches in Unicode, UTF, 8 bits characters with support of specific code pages, numbers (integers little endian / big endian), and binary must be supported.

27. The forensic software must have support for creating and maintaining the case files where the analysis results can be stored and shared.

28. The forensic software must have built in reports that helps create the exports and reports out of the case files.

29. The forensic software must have a comprehensive context sensitive help system.

30. The forensic software must support bookmarking that helps locating the discovered facts during the analysis.

31. The forensic software must have automation features to meet analysis needs that can be met by methods like scripting.

32. The user interface of the forensic software must a GUI having industry standard and widely using controls.

33. The forensic software must support archival of the evidences and images on removable storage such as CDs and DVDs. 
34. The forensic software must operate in English.

35. The forensic software must be the latest version of the product available worldwide.

36. The forensic software must not rely on third party software to become fully operational. It must be self-operable after installation.
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	Forensic Hardware 


QTY:3
1. The kit must contain a write blocker for IDE, SATA connectivity. This write blocker must have one eSATA port, two FireWire 800 ports, one FireWire 400 port, one USB  2.0 / 1.1 port.

2. The kit must contain a write blocker for SCSI connectivity. This write blocker must have at least one FireWire 800 port, one FireWire 400 port, one USB  2.0 / 1.1 port.

3. The kit must contain a write blocker for Firewire data acquisition. This write blocker must have at least one FireWire 800 port, one FireWire 400 port, one USB  2.0 / 1.1 port. This write blocker must be capable of identifying multiple logical units and creating the image in forensically sound manner.

4. The kit must include a USB write blocker for imaging the USB mass storage devices complying with USB 2.0 or lower. This write blocker must have FireWire, and USB 2.0 host connectivity.

5. The kit must include a forensic card reader that is capable of imaging the cards with the media compatibility Compact Flash Card (CFC),  MicroDrive (MD), Memory Stick Card (MSC), Memory Stick Pro (MS Pro), Smart Media Card (SMC),  xD Card (xD), Secure Digital Card (SDC and SDHC), MultiMedia Card (MMC). The host connectivity of the device must support USB 2.0.

6. The IDE/SATA/SCSI/Card write blockers must be user configurable for read only / read-write modes.

7. The kit must contain a duplicator with the disk-to-file and disk-to-disk cloning/imaging capabilities. SATA to SATA, IDE to IDE, SATA to IDE, and IDE to SATA duplication must be possible natively. Features like destination wiping, hash calculation, destination formatting, HPA / DCO support, log reporting, and firmware upgradability must be supported. The device must bear FireWire, USB 2.0 ports for host connectivity. The duplication capacity must be extended to cover USB, SCSI duplication. Direct reporting to an external printer must be supported.

8. The kit must contain complete number of power supplies and cords to operate the devices necessary for forensic image capture.

9. The kit must contain complete number of drive interface cables and adapters including 8” IDE, 2” IDE, SATA, SCSI-3, 1.8” hard drive adapter, 2.5” hard drive adapter, ZIF hard drive adapter, MicsoSATA adapter to enable successful operation.

10. The kit must contain complete number of interface cables and adapters including eSATA to eSATA, USB A to Mini 5 cable, Firewire A (6 pin – 6 pin), Firewire B (9 pin – 9 pin), Firewire A (4 pin – 9pin), Firewire B (6 pin – 9 pin) to enable successful operation.

11. The kit must be placed in protected, easy to carry case ready to use by the case handlers on raids. The kit components must be placed in pockets that were specifically designed for protection from external impact.
12. The kits shall be covered by the manufacturer’s warranty at least for one year.
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	Forensic Software Training 

Qty:1
Coverage

1. Introduction to the IT forensic related concepts.

2. Understanding the forensic images.

3. Understanding the devices, the file systems, the file system objects such as files, links, and similar.

4. Analysis techniques, tools, and application.

5. Creating, managing, and presenting the evidences.

6. Creating, managing, and handling the case file support.

7. Recovery of lost data on file devices, erased files, and similar.

8. Ways of making available the forensic images and the evidences through virtual file systems, and drive emulators for benefit of 3rd party tools.

9. Archiving relevant data (e.g. forensic image, evidence) on various media.

10. Advanced search techniques and relevant topics like creation, usage of search index structures, applying of queries.

11. Exploiting software related artifacts, browser and e-mail related caches, and history data.

12. Usage of reporting features.

13. Understanding widely used file systems including Microsoft line operating systems, UNIX, Linux, and MacOS.

14. Understanding and using the file system metadata.

15. Understanding operating system parameters through samples.

16. Details on encryption techniques.

17. Exploiting artifacts specific to the widely used operating systems including Microsoft line operating systems, UNIX, Linux, and MacOS.

18. Introduction to automation features of the forensic software.

Material to be provided

19. The trainer will be responsible for preparation of the training material in Serbian both in printed and digital media.

20. The complete material will be distributed before starting the training activities.

Language

21. The training will be delivered in Serbian Language.

22. The training will be carried out by the experts certified by the forensic solution vendor

Premises and equipment

23. The method will be “instructor led training”.

24. The training will be organized in the SCPC premises with all necessary equipment that will be supplied by the contractor.

25. Depending on the availability of space that will be provided by the beneficiary, two people per PC will be acceptable.

Duration and timing

26. The duration of the training will be three weeks. 

27. The training activities will be carried out in working-days.

28. A training session will not exceed 4 hours per day.

Participants

29. The training course will be provided for 20 people maximum, who are mainly the case handlers.
Certification

30. Each participant (case handler) shall be awarded official forensic software provider certificate of the completed training for each course.
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	Forensic Hardware Training 

Qty:1

Coverage

1. Basic understanding on naming and function for each forensic-hardware that has been delivered. This will cover the knowledge on forensic image formats, forensic image generators, media duplicators, write blockers, media types, drive types, connection types, and similar.

2. For each appliance, procedures like powering up properly, connecting properly, shutting down, and further critical steps should be demonstrated.

3. At least one experimental case for each type of the write blockers. Usage with the forensic software should be demonstrated clearly.

4. At least one experimental case for each type of the media duplicators. Usage with the forensic software should be demonstrated clearly.
Premises and equipment

5. The method will be “instructor led training”.

6. The training will be organized in the SCPC premises with all necessary equipment that will be supplied by the contractor.

7. The minimum equipment for the training will be the equipment provided by the supply contract.

8. Depending on the availability of space and the forensic equipment, two people per each forensic hardware kit can be arranged.

9. The training provider is responsible for supplying the sample source data like different types of drives, media, and similar for training purposes. None of the source media types will be left uncovered. Such equipment will be retained by the supplier after completion of the training activities.

Material to be provided

10. The trainer will be responsible for preparation of the training material both in printed and digital media.

11. The complete material will be distributed before starting the training activities.

Language
12. The training will be delivered in Serbian Language.
Duration, timing and organization

13. The training sessions will be organized in small groups so that two people per forensic kit can be trained. The organization of the groups will be agreed with the beneficiary before starting.

14. The training duration for each group will be at least three half-days. 

15. More than one half-day training cannot be given for a group.

16. A training session will not exceed 4 hours per day.

17. The training activities will be carried out in working-days.

Participants
18. The training course will be provided for 20 people maximum, who are mainly the case handlers.
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	Basic Training on Supporting Tools
Qty:1

1. The coverage of the trainings will be custom tailored in accordance with the items presented in the following list.

· Word processor related skills

· Using the document styles.

· General formatting.

· Working with Tables.

· Working with lists.

· Working with cross references.

· Worksheet related skills

· Understanding and using formulae in a worksheet.

· Creating and manipulating charts in a worksheet.

· Data manipulation features

· Presentation file skills

· Using preset designs and creating new designs

· Understanding and using handouts

· General skills

· Working with password protected files.

· General editing features.

· Embedding objects into the documents.

· Using external links in the documents.

· Page organization.

· Selective and styled printing

· Working with proofing tools

· Changing document types, importing and exporting data

· Working with reviewing features.

· Editing by using view types

Premises and equipment

2. The method will be “instructor led training”.

3. The training will be organized in the SCPC premises with all necessary equipment that will be supplied by the contractor. In this regard, the training provider will conduct an analysis with the SCPC about the availability of the equipment that can be supplied by the SCPC.
Material to be provided

4. The trainer will be responsible for preparation of the training material both in printed and digital media.

5. The complete material will be distributed before starting the training activities.

Language
6. The training will be delivered in Serbian Language.
Duration, timing, and organization

7. The training sessions will be organized in small groups so that one people per PC can be trained. The organization of the groups will be agreed with the beneficiary before starting.

8. The training duration for each group will be at least seven half-days. 

9. Four half-days must be allocated for the course on the spreadsheets. 

10. More than one half-day training cannot be given for a group.

11. A training session will not exceed 4 hours per day.

12. The training activities will be carried out in working-days.

Participants

13. The training course will be provided for 10 people maximum, who are mainly the case handlers.
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	Storage




Qty: 1
1. The data storage unit will be a NAS that will be used for storing and sharing the forensic images. 

2. The raw storage capacity must be at least 24 TB.

3. The disks will be minimum 7.2 Krpm SATA.

4. The storage must have gigabit Ethernet interface.

5. The storage server software must have enough licenses for at least 100 clients.

6. The file service must be compatible with widely used operating systems like Microsoft line operating systems, Linux, UNIX, and MacOS.

7. The form factor must be rack mountable, 2U maximum.
8. The storage, including all components, shall be covered by the manufacturers’ warranty at least for one year.
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	Laptop computer


Qty: 6
1. Processor: The processor must have 4 cores reported by the operating system. The clock speed of the processor will be at least 2000 MHz.
2. RAM: 8 GB DDR3 SDRAM running at 1000 MHz.

3. Hard disk: 640 GB Serial ATA running at 7200 rpm.

4. Optical drive: Capable of reading (CD, CD-R, CD-RW, DVD, DVD-R DL, DVD-R, DVD-RW, DVD+R DL, DVD+R, DVD+RW, DVD-RAM, BD-ROM, BD-R, BD-R DL, BD-RE, BD-RE DL) and writing (CD-R, CD-RW, DVD-R DL, DVD-R, DVD-RW, DVD+R DL, DVD+R, DVD+RW, DVD-RAM, BD-R, BD-R DL, BD-RE, BD-RE DL).


5. OS: MS-Windows 7 Home Premium 64 bit

6. At least 3 USB ports. At least one operating at USB 3.0 standards.

7. 1 eSATA port.

8. 1 IEEE 1394 port.

9. 1 Ethernet port with 1000BASE-T.

10. 1 SD Card port.

11. Wireless Ethernet: IEEE 802, 11b/g/n.

12. Bluetooth standard 3.0

13. The laptop will be in compliance with accepted language standards (e.g. keyboard layout, regional options, collation, etc.) in Serbia.
The laptop computer must be covered by the manufacturer’s warranty at least for one year.
	
	
	


EuropeAid/131368/C/SUP/RS
Page 1 of 25
EuropeAid/131368/C/SUP/RS
Page 23 of 24

