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1 GENERAL

1.1 General Requirements

This is basically performance-type Specification and covers only those general aspects that are meant to ensure a minimum standard of quality and performance. Other details and specific data are contained in the Tender Drawings, Technical Schedules and other documents that form part of this Tender.

This specification of a Substation Control and Monitoring System (SCMS) gives an overview of the functional and technical requirements needed for an SCMS to operate, monitor and control a transmission or distribution substation.

The system shall comply with the requirements given in this document. 

The section is based on the General Technical Requirements.

This Specification gives the arrangement and requirements for the Control and Monitoring System for the 400/110 kV S/S Vranje 4. The EMS-National Control Centre (NCC) and Regional Control Centre (RCC) are supervising mentioned substation.

Substation is important in National Power Grid dedicated for interconnection to National Power Grid of neighbouring FYR of Macedonia and local distribution systems.

Substation Control and Monitoring System will simultaneously communicate with multiple control centres using power line carrier (PLC), leased telephone line, microwave, fibre optic cable, and Beneficiary-owned cable or any combination of these media. 

Information concerning the substation control and monitoring equipment is presented in the form of acceptable design approaches (see conceptual design in Tender Drawings) These suggested designs should not be considered restrictive to the Contractor. Alternate designs, which satisfy the Beneficiary's functional requirements, will be considered if clearly described in the proposal. 

However, the tenderers are advised to include all the equipment and software necessary for the system functioning in the base offer. All the additional equipment and software (such as redundancy), recommended by Contractor should be part of deviation.

The comparison of these functional requirements to the Contractor's standard hardware and software / firmware may cause the Contractor to conclude that there is a need for additional items not specifically stated in this Specification. The Contractor shall supply all such items and propose a design which best meets the Beneficiary's functional requirements.

1.2 Standards

The computer and interface equipment shall comply with the following standards for electrical withstand and noise immunity, and shall meet functional and operational requirements. Unless otherwise stated in this Specification, the delivery shall fulfil all requirements of all applicable IEC, IEEE, EN and ISO standards. All standard versions (including all amendments and revisions) have to be applied as they are valid on the date of tendering or the date of contract, whichever is applicable. The delivery shall at least comply with the following standards, and all standards referenced therein: 

- IEC 60038

- IEC 60605- 7 

- IEC 600418

- IEC 60654 T1 

- IEC 60044

- IEC 60688 

- IEC 60050

- IEC60801- 2 

- IEC 60056

- IEC 60801- 3 

- IEC 60073

- IEC 60801- 4 

- IEC 60129

- IEC 60801- 5 

- IEC 60146

- IEC 60801- 6 

- IEC 60185 

- IEC 60870- 2- 1 

- IEC 60186

- IEC 60870- 2- 2 

- IEC 60227

- IEC 60870- 3 

- IEC 60228

- IEC 60870- 5- 101 

- IEC 60255

- IEC 60870- 5- 102

- IEC 60271

- IEC 61850 
- IEC 60297

- IEEE 803 

- IEC 60309

- ISO 9000- 3 

- IEC 60352

- ISO 9001 

- IEC 60398

- ISO 9002 

- IEC 60529

- IEC 60825- 1

- IEC 61000- 4- 2

- IEC 60950

- IEC 61000- 4- 3

- IEEE C37.90.3

- IEC 61000- 4- 4

- IEEE C37.90.2

- IEC 61000- 4- 5

- IEEE C37.90.1

- IEC 61000- 4- 6

- IEEE 1613

- IEC 61000- 4- 8

- IEEE Std 1613- 2003

- IEC 61000- 4- 9

- EN 55011

- IEC 61000- 4- 11
- EN 61326

- IEC 61000- 3- 2

- EN 50263

- IEC 61000- 3- 3

- EN 61010- 1

- IEC 60068- 2- 1

- IEC 60068- 2- 2

- IEC 60068- 2- 30

The computer and interface equipment shall comply with the following environmental standards: 

IEC 60068-2-1/2 
Temperature

IEC 60068-2-3 
Humidity

IEC 60529 
Dust protection

The above standards utilised shall be that version in effect at time of bid submittal.

In event that the requirements of this specification exceed those of the specified standards, this specification shall prevail.
The Contractor of the SCMS shall submit a certificate quality assurance system according to ISO 9001 in design, development, production, installation and servicing.
The terms used in this specification are either in accordance with definitions of Intentional Electromechanical Vocabulary (IEC Publication 60050), or given in above mentioned standards. In case of use of terms, which are not defined in both of them - adequate explanation shall be provided.
1.3 Scope of supply

This documentation incorporates technical, functional and configuration requirements for the control and monitoring system to be used in future substations.

Obligatory requirement is that the same Contractor shall supply both Substation Control & Monitoring System and Protection System. The Contractor must be responsible for compatibility of delivered hardware and software components and for proper operation of complete system. All of this shall be approved during FAT.

Contractor must be with good references in the interconnected ENTSO-E (UCTE) System.

The optimum solution of the Substation Management System for considered substations is realized by three independent subsystems:

· the substation control system
· the protection system and protection monitoring system
· the switchyard / switchgear interlocking system
The protection system is a subject of the Protection Specification already given. Therefore, the rest of secondary equipment will be called Substation Control and Monitoring System (SCMS).

Substation Control and Monitoring System should be foreseen for the substation 400/110 kV Vranje 4. All voltage levels and all substation subsystems should be included.

Connection of the terminals in relay buildings to substation control system gateway for remote control centres (NCC, RCC) and substation SCADA system should be considered as well.

The supply and services to be performed by the Contractor shall also comprise the design and assembling of control cubicles, interfaces between control and protection cubicles, manufacturing, parameterisation and setting of control system, workshop testing, packing, transport, insurance, unloading, replacement of defective items, documentation for control equipment, control cubicles and SCADA software, training of the Beneficiary's personnel, and endorsement of the site testing test results and commissioning tests. The Contractor is bound to provide complete equipment and services, even if the equipment or services to be provided are not mentioned in the following Specification.

The system shall be delivered with all included system internal protections and the distribution of power supply within the system.

To energize the system the Contractor shall provide a power cables on the locations concerned. Any AC/DC converters used in the system, if any, shall be included in the delivery. If signals from the substation installation are connected by means of connectors, then these connectors are subject of supply by the Contractor.

2 EQUIPMENT REQUIREMENTS

2.1 General description of SCMS

The Substation Control and Monitoring System shall offer the possibility to monitor and control the substation itself and from a Control Centre.

To achieve this, control of objects shall be possible in the substation itself. Also, in the substation it must be possible to process information from objects and / or secondary systems. Besides general overviews also more detailed information shall be available. Logging and archiving functions shall be available.

The SCMS shall also offer the possibility to operate and control the substation from other location outside the substation.

If, within the SCMS, a distribution of functions is used, it is preferred to do this in conformity with the, common practice in secondary installations (bay/substation-level).

The SCMS shall have a structure according to "button-up" logic. This means that data from a lower level are not transmitted to a higher level but as a pre-processed package. The SCMS shall include all facilities for remote and local control of a substation.

Operation has two aspects:

· operation of the SCMS: setting of markers (warnings, operator comment), acknowledgement of alarms, withdrawal of information, printouts and displays and control of switches,

· operation of the primary and secondary equipment: by means of control operations, it shall be possible to give commands to primary and secondary objects and systems.

All control operations, if performed on a display, shall be menu driven eventually combined with function keys.

All control operations shall consist of two steps: a selection phase and an execution phase.

It shall be possible to interrupt a selection at any time. A selection shall automatically be interrupted if the given command is not the right one or if it is not given within a certain, adjustable, time period after the selection has been made.

All control operations shall be reported by the SCMS.

Within the SCMS it shall be possible to define more control locations i.e. at substation level and at bay level. At every control location it shall be possible to prohibit control from a higher level. Control from a certain location is only allowed if information of the objects concerned is available at that location.

For emergency situations, it shall be possible to give commands to objects even when the SCMS is down. These commands will be without interlocks.

2.1.1 Tasks of the SCMS

The SCMS shall be able to carry out the following tasks: 

· operation, 

· control, 

· measuring, 

· monitoring, 

· information processing, 

· protection, 

· management support, 

· communication, 

· interfacing, 

· maintenance management. 

To monitor and control the substation from remote, the SCMS shall be able to prepare information (events, alarms, and measurements) and send it to designated remote locations. Also the SCMS shall be able to accept and process control commands and set-points from these locations.

2.1.2 Data processing

An operational database shall contain all data needed for real time process operations.

The SCMS shall be able to process all data resulting from the substation systems, objects etc. and from the SCMS itself.

Data consists, amongst others, of:

· system and process- events 

· system and process- alarms 

· measurements: 

· analogue values 

· digital values 

· metering data

Processing consists, amongst others, of:

· presentation 

· monitoring 

· alarming 

· logging 

· archiving 

· preparation and transmission to the CC 

Because information is treated by several disciplines, it shall be possible to assign information to one or more categories. 

The time resolutions of the inputs shall be configurable with a minimum of 1 ms.

The addition of a time stamp to an event or alarm shall be configurable. 

All data that is to be processed has to be valid. If invalid data exist, a warning message shall be generated. Processing of invalid data, resulting in invalid information, shall be prohibited; in certain defined cases old valid information may be used instead. 

When (re)starting a (sub)system all data that is used by or that the concerned functions are responsible for, shall be updated.

It shall be possible to replace status and numerical data manually. Every replacement shall be reported by the SCMS.

Processing of information shall allow a distinction between the source and the nature of information; for instance information resulting from invalid and/or manually changed data shall be clearly recognizable as such.

Combinations of data, including data resulting from fast processes, shall be possible. It shall be possible to transfer the time stamp of an initiating event to a resulting event. 

All events and alarms, originating from the SCMS and the substation including manually changed, shall have identical processing possibilities.

All data in the system shall have a unique and functional identification (name) which shall be consistent throughout the total system and also in the presentation to the user. This identification shall be clearly understandable for the operator and will not need any cross reference tables or other lists. The same is valid for the status of signals; presented status shall be clearly understandable. 

Data identification shall consist of:

· equipment type identification 

· location identification 

· equipment identification 

· signal identification 

· data type identification. 

Within these restrictions names and text shall be freely configurable with at least 12 characters per identification. 

2.2 Characteristics of Substations

2.2.1 Substation Configuration

Substation is with the following characteristics and type of feeders:

· 2 Main busbars per voltage level

· 1 Bus coupler bay per voltage level

· OHLs 400 kV and 110 kV

· Power transformers HV/LV bays

· 1 voltage measurement bay (with measurement for each busbar)

For SS 400/110 kV Vranje 4:

· 2 Main busbars 400 kV

· 1 Bus coupler for 400 kV

· 2 OHL bays 400 kV

· 2 HV transformer bays 400 kV

· 1 voltage measurement bay 400 kV

· 2 Main busbar 110 kV

· 1 Bus coupler for 110 kV

· 9 OHL bays 110 kV (out of which 3 are FUTURE bays)

· 2 LV transformer bays 110 kV

· 1 voltage measurement bay 110 kV

Substation is generally foreseen as the remotely controlled.

2.2.2 Energy Metering

According to Beneficiary’s requirements there is equipment used for billing (third party) and internal metering (control). Energy measurement system will therefore be independent of computer control and monitoring system.

2.2.3 List of Signals

Below are stated the types of signals for the different configuration of bay types to assist in the determination of needs and possibilities for each of analysed systems of the future substations.

The estimated signals are shown in the tables and include:

· Signalling

· Protection (start, tripping, zones/phases, AR, communication send/receive), 

· Automatic systems (start, tripping, operation, working mode) 

· Power line carriers (operation, working mode)

· Central systems (backup trips, trip during long power swing, busbar protection and breaker failure, protection off, remote control off, feeder maintenance off)

· Switching equipment (manual control, emergency trip)

· Warning 

· Protection (faults) 

· Automatic systems (faults) 

· Power line carriers (faults) 

· Fault locator (faults) 

· Event recorder (faults) 

· Control systems (voltage control) 

· Breaker (control blocking due to low gas pressure, low gas pressure, AR inhibit due to driver fault, driver supply voltage loss, driver fault, pole discordance) 

· High voltage switchgear position 

· Breaker (each separate pole - each 2 bits) 

· Disconnector (each separate pole - each 2 bits) 

· Earth switch (each separate pole - each 2 bits) 

· Control

· Breaker (close, open) 

· Disconnector (close, open) 

· Line earthing switch (close, open - local)) 

· Automatic systems (off, on) 

· Voltage regulation systems (choice of voltage level, regulation mode, tap changer control) 

· Serial interfaces

· With digital protections and disturbance recorders
· With primary equipment diagnostic system

· With monitoring systems (transformer, etc)

· Measurements

· Phase currents 

· Phase voltages
· Phase angles

· Active power for both directions

· Reactive power for both directions

· Transformer temperatures

· Metering

· Active energy for both directions

· Reactive energy for both directions
Table 1: 400 kV Switchyard -schedule of signals for different bays

	Bay type
	Signalling
	Warnings
	HVswitc.eq
	Command
	No.ser_link
	Energy measurem.

	Line
	*
	*
	*
	*
	*
	*

	Transformer
	*
	*
	*
	*
	*
	*

	Bus-coupler
	*
	*
	*
	*
	*
	*

	Voltage
	*
	*
	*
	*
	*
	*

	Busbar-prot
	*
	*
	*
	*
	*
	*

	Breaker-fail
	*
	*
	*
	*
	*
	*


Table 2: 110 kV Switchyard -schedule of signals for different bays 

	Bay type
	Signalling
	Warnings
	HVswitc.eq
	Command
	No.ser_link
	Energy

measurem.

	Line
	*
	*
	*
	*
	*
	*

	Transformer
	*
	*
	*
	*
	*
	*

	Bus-coupler
	*
	*
	*
	*
	*
	*

	Voltage
	*
	*
	*
	*
	*
	*

	Busbar-prot
	*
	*
	*
	*
	*
	*

	Breaker-fail
	*
	*
	*
	*
	*
	*


Table 3: Central Substation Systems
	System
	Signalling
	Warnings
	Switc.eq
	Command
	No. ser_

link
	Measure-ments
	Energy

measurem.

	Aux. 400/230V a.c.
	*
	*
	*
	*
	*
	*
	*

	Aux. 220V d.c.
	*
	*
	*
	*
	*
	*
	*

	Aux. 220V a.c.-ups
	*
	*
	*
	*
	*
	*
	*

	Aux. 48 V d.c.
	*
	*
	*
	*
	*
	*
	*

	fire protection
	*
	*
	*
	*
	*
	*
	*

	Security light
	*
	*
	*
	*
	*
	*
	*

	Alarm system
	*
	*
	*
	*
	*
	*
	*

	HVAC
	*
	*
	*
	*
	*
	*
	*


(*)
According to final Contractor’s design, including necessary spares, subject to Engineer/Beneficiary’s approval.

2.2.4 Building Facilities

Central System for future Substation Control and Monitoring will be located in the Main Control Room.

The substation control room will include substation level of control and monitoring system. The Substation Level equipment (excluding HMI equipment) will be mounted in modular 19" racks with front access according to IEC 60297 Standard. HMI equipment of the control and monitoring system (monitors, keyboards and mouse) shall be desktop type. 

The bay level equipment will be placed in the relay buildings. The secondary equipment incorporating bay controller and back-up panel will be mounted in dedicated Control cubicles in the front access 19" racks with modular system according to IEC 60297 Standard.

2.3 Functional and Technical Requirements

2.3.1 Description

This specification describes the functional requirements of the Substation Control and Monitoring System. The frame structure of these systems is also defined. For realisation of these requirements the Contractor shall use standard hardware and software to the maximum extent possible. 

The solution of the SCMS for considered substation assumes the following subsystems: 

· the substation control system 

· the protection system and protection monitoring system 

· the switchyard interlocking system

The protection system is a subject of the Protection Specification of this document.

Both substation control and interlocking system should have hierarchical structure, which the best suit to the substation design, functions and its importance for the power system. Contractor should propose optimal solution, confirm its advantages and give the related references confirmed by Users. The Contractor shall confirm continuity of his preferable philosophy of the proposed solutions, utilization and compatibility of new products in the next 15 years after commissioning.

The substation control system must have N-1 redundancy.

The system between the bay control level and the substation control level, as well as links with higher level Control Centre shall be of the “open” system design, i.e.:

· it must be possible for equipment from different Contractors to work together

· easy extension must be possible

· future upgrades (hardware and software) must be easily possible without changing of existing equipment or interfaces. Implemented protocols should also be replaceable without major modifications (e.g. future IEC/IEEE/EN standards)

For the purpose of the different manufacturers equipment co-operation the internationally recognised and approved standard communication protocol shall be applied.

The Substation Control System shall have minimum 2 (two) interfaces for 4 communication links with higher level control centres (2 main and 2 back-up links). The external communication system for the Substation Protection Monitoring System could be the independent one.

2.3.2 Technical specification

2.3.2.1 Introduction
Within the substation installations a substation level and a bay level may be defined. This distinction may be found in the hardware of the SCMS also.

2.3.2.2 System configuration

A possible division in substation level and bay level may also be reflected in the location of functions. In this case bay functions should be located near the bay concerned.

2.3.2.3 Data exchange

For internal data exchange and data exchange to other systems communication as per approved communication standards (IEC/IEEE/EN) shall be used. 

2.3.2.4 Communication in general

Communication software shall be structured according to internationally accepted and approved standards such as the International Standards Organization (ISO) Open Systems Interconnect (OSI) model.

2.3.2.5 Interfacing to substation installations

Within the SCMS several types of inputs and outputs exist, both on substation level and on bay level, used to read and give out status and analogue information/ data and to give commands. 

· Analogue inputs

An automatic test of the accuracy shall be performed at regular intervals. 

The SCMS shall be able to process information originating from current and voltage transformers. 

· Analogue outputs 

At regular intervals an automatic accuracy test shall be performed. The output shall be able to withstand short circuits. 

All analogue outputs shall have galvanic separation between each other and between earth.

· Digital inputs 

By means of these inputs status signals and/or digital measurement values are acquired. 

All input circuits shall be isolated galvanically from each other, from sources and from all installation signals. In this way supply of these inputs is possible from the installation. 

· Digital outputs 

By means of these outputs signals and/or digital measurement values can be given. 

All output circuits shall be isolated galvanically from each other and from the load. In this way supply of these outputs is possible from the installation. 

Switching off inductive loads shall be possible. 

· Command outputs

By means of these outputs, commands can be given. 

All output circuits shall be isolated galvanically from each other and from the load. In this way supply of these outputs is possible from the installation.

Switching off inductive loads shall be possible.

2.3.2.6 Interfacing to protection

For data exchange an international accepted standard communication protocol shall be used.

2.3.2.7 Interfacing to the CC

For this interface an international accepted standard communication protocol shall be used.

2.3.2.8 Interfacing to remote management

A serial data exchange based on PC standards shall be possible.

The telephone network shall be used as medium; voice channel and ISDN shall be possible. Application of standard and normally available (dial up) modems shall be possible. 

2.3.2.9 Time synchronization

It is preferred to have this function implemented in the SCMS at substation level. If this is impossible a separate module shall be used.

The availability of the signal to synchronise the system shall be enough to guarantee a maximum deviation of the system time from the absolute time of 1ms. 

In case the synchronization signal is absent, the deviation of the system time from the absolute time shall not exceed 1 ms per 24 hours. 

2.3.2.10 Software

System software and all software such as compiler, assembler etc. shall be unmodified and standard as supplied by the system / computer Contractor. 

New system or new application software, replacing older versions, shall not degrade reliability of the system or functions in any way. System software shall be fully compatible with already installed software. 

The Contractor shall test any upgrades of system and application software, and/ or any new software, fully before upgrading the substation SCMS. 

2.3.2.11 Availability and maintainability

The availability performance is influenced by reliability and maintainability performances. 

The hardware used shall be of a type that is normally used in these applications. All components shall be of a quality and reliability commensurate with the requirements to perform control and monitoring in a substation. 

Standard available equipment shall be used. The system shall have an 'open' architecture. The delivered equipment shall be guaranteed for an MTBF of not less than 5 years. 

2.3.2.12 Availability

The availability of the system shall be such that 99.8% of the time, control from a central location (in the substation or the CC) is possible. A bay shall be operable by means of the SCMS for 99, 9% of the time.

2.3.2.13 Maintainability

Equipment on bay level shall have a maintenance interval of not less than 50.000 hours. Equipment on substation level shall have a maintenance interval of not less than 30.000 hours. 

2.3.2.14 Capacity and expendability

To allow future expansions, the total system and each subsystem alone, shall have a reserve capacity of at least 50% of which 10% shall already be installed. This concerns I/O, memory and CPU- capacity. If the 50% expansion is used, the overall reaction time of the system shall not change more than 10% and the required performance figures shall still be valid.

All reserve board locations shall be wired.

If future expansion of functionality needs an expansion of memory, this shall not influence the configuration of the system.

2.3.2.15 Life cycle 

The expected lifetime shall be 20 years.

New generation hardware and software of this kind, developed subsequent to delivery, shall be compatible with the design of the original equipment. It shall be relatively easy to extend, modify or adapt the original equipment to incorporate new developments. 

All connections to other systems shall be standard, normally used interfaces. 

The Contractor shall guarantee sufficient support on hardware and software during the lifetime of the equipment. This includes also sufficient materials for operation and maintenance.

2.3.2.16 Environmental conditions

All equipment shall perform its function at a room temperature range of 0ْ - 45ْ C and a humidity of 25 - 90% non-condensing. 

The SCMS shall function in the electromagnetic environment of a substation. IEC 61000 gives an overview of the environment and the emission, compatibility and immunity levels. All relevant requirements shall be met. 

2.3.2.17 Power supply

All SCMS equipment shall be powered from the substation battery. If need for additional AC supply source would exist, Contractor should foresee and deliver such a system (e.g. UPS).

All I/O shall be powered from the secondary installation and not from the SCMS power supply. 

2.3.2.18 Construction requirements

All applied components and equipment shall be from contractor/contractors that are well known and acknowledged on that particular subject. 

The SCMS shall be supplied completely installed in cabinets and including all internal connections. All cables, wiring, connectors and connection points shall be labelled and coded. Connectors shall be polarised and shall have a mechanical locking mechanism. All equipment shall be clearly identifiable by means of a nameplate. 

The system hardware shall be of a modular design, as interchangeable elements of a standard format and/or as compact modules. 

All metallic enclosures shall be connected to the earthing system. Earthing connections shall be gas tight and mechanically safe; paint shall be removed before bolting together.

All external SCMS components shall be clearly identifiable by means of permanent descriptive labels, facilitating easy recognition by the operator and/or engineer.

Enclosures of equipment at bay level shall have a degree of protection not less than IP 51. 

Equipment enclosures at substation level shall have a degree of protection not less than IP 41. The floor shall not be considered as forming part of the enclosure. 

With open doors cabinets shall not tilt and sufficient room shall be left for passage of people. 

Materials that promote mildew or are sensitive to corrosion shall not be applied. 

Only standard 'state-of-the-art' components may be used. 

I/O boards shall be facilitated with status LED's for every input and output (if possible). 

Where applicable, PCB's and /or equipment frames shall be easily removable. 

Where applicable, PCB and/or equipment frames shall indicate their status (failure, functioning) to facilitate fault diagnosis. 

Changing I/O boards shall be possible without switching off the power of the equipment concerned.

2.3.2.19 Performance

The system shall meet following reaction times:

starting up SCMS bay equipment
< 2 minutes

starting up total SCMS
< 5 minutes

response to control
< 1 s. after the command operation

reply status signal after a command
< 1 s. after status change

spontaneous change of status
< 1 s. after change of the status

new display completed
< 2 s. after call

updating analogue information
< 2 s. after change of the value

During normal functioning of the substation (no 'burst'), the SCMS shall be able to process continuously 10 alarms/events and 2 analogue measurements per second. Operator actions shall not have any significant influence on the processing of information.

In case of a burst, due to a primary fault, the system shall be able to process 500 alarms/events and 50 analogue measurements within 5 seconds. In this case commands still have highest priority.

2.3.2.20 User interface

· Substation level

Human interfaces shall be realised according to applicable standards.

Presentation of all substation information shall be possible. Also printing of information shall be possible. 

The user interface shall be realized in such way that the operator is able to use (see) all video display units (VDU) and that he can retrieve information from a central location. 

Printers shall be located to be easily accessible so that refilling with paper and removing printed paper is easy.

The noise level due to all equipment shall be less than 50 dB, so this will not cause any inconvenience. 

Presentation of information shall be full graphic on a low radiation display of at least 21". 

The VDU shall contain at least three areas: 

· message area,

· display area,

· command area,

The message area shall contain at least the following information:

· actual date and time,

· operational responses, 

· operator prompts, 

· summary overview and selection guide. 

The printer shall be able to print the same characters and symbols as are presented on the VDU. The user interface shall only be accessible through password protected login. 

The user interface functionality shall include, but shall not be limited to: 

· graphic presentation, 

· alarm and event indication, 

· monitoring and control of all high voltage equipment, 

· monitoring and control of all auxiliary equipment, 

· indication of equipment status,

· indication of measured values, 

· control sequences, 

· event recording, 

· reporting and trending, 

· calculations, 

· self-monitoring and diagnostic, 

· system configuration and maintenance, 

· clock control and time synchronization of the entire control, protection and monitoring system, 

· allocation of system operation at the station level. 

The display structure shall be classified into functional and operational groups and shall include, but shall not be limited to: 

· overview display 

· single line diagrams, 

· bay display, 

· group display, 

· event list, 

· alarm list, 

· system list, 

· help function, 

· system and node status and system monitoring display, 

· substation configuration and status display, 

· automatic operation display with its possibility of remote setting. 

The user interface display and keyboard functionality shall include, but shall not be limited to: 

· selection of display directory, 

· selection of displays, 

· page forward and backward of multi-page displays, 

· scroll and pan control ,

· multi VDU displays, 

· initiation of status check, 

· close and trip control ,

· raise and lower control, 

· reset command control, 

· function select, 

· execute/set control, 

· data entry / cancel entry, 

· set-point setting, 

· inhibit functions for event logging, updating, control outputs set-points, 

· set TAG / release TAG, 

· audible alarm silence control, 

· display graphics editing, 

· page logging, 

· database editing, 

· selection of control mode display structure editing. 

· Bay level 

Local presentation and control of the bay equipment shall be possible. 

A one-line diagram of the bay concerned shall be present. Status of objects shall be presented in this single line diagram. 

It shall be possible to present analogue values. In transformer bays it shall also be possible to present the tap changer status. 

It shall be possible to present alarms and events. Alarms shall be distinguishable from events by their presentation. Alarms have to be acknowledged. 

It shall be possible to attach a message to an object on the line diagram. All alarms and events shall have a clearly visible name. 

The status of an event or an alarm shall be clearly visible at a distance of 5 m. 

2.3.2.21 Controllable objects

Objects shall always belong to one group (i.e. bay, busbar etc.). Control of objects under load conditions shall always be in a safe location. 

2.3.2.22 Inputs and outputs

Inputs and outputs shall be grouped per bay. The distribution of inputs and outputs over the I/O boards shall be realised in such a way that a defect on one board shall not result in loss of, for instance, all protection data, nor shall a defect result in the possibility of a command. 

The required signal levels for the inputs and outputs are: 

digital inputs -220 V d.c.
< 5 mA
digital outputs -220 V d.c.
0.1 A closing
analogue inputs (currents)
1 A a.c.
analogue inputs (voltages) 
100 V ph-ph a.c. (100/(3, 100/3)

analogue inputs (transducers)
4 -20 mA (0-10mA)

The scaling of the analogue data shall allow for dynamic range of 5.0 pu for currents and 2.0 pu for voltages.

2.4 Substation control system

Substation control system shall have the following functions:
· data acquisition and logging

· sequence of events recording (SOE)

· switchgear devices control

· tap changer control

· status indications

· measurement values displaying

· metered values displaying

· alarm annunciations

· switching sequences

· reports generation

· communication with higher control levels

The substation control system should be part of an overall control system hierarchy. This means that data from lower level (e.g. bay level) are not transmitted immediately to the higher level (e.g. substation level), but as a pre-processed package. This also stands for data transfer to higher Network Control Centres (NCC or RCC).

Issuing of simultaneous commands from two different control levels must be avoided. It should be done by software, or by a Local / Remote switch. Each command shall be followed by "ready" massage which must be confirmed by the operator before the actual execution starts. 

The substation control system shall provide all control and signalling facilities required in the substation such that the status of the substation can be ascertained and all the necessary control and switching operations carried out from the central control room. Above stated functions shall be provided either locally in the substation and/or from the Control Centre. Operator communication and interfacing with the control system shall be via an interactive menu, keyboard (functional or conventional) and mouse. 

To limit the number of cables and ensure extension of the system, the exchange of the information between distributed single bay units and the central substation system shall be performed through communication links (preferably fibre optic) or using a network (LAN).  

Data acquisition and processing shall take place in real time with resolution of 10 ms for switching operations and 1 ms for fault data generated by the digital protection equipment. Analogue value measurement shall be carried out every 1s.

Each action shall be confirmed by return signals generated in the chronological order. The control system shall process and display them on the screen (VDU), simplified mimic board on back-up control panel (with LED indicators displaying only status of switching equipment) and transfer them to the Control Centre. 

The facility to print out events and alarms shall also be provided. 

In the event of loss of supply, the system shall restore and update the status of all devices automatically when the supply recovers. The updating process shall not inhibit the rest of the system functions. 

2.4.1.1 Substation Control Level 

Station control computer (SCADA server) is microprocessor(s) based device (hardware and software) with adequate performance level to satisfy requests for substation control, remote communication with NCC and/or RCC, local bay controllers, protection devices. Two SCADA servers should be foreseen (main and back-up) (see fig. 1). If it is realised in several processor units, Contractor might suggest and elaborate optimal schedule of units and functions. There are two operator workstations (places), each 100% hot reserve for another one. Substation control system must support various protocols in upper or lower direction and future expansions of Substation control system. The minimum of 25% of overall control system capacity should be foreseen as reserve. All the protocols should be IEC compatible (60870-5-101, 60870-5-102, 60870-5-104 and 61850). 

The substation control level equipment shall provide the following functions: 

· duplex communication with Control Centres 

· communication with substation protection system 

· local control 

· alarm annunciation 

· data logging 

· registration /tagging

· data distribution 

· data processing 

· switching sequencing 

· remote parameterisation

· communication with interlocking system

· co-operation with Automatic Voltage Control 

· clock control (GPS time distribution)

· self monitoring

· communication with HMI 

Ethernet switches should be installed for SCADA server communication with Bay Controller’s. Ethernet switches must have sufficient numbers of Ethernet ports for connection the FO rings (protection and control devices in relay buildings), as well as AC/DC Bay Controller’s and all substation control system peripheries. Detection of the fault in FO rings is mandatory. Switches will be connected in 1 GB Ethernet ring by FO and locally, in relay buildings, IED’s can be connected by Fibre optic or STP/UTP cooper connection. Ring architecture will allow N-1 redundancy, and all switches in substation must be connected in two rings, one per voltage level (see figure 1). 

For the increasing of control system operation security the measuring criteria might be applied as well. It might be an addition to the essential switching equipment state criteria which are auxiliary contact based. Contractor shall propose such proven solutions.

The substation level equipment shall comprise the following elements: 

· station level control computers (main and backup)

· operator workstations (main and backup)

· LAN equipment

· time synchronization equipment

· communication equipment for remote control centres.

It shall be possible to access the stored data and perform analysis and evaluation on each hierarchical level, starting from bay level up to Control Centre. The access and analysis of the data from the local port shall not disturb the normal performance of other control functions from the substation level.

The SCADA server shall collect and process commands from both, control & display unit and Control Centre and distribute these commands to the individual I/O units of the bay controllers. SCADA servers must be in hot-standby redundant configuration.

The SCADA server shall be capable to address all terminals at the bay and substation level, according to actual and final stage substation configuration. 

The substation control system shall comprise workstations for:

· substation operator (main terminal and backup terminal)

· system engineer, for maintenance and diagnostic purposes (conventional PC) – monitoring workstation

· additional interfaces for portable HMI connection (notebook PC)
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Figure 1: Control system configuration concept

2.4.1.2 Commands

By means of commands it shall be possible to control primary and secondary equipment. For the sake of safe control of objects it shall be possible to specify checks: general checks as well as specific checks. A command shall be prohibited if the related conditions are not met. 

General checks concern for instance the position of maintenance switches, the control location switch and possible manually inserted blockings. Specific checks concern the status and/or alarms of objects in the bay concerned or elsewhere in the substation. 

Along with the checks mentioned above, the following requirements have to be fulfilled before a command to an object is allowed: 

· only one command is given at the same time in substation,

· the right object has been selected,

· no blocking exist for the bay and/or object concerned.

It shall be possible to define at least two levels from which objects can be controlled:

· a level from which control of the whole substation is possible,

· a level from which control of a limited (functional) part of the substation is possible (i.e. a bay). This control location shall functionally be as close as possible to the objects concerned. 

The hierarchical order of control depends on the functional distances of the control level to the objects: commands from a certain level can always be prohibited from a level that is functionally closer to the objects.

Continuous and pulse commands shall be possible.

Commands, and the reaction of objects on it, shall be monitored. Continuous commands shall be interrupted if the object has reached its new position or, in the case of a too long transition time, after a certain adjustable waiting time. 

Automatic repetition of commands is not permitted.

2.4.1.3 Substation management

MMI / VDU, cursor controlling device and keyboard shall be provided to enable the operator to interface with the substation control system. The keys shall correspond with special functions conforming to system operation requirements. The meaning of the text or symbols shall be intuitive, easy to learn and presented in function boxes of operation windows (dialogue interactive window). 

Movement of the cursor within the operation window shall be done using arrow keys or a mouse.

Control and monitoring shall be implemented via the following displays on the operator VDU:

· set of single line diagrams

· events list

· analogue signals list

· trends diagrams

· alarms list 

It shall be possible to sectionalise and zoom in/out the single line diagram in order to achieve clear and easy displays reading. Each particular voltage level shall be marked by different bus colour.

It shall be possible to print out the screen as a hard copy on request.

Information received by the bay level control system (two bits digital and analogue signals) shall be time tagged and stored for one year period. The storage media shall be hard disk, re-writeable optical drive or solid state (flash) memory. 

· Mimic Diagrams 

The mimic diagram (single-line) on operator VDU shall visualise substation configuration with the status of all the switching devices in simplified form. Single line diagram will be coloured differently in dependence of voltage level and state of line (grounded, energized, non energized, out of information etc.)

The VDU shall have a low radiation, high-resolution full graphic display. For simple operation a functional keyboard might be applied. The contents of this diagram and lists can be parameterised, i.e. they could be modified at a later stage. 

In each mode of visualisation, the VDU screen shall be divided on the peculiar fields what shall guarantee clear display and arrangement of all information. If needed it might be proposed that each workstation has two VDUs.

The Beneficiary requires the VDU screen subdivision on minimum three areas: 

· message field 

· display field 

· command field

The message field shall give the following information as a minimum:

· actual date and time 

· operational responses 

· operator prompts

· summary information for the message overview and selection guide 

The display field shall give the following information as a minimum: 

· switchgear overview diagram

· detailed diagram

· alarm indication list

· event list

· analogue measurements

The switchgear overview diagram can be configured as a single line diagram of substation, chosen switchgear or bay and shall offer a clear overview of complete switchboard to operator. There shall be shown which feeders are switched on, which are off and which switching devices are actually operated. The actual measured values chosen by operator should also be displayed. The overview diagram ought to be used for overview only and not for control. For control purpose the detailed diagram needs to be selected. At this mode the image should present the actual status of switching devices for all the feeders and Functional keys menus shall allow switching control selection. 

Annunciation shall be provided of all unacknowledged alarms. Once accepted an alarm shall be transmitted to the alarms display pages of the display system. 

Analogue measurements shall be displayed in digital form and should comprise:

· transformer winding and oil temperature 

· transformer tap changer position 

· (RMS) voltages (phase-phase and phase-ground) 

· (RMS) currents 

· MVA, MVAr, MW (both directions)

· MVArh, MWh (both directions)

· phase angle and power factor 

· frequency 

· aux. supply measurements (all a.c. and d.c.)

Values which are above / below user definable limits shall be marked by colour coding (different colouring respectively). 

Metering quantities (MVArh, MWh) shall be displayed in tabular form.

· Reports 

Events and alarms could be displayed on the screen, printed or optionally stored on adequate memory device. Contractor shall propose optimal structure of such list. It should be easy for Beneficiary to both, modify the structure and content of this list. 

All presented informations shall be differentiated for incoming and outgoing state; by colours and marked by different set of characters and should be in accordance with Beneficiary’s alarm scheme. 

All the events shall be continuously logged on the pertinent printer and they should be in chronological order. The layout of this list of events shall be identical to their appearance on the VDU. 

Messages shall contain in one line: 

· time and date of event 

· switchgear bus voltages 

· source of information

· designation of fault (event)

· information text 

· any other relevant additional information (information value, additional information of command rejection, etc) necessary for event evaluation.

The event recorder shall have capacity sufficient to ensure that no loss of data occurs in the case of large amount of simultaneous events. Applied procedures shall not allow adulteration of information.

The alarm list shall contain the currently active fault and warning signals throughout the substation in chronological order. The warning recorder shall have sufficient capacity, and procedures which do not allow the loss or adulteration of information. When the warning signal has been acknowledged, the outgoing information shall be cancelled, or the appearance of permanent information should be changed. Independently of the warning, recorder shall log each information and cancellation at the moment it occurs ready for editing as a report.

· Presentation 

The SCMS shall be able to present all information that is available within the SCMS. Presentation must be done in a clear and structural way. 

Information shall be available as: 

· overviews to be used for operation, allowing control commands,

· general overviews of the installation, not allowing control commands,

· general overviews of the status of alarms and events,

· overviews of alarms to be acknowledged,

· general overviews of measurements,

· general overviews of active alarms from each bay with confirmation, realized in the form of the signal matrix/table
· reports.
It shall be possible to define subsets from the information available in the SCMS. 

The SCMS shall have the possibility to present information that will support the operation of the SCMS and the available functions (help function) as well as information to support the operation of the substation (vademecum function). Vademecum information can consist of:

· time of appearance 

· meaning of the information 

· possible cause of an alarm or event 

· who is to be warned in a certain situation

All information to be printed shall also be available on a display. 

It shall be possible to add to each display a number of lines to present the latest alarms. 

Displays shall be called up directly (i.e. by name) or from a menu. It shall also be possible to call up a display from within another display. 

Dynamic information shall be updated regularly. 

Capability for defining split multi-window areas to display multiple displays simultaneously on the same screen, as well as multi screen mode, panning, scrolling and zooming shall be provided. 

If information consists of more pages, page down and page up shall be possible. 

It shall be possible to present events in chronological order. 

A distinction in presentation shall be made between acknowledged, not acknowledged and active alarms. An alarm shall be presented when it is valid or when it has not been acknowledged yet. Acknowledgement of alarms shall be possible individually and per page. 

The SCMS shall be able to calculate and present trend curves with the following possibilities: 

· trends per day, week, month and year 

· automatic and manual scaling 

· zooming in/out 

· at least 4 curves visible at the same time

· adjustable colours per curve 

If a command is blocked or, for whatever reason, cannot be given, this shall be presented to the operator. 

Presentation of information shall be independent from the control authorisation. Information shall be presented in the native language. 

On each VDU every available display shall be called up. 

Every (sub)system shall present its status on the equipment itself.

· Archiving
To allow fault analysis, to store data for longer time periods or to process data at a different location, it shall be possible to archive data on a periodical or a spontaneous base. Available time stamps shall also be archived. 

Processing of archived data and presentation of retrieved information shall be possible on the SCMS itself. Also processing of archives on standard PC's with standard software shall be possible. 

It shall be possible to archive information instead of printing it. This shall be configurable by the operator. 

The operator shall have the possibility to retrieve archived data or information and to process, present or print it. It shall be possible to use search criteria to get subsets of the archived data or information and to sort data and information. 

It shall be possible to backup archives without interrupting the operation of the SCMS. 

When, how and from which data or information archives will be made shall be freely configurable. 

· Logging
It shall be possible to tabulate and summarise information on paper in a clearly structured way. Lists to be printed shall be clearly identifiable and shall be dated. 

Information to be printed shall be: 

· a list per type of event or alarm, 

· a list per part of the installation (i.e. bay), 

· general information, 

· reports, 

· lists of archived information. 

Printing shall have the following possibilities: 

· printing on demand, 

· printing automatically at a certain time, 

· printing automatically at a definable occasion. 

If more printers are available it shall be possible to choose which printer has to print which information. This shall be configurable by the operator. 

All control operations shall be logged, also if they are blocked. Besides the object concerned also the kind of command (Open, Close or Higher, Lower etc.) shall be logged. All status changes of HV- objects shall be logged as well. 

Every new type of printout shall start at a new page. 

The information per line shall at least consist of: 

· time stamp, 

· equipment identification, 

· signal identification, 

· status, 

Every page shall have a date stamp.

In case a printer is not responding, information shall not be lost.

If more than one printer is available, it shall be possible to configure printers as reserve for one another. In case of failure of a printer, another printer shall take over after a certain, adjustable, waiting time. No information to be printed shall be lost. Also in this situation the difference between types of listings shall be clear.

· Real-time Clock
It shall be possible to synchronise time locally, remotely (e.g. from Control Centre) and externally (radio clock signal - GPS). Time synchronising shall be done using IEC/IEEE protocol or via synchronising pulses. GPS device for central synchronisation is in a scope of supply.

· Suppression of data processing
It shall be possible to suppress the processing of data. This suppression shall be independent of the type of data and shall be determined by the position of a switch (i.e. maintenance switch) or the status of an alarm or event. It shall also be possible for the operator to activate the suppression manually. 

Suppression shall be possible for every control location.

Suppression shall be freely configurable on the following items: 

· which alarm(s) or event(s) 

· the kind of processing 

· at what status of which signal

2.4.1.4 Bay Control Level

Distributed microprocessor devices (bay controllers), hierarchically linked with central substation control unit, are foreseen for bay control level. Those devices will be mounted in dedicated Control cubicles, together with the local back-up panel for emergency controls and separately of Protection equipment. Relay building shall comprise two 400 kV bays or four 110 kV bays.

If necessary, specially designed controller (or PLC) must be foreseen for acquisition of data gathered on substation level (aux. supply a.c./d.c., fire alarm, burglar alarm, etc).

The bay level equipment shall comprise at least the following elements / functions: 

· bay controller

· input/output equipment for digital and analogue signals 

· communication with protection equipment and interlocking unit 

· local mimic for local control or maintenance and monitoring of equipment in the bay 

The following functions shall be performed by the bay level control system at each bay: 

a) Input/Output (I/O) of all substation data from the switchgear, instrument transformers and protections located in the bay (protection which is not already linked with S/S communication network). Exact number of I/O needed, must be carefully estimated by Contractor and based on submitted schemes and diagrams.

The required signal levels for the input and output units are as follows: 

I. digital input signals 220 V d.c.

II. digital output signals 220 V d.c.

III. analogue current signals 1 A a.c. for 400 & 110 kV

IV. analogue current signals 5 A a.c. for 35 kV

V. analogue voltage signals 100 V/(3 a.c. (100 V phase-phase)

VI. all switches should be with two bit status and all push buttons with one bit status

VII. commands for disconnectors shall be two pole and for CBs single pole

VIII. all command should be executed in two step sequence

Measurements (bay controller display): 

· all currents

· all voltages

· active and reactive power (both directions)

· frequency (for bus couplers only)

The scaling of analogue signals shall allow for a dynamic range of 3.0 pu for current signals and 1.5 pu for voltage signals. 

b) Operation of the switchgear (e.g. circuit breakers, disconnectors) and other bay equipment (e.g. tap changers) as per commands received from the substation control system, portable PC or the back-up control panel. 

It shall be possible to disable local or remote control of each switching element.

c) Data acquisition and logging of digital and analogue signals

Power system analogue and binary input data shall be collected by the station control system. Data will be retrieved from the control system as collections of point’s inputs, analogue inputs, or as their mixture. The Contractor shall provide a convenient and flexible scheme for assigning points in the control system to scan groups. The Contractor shall provide all special equipment, necessary to assign points to the control system database and scan groups (outside the system).

The control system shall be capable for the sequence-of-events (SOE) data collection with a time resolution better than the operating speed of the power system devices. The time resolution should allow the operating and engineering personnel to determine the cause and affect relationship of the device state changes during normal and disturbance conditions. 

Any binary input point in the control system shall be assignable (programmable) as an SOE point.

d) Back-up control of bay level equipment in the event of outage of the substation control system.

Back-up panel should be used in the case of communication interruption between bay controller and substation control system, during switchgear maintenance work and when the substation control system is out of service. Issuing of commands should be possible even in the case of failure of bay controller’s power supply module.

The back-up system shall include a mimic diagram providing the following functions:

· Metering: All voltages (V-switch), one current (phase “4”)

· HV switching equipment status (circuit breakers, disconnectors, earthing switches),

· Open/Close commands for circuit breaker and disconnectors

· Pole discordance signal for all Switchgear devices 

· CB not ready signal

· Low pressure signal

· MCB trip signal

· Aux d.c. out signal

· On/Off local control switch

· Trip circuit supervision - signal

· Protection failure signal (Self – supervision)

Control outputs of the bay controller shall enable direct control over the operational elements (Open & close coils, tap changer, etc.). If it’s not possible, separate, heavy duty tripping units shall be foreseen.

The following display and control devices shall be mounted on the front panel of the backup units: 

· an analogue display showing values of phase and line voltages (switched), and central current (phase “4”)

· control command indicators 

· indication of alarms with memory for transient signal(s) 

· back-up control switch

· a push-button for signal lamps resetting 

· a push-button for signal lamps testing

· supply switch 

One switch shall be provided with the following two positions available:

· LOCAL - only local control is enabled; the interlocking function is on bay level only, without synchrocheck

· REMOTE - only remote control is enabled

In both cases, all data are transmitted to the higher level (Control Centre) 

e) Bay Controller’s Communication Port

Communication port for direct portable PC connection shall be provided for maintenance, emergency & back-up control purposes and stored data reading. 

Ethernet switches should be installed for equipment communication with SCADA server (minimum one per relay building). One relay building will be applied for four complete bays 110 kV and two complete bays 400 kV. Ethernet switches must have minimum 8 Ethernet ports (FO or RJ45) for connection of protection and control devices and connection to other Ethernet switches (to form ring formation) in relay buildings.

Ethernet switches in relay buildings should be connected in the ring, separate per each switchyard, using FO with minimum 4 fibers. Detection of the fault on any port of the Ethernet switch and in FO rings is mandatory.
· Synchronisation

It shall be possible to couple asynchronous and synchronous networks and generators automatically by means of an Automatic Synchronous Coupler (ASC). The ASC-function shall be used with every closing command to a circuit breaker. If the conditions for closing are valid, one and only one closing-command shall be given to the circuit breaker. Circuit breaker operation shall be possible only when synchronisation or energising conditions are fulfilled. The busbar voltage shall be the reference voltage.

The time during which the ASC-function is allowed to be active (to synchronise) shall be adjustable. After the allowed synchronising time has expired or after a closing-command has been given, the ASC-function shall be reset automatically. 

Reset of the ASC-function by the operator shall be possible at every moment of a synchronisation cycle, which shall stop at that particular moment. Already given commands must be finished. 

Following information shall result from the ASC-function and shall be processed by the SCMS: 

· voltage difference (measuring),

· frequency difference (measuring),

· phase angle difference (measuring), 

· alarms,

· events. 

Synchronising criteria (U, f) shall be displayed on operator VDU. Means for remote synchro-check shall be provided.

The measuring signals to be used with each synchronisation depend on the actual configuration of the substation. Switching the right signals to the ASC shall be the responsibility of the SCMS. 

· Voltage Regulation

Control of the transformer tap changer from the substation computer keyboard shall be provided with simultaneous indication on screen. The tap changers (OLTC) control and indication from the Control Centre shall also be provided. 

Each transformer with OLTC shall be equipped with its own automatic voltage regulator or is controlled by complex joint voltage regulation system provided by third party. Selection of automatic or manual initiated tap changer control shall be provided. Parallel regulation should be foreseen for each transformer, as well.

· Communication Facilities

Communication facilities shall comprise full duplex serial ports, each of them with independent protocol for communication with up to 2 different Control Centres (NDC & RCC). It shall be easy to modify each protocol on the software level, or by simple replacement of single hardware element. 

Telecommunication equipment shall simultaneously process commands received independently from the Control Centres and local users. The same database shall be used for each output. It shall be assumed that each connection with the Control Centre may have different transmission speed (1200 - 38400 baud), circulation cycle and communication protocol. Recording, storing and buffering of events shall be independent for each output. Output and input signals, control commands and measurements shall be adapted to conform to the communication protocols used. 

Telecommunication equipment and protocols shall match the existing systems in the Control Centres. SCADA/EMS data protocol IEC 60870-5-101 has been applied and it is obligatory for communication between above described control levels.

· Interlocking system

To minimize the possibility of switching loads with disconnectors or earthing live sections: hence, to minimize the danger for personnel and/or equipment, definition of an interlocking function for every object shall be possible. The interlocking concerned shall prohibit a command that is not allowed. 

The interlock function shall only use actual and valid information. In case needed information is not actual or invalid the command concerned shall be prohibited. This requirement involves collection and processing status information of all switching equipment for the whole substation. Unclear information, such as intermediate switchgear positions, switchgear fault or faulty data transfer must result in disabling of particular command. Due to the fact that faults can have serious effects on the operating personnel or equipment, the function and design of switchgear interlocking systems must be extremely safe. 

It is fundamental that every command given by means of the SCMS will go through the interlock function concerned. 

Switchgear interlocking shall be freely configurable. 

It shall be possible to configure a bypass for each interlock. If implemented, this bypass shall be activated per object and before each command to be given. After the command has been given the bypass shall automatically and immediately become inactive. 

The switchgear interlocking system should provide both, bay interlocking and substation interlocking facilities. 

This system should operate properly in the event of control system outage.

Interlocking system on a bay level will be managed trough conventional (wire) interlocking and should be enabled in a case of an emergency command from a backup panel. Software interlocking only should be foreseen for substation interlocking (inter-bay interlocking). 

For low voltage AC switchgear (S/S aux. supplies) combined protection and control units could be used. They should be included in overall station control system and interlocking achieved by software means.

Generally, interlocking shall provide the following functions: 

· Interlocking at the bay level and on the inter-bay or station level in conjunction with the station control system. While inter-bay interlocking will normally be performed at the switchyard control level, it shall be possible to manually override the inter-bay interlocking at the bay level if the substation control system is not in function

· The central unit of the switchyard interlocking system (if needed) shall communicate with corresponding feeders through its own communication data lines, which are independent of the other components of the control system

· simple extension shall be possible without changing of the hardware on switchgear level

· data transmission into interlocking system shall be continuously monitored

· self-monitoring of the switchgear interlocking units, the station connection and the parameterised interlocking conditions shall be provided 

· modification of the interlocking system shall be easy to perform by software means

· Interlocking functions

The subsystem shall meet the next requirements and fulfil the functions as follows: 

· If the Substation Control System is locked there shall be provision to overcome interlocking conditions

· Self monitoring of the switchgear interlocking functions / units, the station connection and the parameterised interlocking conditions shall be provided

· If for the higher-level station interlocking an independent Central Unit will be foreseen, it could be integrated in the bus tie. The Central unit of each switchgear Interlocking System shall communicate with corresponding feeders through its own communication data transmission network, which shall be independent of the other components of the control and protection system.

· Preferable solution is with interlocking system independent of Substation Control System (e.g. central substation computer control system).

· In the case of bay controller failure the rest of the system shall remain operational in the sense of overall station interlocking, as well as the last switchgear status. This assumes that the identified defective bay unit will not carry out incorrect switching operations. However, in the case of emergency equipment might be safely operated by the push buttons mounted on the back-up panel. This should be possible even in the case of power supply module failure.

· Extension of the system shall be easy to do and without need for the substation level hardware changes

· Sequential switching programs 

To make control of the substation more comfortable and more secure, is shall be possible to configure sequential switching programs (SSP) in the SCMS. 

Starting of these programs shall be possible: 

· automatically (by a program),

· triggered by an event,

· by the operator. 

Starting a SSP may be possible from the level at which control from the whole substation is possible, or from the next higher hierarchical level. 

A SSP is only allowed to give a command if no blocking exist for the object concerned and when the preceding command (if applicable) has been finished correctly and in good order. 

SSP's shall be able to run in two modes: 

· fully automatically: once started the program performs all commands automatically (if no blocking, etc. exist),

· step by step: the program waits after each performed command for the operator to permit the next step. 

The active mode is to be decided by the operator. 

It shall be possible to interrupt a SSP at any moment, either by the operator or automatically; all objects shall remain in their position at the moment of interruption, already active commands must be finished. 

Every SSP shall generate the following messages when applicable: 

· program running,

· program interrupted,

· program finished (in a regular way, no faults etc.) 

It shall be possible to define conditions to prohibit a SSP from starting or, when it is running, to interrupt it. Conditions can be general (independent of the bay) or can be bay specific. 

If a SSP is interrupted, this shall be reported including the reason for this interruption. 

Only one SSP is allowed to be active at the same time in the substation; however nesting of programs is permitted.

SSP's shall be freely configurable.

· Protection functions

The subsystem shall meet the next requirements and fulfil the functions as follows:

· multistage three phase directional overcurrent protection

· multistage earth fault overcurrent protection

· directional earth fault protection

· broken conductor check

· overload protection.

2.4.1.5 Central annunciation facility

General common annunciation facility allocated in Control room should be provided to insure basic signalling in the event of outage of the substation control system.

Common annunciation facility should be used in the case of communication interruption between bay controller and substation control system and when the substation control system is out of service.

Major faults and events should be grouped and provided as Bay alarm signal on Common annunciation facility.
2.4.1.6 Protection monitoring system

The Engineer/Beneficiary shall propose the protection monitoring system which is independent of the station control system. The role of this system is remote relay monitoring, fault analysis, diagnostics, parameterisation and maintenance. This system shall allow for: 

· monitoring and diagnostic of protective equipment

· access to the relays and overview of relay setting from a local and remote location 

· protection performance analysis

· fault recording and fault location determination 

· analogue fault data acquisition and storage 

· transmission of fault data to remote location for analysis 

· reports 

· communication with control system connection of the HMI for diagnostic functions of the primary equipment 

· remote parameter reading/setting for protection devices is preferred.

At the substation level facilities should be provided for transmitting data to the higher level control centre. 

For fault recorder and fault location function logging, linking between digital relay system and substation control system shall be provided. 

2.4.1.7 Control Monitoring

All data (status, numerical), entering the SCMS (events, alarms, measurements) or generated within the SCMS, shall be monitored on: 

· violating minimum or maximum levels/thresholds, 

· status change, 

· too long transition time, 

· appearance of combinations of the above mentioned situations. 

In every situation as mentioned above the SCMS shall generate a message. 

In case of a too long transition time, it shall be possible to indicate the corresponding phase. 

Thresholds shall be definable per measurement. 

The SCMS shall monitor its own functioning, including its power supply and connections to peripheral subsystems and other systems. Failures shall be reported by the SCMS. 

In case of failure or complete break down of a (sub)system, a message shall be generated on the SCMS itself and to the next higher level. 

Overflow of buffers or archives shall be reported. Overflow shall not influence the functioning of the SCMS (except for the buffers or archives concerned). 

It shall be possible to initiate or carry out actions on the appearance of a certain situation (status, value, and combinations). Actions can be: 

· acoustic signal, 

· starting a program, 

· generating a message -logging. 

Monitoring and actions to be carried out shall be freely configurable.

2.4.1.8 Data security

SCMS shall provide the security and diagnostic functions of the individual system elements especially for: 

· access to the files

· transmission and execution of commands

· serial data communication 

· program procedures

· data storage

· co-ordination of functions 

· conformity of the substation equipment with the single line diagram 

To achieve high reliability of the system operation actual faults shall be time tagged at the moment they occur but not in the cycle time of the process. Software data and parameters shall be stored in non volatile memory. The software and database shall restore automatically after voltage recovery.
2.4.1.9 System design

· Hardware
The system hardware shall be designed as interchangeable elements of the standard formats or as compact modules (according to IEC 60297)

The system shall be of an "open" structure and design so that extension of the system should be easy.

The hardware shall meet the following specifications:

a) Construction
All the bay control, interlocking, and associated equipment shall be placed in the cubicles, meeting the following requirements: 

I. The enclosures shall be finished inside and out. All cabinet metal shall be thoroughly cleaned and sanded, and welds chipped to obtain a clean smooth finish. All surfaces shall be treated to resist rust and to form a bond between the metal and paint. 

II. The enclosures shall be back-to-wall standing, floor mounted, and shall not exceed 220 cm in height, 80 cm in width and 80 cm in depth. 

III. Maintenance access to the hardware and wiring shall be through lockable, full height, front doors only. 

IV. Provisions for bottom cable entry shall be provided. 

V. Stable signal and safety ground networks within the enclosure shall be provided. The safety ground shall be isolated from the signal ground and shall connect to the ground wire of the power line input. The signal ground shall terminate at a separate stud connection sized for a lugged 16 mm2 ground wire. Each ground network shall be a copper bus bar, braid, or a cable. Use of the enclosure frame, skins, or chassis mounting hardware for the ground network is not acceptable. 

VI. All enclosures shall be equipped with duplex 220 V a.c. 50 Hz, three-wire outlets.

VII. All the enclosures shall be provided with maintenance lamp. 

VIII. All the enclosure shall be dust proof and meets IP 50 standards. 

b) All interconnections shall meet the following requirements: 

I. All cabling between component units of the system, and subsystems, including fibre optic LAN connections shall be foreseen and indicated on the Contractor’s drawings. 

II. Each end of interconnection cable shall be identified by marker which includes cable number and the identifying number and location of each of cable's terminations; this information shall match Contractor's drawings. 

III. All the internal cubicle wiring shall be copper conductors and have flame-retarding insulation. Conductors in multi-conductor cables shall be individually colour-coded. 

IV. Wiring between stationary and movable components, such as wiring across door hinges or to components mounted on extension slides, shall allow for full movement of the components without binding or chafing of the wiring

V. No more then two (2) wires shall be connected to the one (1) clamp

VI. Voltage-transformer secondary circuits for connection with control equipment should be protected by miniature circuit breakers (MCB), three-pole and single pole, with min. 1NO and 1NC contacts.

c) Components Identification: 

Assembly and component identification 

I. Each assembly (to the level of the printed circuit cards) shall be clearly marked with the Contractor's part number, serial number, and the revision level of the component. Changes to assemblies shall be indicated by an unambiguous change to the marked revision level. 

II. Where custom part are provided (such as a read-only memories), the part shall be marked such as to specifically identify the part where similar parts may exist. 

III. All replaceable hardware elements and especially printed-circuit cards shall be keyed for proper insertion. 

d) Maintainability and Availability 

The equipment configuration shall facilitate major unit isolation for easy and precise troubleshooting and efficient routine maintenance and in order to achieve very high system availability. The complete system shall, where feasible, be self-checking with any detected failures that would adversely affect operations automatically logged and indicated on the operator's video display unit (VDU) as an alarm. 

Error messages generated by the software system shall be printed on the computer console, printer and/or displayed on the Engineers VDU. 

The substation level equipment shall be arranged on such a way that failures or removal for maintenance of any single bay level unit shall not cause substation degradation or the system performance and no loss of display, nor printing of event messages, nor other outputs from other bay level units. 

e) Environmental Requirements 

The equipment shall be able to successfully undergo the tests described in IEC 60255. Application of the SWC wave form to any input or output, including the power input and communication channel connections, shall not result in the loss or change of data from any input or output being tested. The control and monitoring system shall not start or restart its, internal logic as a result of SWC waveform application, nor shall the contents of any internal memory be affected by the SWC testing.

The SCADA equipment shall be capable to operate under sustained supply voltage variations of -30% to +20% and frequency variations of -4.5% to +4.5%. 

The equipment shall be suitable for operation under the following environmental conditions:

· temperature -35°C to +75°C 

· humidity 60 days at 95% RH and temperature of 40°C 

· dust protection IP 50 

f) System Size and Performance 

The substation level equipment shall be sized to cover the following requirements:

· communication with bay level units and bay level I/O units,

· to be capable of processing a continuous throughput of at least five (5) events per second for display on the Video Display Units (VDUs) 

· have an installed primary memory sized to cover the requirements of this specification, it at least twenty-five percent (25%) spare unrestricted capacity i.e. excluding all requirements for resident programs and overlays for second memory resident programs 

· to be capable of expanding the installed primary memory sized for the above by an additional one hundred percent (100%)

· have at least a 32 bit CPU and a one minute average CPU free time excluding disk calls of sixty percent (60%) or more, while running the entire software system in the hardware configuration to be delivered, 

· have a secondary memory (hard disk, flash disk) sized to cover the requirements of this specification, and additionally a minimum of 50% spare unrestricted memory,

· provide access for at least all peripherals associated with the computer subsystem, the controllers for the man-machine interface equipment specified and the communications controller/ front end computer system

· in response to a control command the delay between completion of an operator's keying sequence and the response of the device as observed on the VDU shall not exceed 2 seconds. This time excludes the operating time of the device being controlled 

· status changes - the delay between a spontaneous status change of device and the appearance of the corresponding logged message on the VDU shall not exceed 5 seconds. This delay shall apply for a simultaneous change of ten percent (10%) of the total points in the system

· measured values (analogue and digital) which are rapidly varying quantities scanned with such a rate that they will be updated at least once every 1 sec. This scan rate shall apply to a maximum of fifteen percent (15%) of all measured values

· display a visual acknowledgement of acceptance or rejection by the control system of  operator actions on the VDU and, if applicable, on the keyboard within one-half second (0.5 s) of initiation of the action on the keyboard 

· data transfer to Remote Control Centres should satisfy IEC 60870-4 and 60870-6 standards, according the following table:
	DATA TYPE
	Latency
	Cycle interval

	Analogue measurements
	2s
	2s

	Counters
	16s
	15min/1h

	Two bits digital signals
	2s
	2s

	One bit digital signals
	2s
	2s

	Digital controls
	0.5s
	N/A

	SOE
	5min
	N/A


g) Quality – General

The Contractor of the system shall have a certified quality assurance system in design, production, installation and servicing. 

Only equipment designed and manufactured by Contractors with proven record of successful substation control, monitoring system applications and operations in the electrical power utility field will be acceptable. 

The basic control and monitoring system and theirs equipment and software configuration, shall exist as a fully developed product. The system shall employ standard equipment and provided functional requirements of this specification. Standard equipment means equipment that is currently on the market and that has an established reputation of good performance and with manuals and complete parts list available. 

· Software 

The software for SCMS shall enable performance of the following substation functions: 

· central control and interlocking of HV switching equipment 

· signalling of the HV switching equipment status 

· measurement of analogue values of busbar 

· measurement of analogue values of feeders

· measurement of phase angles

· logging of analogue values 

· reports 

· protection system monitoring 

· supervising and monitoring of diagnostic functions

· transformer load and behaviour monitoring 

· co-ordination of access to the object bus 

· others (individual User's software) 

SCMS software submitted by Contractor as a basic software shall be, made in a high level language (e.g. C++). The Contractor shall provide the necessary documents, compilers and development environment to enable the User to maintain, upgrade and expand the software.

Software shall be provided for the purposes to generate the reports including: 

· history of the states of HV switching equipment 

· interlocking conditions 

· analogue signals value and trends

· circuit or device power measurements 

· limit values 

· service history of devices on indicate maintenance requirements (diagnostics )

· owner developed diagnostic of the switchgear equipment 

· owner developed expert system / advanced utilities

The software provided for this purposes shall be fully documented and modular so that the Beneficiary can add functions easily in accordance with the Contractor's detailed instructions. The software shall be written in a high level language and the Contractor shall provide a development system and compilers for the purpose of modification and maintenance of the software.

The system software shall have a modular structure and comprise firmware and standard software functions. It shall be possible to combine the modules to suit the configuration of the substation and the user's operating philosophy. 

2.4.1.10 Interfacing to other control systems 

· General
All data transfer shall be monitored in terms of overruns, quality errors and response time-outs. 

Repetitive failure of a communication link, even without disturbing communication, shall initiate an operator alarm. 

Data concerning a control command always has the highest priority. 

The communication protocols used shall be transparent. 

Communication facilities shall be adequate for the functioning of systems to be connected. 

Information exchange shall never result in loss of data. 

· Interfacing the Control Centre 

The SCMS shall have a communication function to the EMS at the Control Centre, (CC) to allow monitoring and control of the substation from the CC. 

· Operation 

The SCMS shall be able to process operations from the CC.

Operations from the CC should be subjected to authorization on substation SCMS level.

The CC will give commands per object and can start SSP's. 

Control operations from the CC shall be treated in the same way as control operation given within the substation itself. 

Processing in the SCMS of operations from the CC shall be freely configurable. 

· Monitoring 

To monitor the substation from the CC, it shall be possible to send all information in the SCMS to the CC. 

It shall be possible to suppress information (grouping), intended to be sent from the SCMS to the CC, from actually being sent. 

Suppression shall be freely configurable on the following items: 

· which alarm(s) or event(s) 

· at what status of which signal 

Time stamps, if present, shall also be sent with the information concerned. 

The information send to the CC shall always be valid and reliable. 

Failure of the total SCMS or parts thereof shall be reported to the CC. 

· Data-processing and reduction

By means of data processing and information-reduction, it shall be possible to limit the amount of information to be sent to the CC. However, the processing and reduction shall not prohibit the CC from detecting the nature of a problem. 

The way of processing and reduction shall be freely configurable. 

2.4.1.11 Interfacing to substation installations 

The SCMS shall be able to accept status signals, analogue signals and pulses. These signals originate from events, alarms and measurements in the secondary and primary installations. 

· Analogue signals 

For every analogue input the following variables shall be adjustable: 

· range,

· uni/bi-polar,

· threshold, 

· range in SI units, 

The electrical characteristics of the signal shall not be changed by the input.

All analogue inputs shall have galvanic separation between each other and between input and earth. 

For every analogue output following variables shall be adjustable: 

· scaling factor,

· maximum output value,

· minimum output value.

· Metering Pulses 

For every signal, the following variables shall be adjustable: 

· contact dither time, 

· number of permitted changes per second, 

· retrieval time, 

· point of time, 

· periodical, 

· from the hardware, 

· from a higher level, 

· reset / no reset at retrieval, 

· normal closed or normal open contacts,  

· single or double pole signal. 

· Status signals 

For every status input the following variables shall be adjustable: 

· contact dither time, 

· number of permitted changes per second,

· normal closed or normal open contacts, 

· single or double pole signal, 

· transition time. 

The SCMS shall be able to give out status signals. Every status output shall have the following adjustable variables: 

· normal closed or normal open contacts, 

· single or double pole signal, 

· Digital measuring signals
The SCMS shall be able to read and process at least the following codes: 

· 1 out of n, 

· Binary, 

· Gray, 

· BCD. 

The measuring signal may have a width of 1 to 4 bytes. 

By means of digital measurement inputs the SCMS shall be able to read tap changer status signals. In-between positions shall also be processed. The processing shall be freely configurable. 

The SCMS shall be able to give out digital measurement values with a width of 1 to 4 bytes using at least the following codes: 

· 1 out of n, 

· Binary, 

· Gray, 

· BCD. 

· Commands 

For every command the following variables shall be adjustable: 

· maximum command time: adjustable from 0, 1 to 50 s. with 0, 1 s. steps, 

· address of the input to report back the status -single or double pole command,

· continuous or pulse command. 

· Interfacing to protections 

If protections are not integrated in the SCMS, the SCMS shall be able to process data originating from protection systems, digital as well as more conventional protections, to retrieve protection-data (events, alarms, measurements) and to configure protection functions. 

The SCMS shall be able to relay this data to other systems without altering it (transparent). 

Fault records stored in protection devices shall be automatically transmitted to and stored in the SCMS for further evaluation. 

· Interfacing to metering devices 

Serial or any other communication with metering devices is preferred. However, the SCMS shall also be able to process pulsed information and analogue signals. 

2.4.1.12 Authorization 

It shall be possible to configure authorisation levels, especially for functions that allow control of objects or change of process variables. 

If an authorisation level has been defined for a function, it shall be impossible to use the function concerned without the necessary authorisation. 

It shall be possible to indicate the authorisation level. 

It shall be possible to use other means for authorisation (i.e. key lock, card reader etc.) in combination with a number of authorisation levels. 

System maintenance and supervisory control shall only be possible after authorization. 

· System-operation 

By defining authorisation levels the following activities shall be blocked or permitted: 

· adjustment of variables,

· control of objects, 

· maintenance or management of the system (diversity in functions and/or system parts shall be possible).

Definition of authorization levels shall also be possible for: 

· objects, 

· groups of objects,

· functions. 

Authorization levels shall not interfere with control and monitoring from a higher level. 

For each operator a dedicated set of authorizations shall be configurable. The use of passwords shall be possible.

The possibility to totally block the presentation and control in the substation shall be present. 

· Choice of control location 

It shall be possible to configure one or more control location switch over functions. These functions shall offer the possibility to switch over control for a specific bay or for the whole substation. 

This function is meant to take control from a higher level to a control location in the substation or to give control to a higher level. Control from a location shall only be possible if control has been taken to it or given to it. A higher level shall never be able to take control from a lower level; a lower level shall always be able to take control from a higher level. 

It shall be possible to configure an automatic switch over of the control of the substation. The moment of and reasons for activation of this switch over shall be freely configurable. 

It shall be possible to use authorization in conjunction with the switch over function. 

The actual status of a control location shall be presented at every location that influences or is influenced by this location. 

It shall be possible to send the status of the active control location to the CC. If this concerns the control for a bay or for the whole substation shall be configurable. 

Processing of data in the SCMS shall be independent from a control location and its status.

2.5 System support function

These functions are meant to support the SCMS maintenance of hardware and software. 

It is preferred that system maintenance will not interfere with normal operation of the system; control and monitoring of the substation shall be possible (on-line maintenance). However, for special occasions, it shall be possible to switch off the SCMS or part of it in case this is needed for maintenance (off-line maintenance).
From this function it is not allowed to control the substation.
2.5.1.1 General

The SCMS shall be maintainable by exchanging hardware and / or by changing or loading system or application software. 

Making backups shall be possible without interfering with the functioning of the SCMS or the function / application concerned. 

The SCMS shall offer the possibility to configure the processing of events, alarms and measurements as well as the presentation and logging of information. 

System software activities that are normally carried out by the Contractor shall also be possible on the SCMS itself. 

An operational database contains all data needed for real time process operations. A system database contains all data needed for configuring the system and the treatment of data. 

All process data as well as system variables shall be fully accessible. Entering or changing data, variables, definitions or configurations shall be done in a clear and efficient way. A warning shall be given if conflicts can result from changes. Entering invalid or unnecessary data shall be prohibited. All actions concerned with the above activities shall be menu driven. 

System maintenance shall be clearly distinguishable from other activities and functions. 

The SCMS shall be fully self-documenting. 

The location of I/O boards, definition of I/O on these boards and the name to be used shall be freely configurable. 

Displays shall be configurable/ changeable interactively. 

Configuration of displays and reports shall be free. 

It shall be possible to configure the system from a central location. 

Software shall be loaded in a simple and normally used way. 

Implementing new system software shall not interfere with already implemented and functioning applications. 

On-line testing of functions, including monitoring of the test, shall be possible. 

2.5.1.2 Data base generation / edit 

Data base generation / edit shall provide the operator the means to change, edit or add data records in the source database. Data shall be tested and checked for validity at the time it is entered. After the operator has finished editing the source database, global checks shall be performed to ensure completeness of the data set. 

If data does not pass all checks, data modifications can not be transferred to the operational database. 

The operator may prepare several data modifications and activate these modifications, by transferring them to the operational database, at an operator-controlled time. 

All performed changes to the source database shall be logged. 

This function shall also offer the possibility to make a backup of data. 

In case of hot-standby redundancy an update of the database in the standby system shall automatically be performed every time a record has been changed. 

Provisions shall be implemented to import data into the source database from other IT systems. 

The possibility to enter attribute data (relating to graphic elements) in the form of relational data base files shall exist. 

2.5.1.3 Display generation / edit

This function shall offer the operator the possibilities of a full graphic editor. Full graphic displays, as used in the system, can be built and maintained. 

Creating, editing, changing or deleting displays shall be possible without software modifications. 

2.5.1.4 Report generation / edit

The report generation function shall provide the operator with the possibility to generate and edit reports, defining / changing the contents and layout, and to manage the output of each report to a printer, a file or a VDU. 

2.5.1.5 Programming services

A set of different programming services shall enable the maintenance engineer to update (systems) software and/or reload new releases of already used programs. 

These functions shall be used for computer system maintenance only. 

This function does not contain SCMS configuration services like generation / edit functions. 

2.5.1.6 Application software services

A set of different parameter services shall enable the maintenance engineer to develop and update application software and/or reload new releases of application software.
2.5.1.7 System management

System management shall provide services for the SCMS concerning security and reliability of the performed processes and the data concerned. 

This function manages and shall be responsible for:
· operating modes
· process operation (on-line), 

· test, 

· training, 

· redundancy management
· hot standby, 

· spare, 

· resource sharing, 

· monitoring 

· communication (LAN), 

· programs, 

· fault detection and recovery 

· errors are recognised, 

· actions to recover faults are initiated, 

· start-up/changeover 

· the start-up of the system is coordinated and performed in phases,

· is case the system has to be reconfigured, the changeover of devices and equipment may be performed manually or automatically, 

· data consistency 

· data sources and information exchange are controlled the location of services/functions is administrated,

· time/date synchronisation within the SCMS. 

2.5.1.8 System resource monitoring

By means of this function the maintenance engineer shall be able to check the capacities of the SCMS for the functions that are implemented. Bottle necks in CPU capacity and communication shall be reported. 

2.5.1.9 Training simulator
In addition with standard functions, the training simulator is optional. However, it is preferred to be a part of standard SCADA software (not additional software)

This function shall provide an environment that allows operators to be trained in the principles and practices of SCMS functions. 

New and inexperienced operators shall be enabled to get familiar with all aspects of the SCMS and of the substation involved. Situations can be simulated to train operators what to do and when. 

Experienced operators shall be enabled to get familiar with new EMS applications and/or with changes in the substation installations. 

The simulator shall offer a real time operator environment without influencing the substation; hence operator actions will not decrease the availability and security of the substation. 

2.5.1.10 Remote maintenance

To allow remote localisation of faults, it shall be possible to remotely retrieve information concerning the condition of the substation installations and the SCMS. The information presented shall always be valid and actual. 

Also information stored for the purpose of maintenance of substation equipment can be retrieved. 

The use of this function shall need authorization. 

Control of objects from this function, shall be prohibited.

2.5.1.11 Integrity and reliability

Information presented to the operator or used by the SCMS, shall always and in all situations be reliable and actual. Information that is not actual or reliable shall be marked as such. Faulted information shall not be utilised by the system unless this has been approved. 

All failures or discrepancies from normal functioning shall be reported by the system to the operator including an identification of the problem and the function or hardware concerned. 

The total SCMS and every subsystem shall be fail-safe. Faults accruing in a (sub)system or equipment shall never propagate to other (sub)systems or equipment. In case of communication failures between levels, the systems concerned shall continue operation and performing their functions as far as the missing information allows this. Systems at a lower level shall always be able to function stand-alone from the higher level. 

A fault shall never interfere with other functions nor are any unsafe situations in the switchyard permitted. If necessary the function or (sub)system concerned shall be switched off and/or shall be brought to a safe condition, 

No false commands are allowed under any condition. 

No information shall be lost due to overloading of the system. 

All information shall be time stamped. 

The status (failure/functioning/activated) of equipment and protection functions shall be visible at the equipment itself. 

It shall also be possible to manually initiate on-line as well as off-line tests. Control commands shall not be interfered by automatic tests. Tests shall never result in control commands to objects. 

2.5.1.12 Time synchronization 

The SCMS shall always be synchronised to the absolute local time and date. At the start of the SCMS it will automatically be synchronised. 

2.5.1.13 Start-up 

After a power breakdown the SCMS equipment, or parts thereof, shall restart automatically at return of power, updating automatically all process information and resuming normal operation. Temporary loss of power supply (up to 30 s.) shall not result in loss of application software or dynamic data relevant to the process under control.
At breakdown and at start-up no commands or invalid messages are allowed.
3 SPECIAL EQUIPMENT AND TOOLS

All tools shall be of the best quality and of the class most suitable for working under specified condition. All material used in the tools and equipment shall be new.

Testing devices for maintenance purpose should be included by recommendation of Contractor. 

All tools shall be of the best quality and of the class most suitable for working under specified condition. All material used in the tools and equipment shall be new.

Testing devices for maintenance purpose should be included by recommendation of Contractor. 

4 SPARE PARTS

The Contractor shall guarantee the availability of spare parts for a 10-year period following withdrawal of the product from the market. Should the product be withdrawn from the market, the Contractor shall provide immediate written notification to the Beneficiary so that the Beneficiary may determine his spare parts requirements. The Tenderers shall include proposals for forward pricing of spares for this period, based on international indices.

5 IMPLEMENTATION
The initial substation database (including definitions and parameters of control, analogue and status points), static and dynamic parts of all the VDU displays, reports etc., shall be made by Contractor’s personnel. Beneficiary’s personnel will take part in that process after appropriate training. All these activities must comply with the Beneficiary’s current regulations, technical recommendations, domestic standards an operation philosophy and practice.

It must be possible to develop the database and VDU display screens including the displays in Serbian language.

All operator-displayed information (menus, commands and process massages) shall be in Serbian with Latin characters used. 

Basic (default) setup/configuration of all devices links and software must be inline with appropriate expected locations of analogous Substation. Contractor will provide templates for necessary data entry. Beneficiary will fill it up accordingly, and participate in setup/ configuration activities, as a part of a training program. This means that FAT should be derived in a conditions close (as possible) to analogous site location.  

Basic configuration and parameterization of bay units should be done by Contractor’s personnel. Beneficiary’s personnel will take part in that process after appropriate training.

6 PACKING, SHIPPING AND TRANSPORT

Packing of the Control devices shall prevent ingress of moisture or damage to the equipment protective finishes during transportation and storage. Control devices packing shall be suitable for unheated indoor storage. The Contractor shall advise if there any requirement for anti-condensation heaters.
7 TESTS AND INSPECTIONS

7.1 General

Inspections and tests shall be carried out to demonstrate that the SCMS will be in accordance with the requirements as laid down in this specification. 

In this context, inspection activities are carried out to evaluate the Contractor's quality system and its effectiveness with the purpose to guarantee an adequate quality of the SCMS. By means of tests the performance of equipment is verified. 

The quality assurance program shall comply with ISO 9001. 

Hold and witness points shall be utilised to check or test designs or results. 

Approval of systems inspection and test results, acceptance of hardware and software/firmware, or waiving of inspection and tests thereof, shall in no way relieve the Contractor of the responsibility for furnishing equipment which meets the requirements of this Specification, nor shall such actions invalidate any claim which the Engineer/Beneficiary may make because of defective or unsatisfactory hardware, software and firmware. The Engineer/Beneficiary reserves the right to request the additional tests on the system and/or its elements at no extra charge on any work the Engineer/Beneficiary determinate not to be in accordance with this specification. Whenever the result of any inspections or tests performed or requested by the Engineer/Beneficiary in accordance with the requirements of this section indicate the specific hardware, software, firmware or documentation does not meet the specification requirements, the Contractor shall replace, modify or add, at no cost to Engineer/Beneficiary, adequate hardware, software, firmware or documentation as necessary to correct the noted deficiencies. 

The Contractor shall submit within four (4) weeks after the signing of the contract an overall test and inspection plan for approval, which shall be representative for the SCMS system. This proposal shall also include hold and witness points. 

The Contractor shall submit for approval test procedures for review by the client or its representative at least four (4) weeks before the test concerned shall be carried out. 

The test procedures shall include at least the following information: 

· test schedule 

· test purpose 

· function to be tested 

· applicable procedures 

· references to all applicable project documentation and drawings

· test set-up, including both hardware and software and the conditions for the test 

· test inputs and outputs 

· test data to be used to perform the test 

· expected results 

· acceptance/ rejection criteria 

The Contractor shall be responsible for performing the tests. 

The Contractor shall maintain a complete record of the results of all tests. This record shall be keyed to the steps enumerated in the previously approved test procedures. The record shall include the following items: 

· 
Reference to the appropriate section of the test plan, 

· 
Description of any special test conditions or special action taken, 

· 
Test results (pass/fail). 

A copy of the test records shall be delivered to the Engineer/Beneficiary at the conclusion of the tests. 

Test results will be evaluated by and will need the agreement of the client. 

At disapproval of a test that was attended by the client, the repeat of the test shall be at the Contractor's expense, including costs of the client. 

It shall be the Contractor responsibility that all equipment delivered conform the tests that have been prescribed and agreed upon.
7.2 Workshop tests

Representative of the Engineer/Beneficiary shall have free entry into the shops of the Equipment Contractor at any time while design, manufacturing, or testing of the equipment is taking place and into any mill, shop, or factory where the hardware or software/ firmware described in this specification is being produced. 

The Contractor shall provide to Engineer/Beneficiary's representatives, free of cost, all reasonable facilities, equipment, and documentation necessary to satisfy the Engineer/Beneficiary's representatives that the SCMS are being manufactured in accordance with the specification. The inspection rights described above shall apply to facilities of the Contractor or his sub-contractors where the system is being manufactured. These inspection rights shall not apply to the facilities of sub-contractors supplying unit components to the system Contractor. Such items will be inspected and tested by the Engineer/Beneficiary's representatives at the manufacturing site. 

Inspections by the Engineer/Beneficiary will include visual examination of the physical appearance of the hardware, cable dressings, and equipment and cable labelling. Contractor documentation will also be examined to verify that it adequately identifies and describes all system hardware, software, firmware and spare parts. The Engineer/Beneficiary shall have access to inspect the Contractors and Contractor quality assurance standards, procedures, and records, which are applicable to this project. Inspection shall not relieve the Contractor of responsibility for furnishing material and equipment conforming to the requirements of the Specification nor shall such inspection invalidate any claim, which the Engineer/Beneficiary may make because of defective or unsatisfactory SCMS hardware, software, or firmware.

7.2.1 Type tests

The Contractor shall carry out all type tests called for this Specification and as required in the standards to obtain required performance data. The Engineer/Beneficiary may waive the requirements for type tests called for in this Specification and/or specified in the standards, provided the Contractor can submit results of tests on identical equipment together with test certificates from an independent testing agency approved by the Engineer/Beneficiary and proof that the equipment covered by the test certificates is identical to the equipment being supplied. This is carried out to verify design characteristics. This may be performed on any (sub)system and may concern hardware and/or software. Type tests shall have been performed on every part of the SCMS, also when modifications have been made that might affect performance. 

7.2.2 Factory Acceptance Test (FAT) 

Factory acceptance tests shall be to verify the performance of the system. FAT should be derived in a condition close to specific Project Site location (setup & configuration). The complete SCMS shall be tested simultaneously with protection system (all protection and control cubicles and LAN equipment connected with SCADA system similar to expected site configuration). The test shall apply to all aspects of the system, including communication to other systems an all I/O and the complete processing of all events, alarms, measuring and other information. 

The routine tests shall be performed by Contractor’s personnel. It is a series of tests that shall confirm that each individual SCMS (sub)system has been correctly manufactured and set up, that protection against electric shock is provided and that functional requirements are met.

The following routine test shall also be performed during FAT: 

· visual check for completeness,

· wiring check,

· test of conformity with IEC, IEEE, EN standards,

· Functional test of the individual systems

· Other tests requested by Engineer/Beneficiary.

These tests should be performed by Contractor’s personnel. Beneficiary’s personnel will take part in that process after appropriate training.

The Factory Acceptance Tests shall test the substation level equipment while communicating with all bay level equipment. 

The Contractor verifies the operation of the output devices in the I/O units and simulates the correct response of the remote devices. The test boards may be used for one or more I/O units at a time and be moved as required. 

The Factory Acceptance Tests shall commence by switching on power to all equipment bootstrapping and loading the software system for each computer terminal, verifying that each step is properly described in the operating instruction manual the substation control system shall be tested with all software loading and running.

The test shall include: 

· 
Inventory check and inspection for general appearance, cabling drawing conformance and labelling,

· 
Checks of proper functioning of all hardware, software and firmware by true exercise of all system functions

· 
An input overload test, in which all test inputs are changed simultaneously and following which the system shall proceed with normal processing of data and require no outside manipulation for return to normal operating conditions. (For telemetry inputs, values shall be changed beyond the set alarm limit), 

· 
Verification of compliance with operating speed requirements,

· 
Verification that orderly computer system shut-down procedures are initiated following an interruption of the a.c. supply,

· 
Verification that system performance is not affected by a.c. power source abnormalities involving voltage variations of ( 10%,

· 
Demonstration to the Beneficiary's satisfaction that the control system and its component parts meet all performance requirements of this Specification and all performance claims made by the Contractor. This demonstration shall include verification of functional requirements, and verify that programs are not unduly interdependent, and furthermore that incorrect manipulation via the man-machine interface is properly identified and causes no system lockups,

· 
Test of all discrete input points,

· 
Test of all control outputs, 

· 
Redundancy test on SCADA server level and on Operator Work Station level 

· Test on bay interlock units,

· Test on assembled interlocking system,

· Check of analogue accuracy, noise rejection and overvoltage protection on 10 % of all analogue points,

· Test of SOE buffering, retrieval, and local logging,

· Test of equipment spare through substitution,

· Demonstration of techniques and methods for modifying the database, including point additions and deletions,

· Test of communication within Protection Monitoring System, and dialogue with distributed protection demonstration.

· Other tests requested by Engineer/Beneficiary.

7.3 Site Tests

7.3.1 General

On arrival and at completion of assembly, all items of equipment shall be inspected and tested in order to check quality and being free from damage by the Contractor. All site test procedures must be prepared and submitted by the Contractor for the final endorsement of the Engineer/Beneficiary four (4) weeks before commencement of site tests. The commissioning and final acceptance test should be conducted by the Beneficiary and attended and witnessed by the Contractor’s representatives. The site tests are subdivided into four stages:

1. Delivery inspection Tests made by Beneficiary after delivery of the equipment to stores or site as directed by the Beneficiary. Delivery Inspection certificate will be issued on the satisfaction of the Engineer/Beneficiary.

2. Inspection acceptance tests conducted by the Engineer/Beneficiary and witnessed by the Contractor’s representatives after required assembly of the components delivered, in order to confirm that all components of the equipment have been comprehensively provided and that all components are compatible. These tests should be preformed according to the test methodology prepared by Contractor and endorsed by the Engineer/Beneficiary. Inspection acceptance certificate will be issued on the satisfaction of the Engineer/Beneficiary. 

3. Commissioning tests conducted by Beneficiary and witnessed by Contractor’s representatives. The commissioning test certificate will be issued on the satisfaction of the Engineer/Beneficiary.

4. Final Acceptance tests conducted by the Engineer/Beneficiary and witnessed by Contractor’s representatives.

7.3.2 Tests During and After Completion of Erection

In order to ensure correct installation of the equipment as well to prove that the equipment has been correctly installed, the following tests shall be performed during and after completion of erection on all equipment:

1. Verification of proper and complete erection of all equipment;

2. Verification of proper d.c. supply voltage, connections to main distribution frames, connections to earthing, fuses, labelling, diagnostics, functionality, and applied software, etc;

3. Preliminary checking of operation;

This test will be undertaken by Beneficiary's personnel and witnessed by Contractor’s representatives.
7.3.3 Commissioning Tests

The main objective of the commissioning tests is to check the proper and safe operation of the equipment and in particular to verify and confirm performance guarantees as defined in the Technical Specifications and the Technical Schedules.

Commissioning shall be performed in accordance with a Detailed Commissioning Test Program prepared by the Engineer/Beneficiary.

For performance of the tests the applicable approved standards IEC Publications shall be observed.

7.3.4 Final acceptance Test

The time schedule of test operations and issuing of the corresponding certificates shall be under the specified terms in Tender documentation.

8 TRAINING
The training courses must be divided in two levels: standard must be performed minimum two (2) weeks before commencement of FAT and advanced level must be performed after finalization of FAT and before SAT.

Contractor should offer training plans for Beneficiary’s personnel, in Manufacturer’s training centre, for all delivered substation subsystems (hardware and software). Training programme, range and other details related to the training course is subject to Engineer/Beneficiary’s approval plan.

Appropriate training must be performed prior to setup, configuration and tests to enable Beneficiary’s personnel to take part in these activities.

Training must include basic (default) setup/configuration of all devices, links and software for expected locations of analogous Substation. Beneficiary will fully participate in setup and configuration activities, as a part of a training programme. FAT should be derived in a condition close to specific Project Site location, representing successful completion of a training program.

Training must include the following subjects:

· Operators course (introduction, system functions, dialogs and control system operation),

· System engineers course (introduction, system functions, system installation, testing and commissioning, picture design and editing, system objects and attributes, dialogs, communication software setting and manufacturer specific design tools),

· Database administrators course (introduction, database system management, process and control database maintaining and amendment and data entry),

· Maintenance (substation level) course  (computers and peripherals, communication interfaces and local network equipment),

· Application engineering and programming course (introduction, calculation tools, processes and scripts, real-time and historical data reports and manufacturer specific tools and applications),

· Bay unit engineering course (introduction, functions and hardware, installation and configuration, testing and commissioning and local automation functions engineering),

· Bay unit maintaining course (introduction, functions and hardware, troubleshooting, fault tracing and service tools and equipment).

The training must be on sufficient level to enable Beneficiary's personnel to install, parameterise, commission, use and maintain the control and monitoring systems on their own and the Contractor will issue an appropriate certificates for all the attendants.

9 DOCUMENTATION

In addition to documents specified the following documentation shall be submitted with the Tender:

· Duly completed Technical Schedules

· Leaflets for all equipment

· Description of the control and monitoring system together with technical data, principle connection diagrams

· List of available type test certificates, type of tested equipment, date and testing authority, copy of type test reports and type tests certificates. 

· Provisional Cubicles documentation including:

· List of components

· Block diagram

· Functional description

· Principle of marking including voltage level designation, location designation, cable, wire and equipment designation, design code, documentation reading procedure.

Complete design documentation, Test Specification for FAT shall be submitted for Engineer/Beneficiary’s approval not later than 4 weeks after contract signing. 

Questionnaires and templates needed for configuration and settings of the control system shall also be submitted not later than 4 weeks after contract signing.

User manuals and all necessary documentation for protection system training shall be submitted before training.

The following documentation shall be provided with delivery:

· Complete cubicle design documents

· Configuration & setup files and lists 

· Maintenance manual

· Erection instruction

· User’s Manual for all delivered equipment and software
All the manuals should be in English (mandatory) and Serbian (optional).

User manual and all necessary documentation concerning to the equipment should be delivered in paper and electronic format also (CD ROMs/DVDs).

The documentation shall be sufficient to maintain the system (hardware and software including application software) without assistance of the Contractor. 

All documentation shall be delivered in three copies, on a normally used information carrier and on plain paper. The format of the documentation shall comply with internationally used standards.

9.1 Hardware Documentation

The Contractor shall provide documentation for all hardware supplied to the Engineer/Beneficiary. Documentation describing the circuitry, operation of the circuitry troubleshooting and maintenance procedures shall indicate the applicable hardware revision level.

Documents shall include but not be limited to: 

· schematic and terminal-block diagrams 

· manuals for installation

· manuals for maintenance 

· complete technical specifications of the equipment 

· catalogues 

· flow charts 

· descriptions and logic block diagrams of hardware and software 

· test reports

9.2 Software Documentation 

The Contractor shall supply documentation for all software and firmware provided with the delivered system. This documentation shall include the following data as a minimum: 

· an inventory of all programs and modules to be provided and a cross referenced index to the software/ firmware documentation,

· a functional overview document, which describes the software/ firmware on a subsystem basis and includes a brief description of the hardware interfaces. This document shall functionally describe all software/ firmware to be provided with simplified block diagrams. The relationship among each program, the database, and the system hardware shall be included,

· a software/ firmware documentation standards manual which in detail describe the documentation format for items stated below,

· existing design documentation and user's manuals for the Contractor's standard software/ firmware that satisfies the requirements of the specification submitted to the Engineer/Beneficiary in their existing form, 

· standard software and firmware, which requires modification to fulfil the Engineer/Beneficiary requirements of the specification, shall be subject to the Engineer/Beneficiary review and approval.

· user manuals

· installation manuals

· manuals for software maintaining

· manuals for system parameterisation and set-up.

The Contractor shall provide a detailed description of the communication protocols and list of the data, transfer telegrams that are utilized for the substation control system and remote communications.

All the manuals should be in English (mandatory) and Serbian (optional).
10 LANGUAGE

All texts on VDU concerning menus, system messages, object names, signals and measurements labels and similar texts assigned to the operator must be written in Serbian language using Latin characters (including special YU characters: Č, č, Ć, ć, Š, š, Đ, đ, Ž and ž).

All printed reports must also be written in Serbian language using Latin characters (including special YU characters).

Messages and other texts assigned to system engineers and other staff for system maintaining, upgrading and development must not be in other languages than English or Serbian.

Users manuals assigned to operator must be in Serbian Language. All other documentation (printed or in some other form) must not be in other languages than English or Serbian.

11 TECHNICAL SUPPORT AND ASSISTANCE 

Technical Support and Assistance from the Contractor on Project Sites means:

· Assistance of Contractor’s representative during commissioning tests and procedures,

· Implementation of the Engineer/Beneficiary’s demands noted during FAT and SAT activities.

Technical Support and Assistance on Project Sites shall be based on unique control bay as well as complete Substation Central Control System.

Technical Support and Assistance for rest bays might be performed remotely.
12 TECHNICAL DRAWINGS

Drawing code EM-1 refers to the following Energy Metering drawings annexed in Volume V:

· 11_CONTROL SYSTEM CONFIGURATION
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