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ANNEX IT + [fI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Neo Acronym Description
21. GHz Gigahertz

22. GIS Geographic Information System

23. GUI Graphical User Interface

24. HDD Hard Disk Drive

25. HTTP Hypertext Transfer Protocol

26. 1GMP Internet Group Management Protocol
27. | IPA Instrument for Pre-Accession Assistance
28. 1SCSI - Internet Small Computer Sysiems Inferface
29. IT Information Technology

30. KMV Keyboard, Mouse, Video

31. LACP Link Aggregation Control Protocol

32. LCD Liquid Crystal Display

33. LDAP Lightweight Directory Access Protocol
34.  LLDP | Link Layer Discovery Protocol

35. MAC Media Access Control (address)

36. MAF Manufacturer Authorization Forms

37. MB Megabyte

38. Mbps Megabits Per Second

39. MFA Ministry of Foreign Affairs

40. Mol Ministry of Interior

41. MSTP Multiple Spanning Tree Protocol

42, NAS Network-Attached Storage

43. NES National Employment Service

44. NTP Network Time Protocol

45. ODBC Open Database Connectivity

46. PCI Peripheral Component Interconnect

47. PDU Power Distribution Unit

48. PoE Power-Over-Ethemet

49. RADIUS | Remote Authentication Dial In User Service
50. RAID Redundant Array of Independent Disks
5%, RoHS Restriction of Hazardous Substances

Contract title: Police reform and migration management.— Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX It + flI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER,

ANNEX II: 'TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Column 1-2 should be completed by the Contracting Authority
Column 3-4 should be completed by the tenderer
Column 5 is reserved for the evaluation committee

The tenderers are requested to complete the template on the next pages:

¢ Column 2 is completed by the Contracting Authority shows the required specifications (not to be modified by the tenderer),
* Column 3 is to be filled in by the tenderer and must detail what is offered (for example the words “compliant” or “yes” are not sufficient)
* Column 4 allows the tenderer to make comments on its proposed supply and to make eventual references to the documentation

The eventual documentation supplied should clearly indicate (highlight, mark) the models offered and the options included, if any, so that the

evaluators can see the exact configuration. Offers that do nol permit to identify precisely the models and the specifications may be rejected by the
evaluation committee,

The offer must be clear enough to allow the evaluators to make an easy comparison between the requested specifications and the offered specifications.

Contract title: Police reform and migration management — Centrat database for foreigners
Publication reference: EvropeAid/133837/C/SUP/RS
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. ANNEX IT + {II: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

..H.ﬂ.,q.,m.ﬁ. RPN .“m&nwm_m@noamuﬂmazw.g“,.\..,.._ ,. ..mmmnmmnwwg ﬁ.mnnn. - _2&.&, remarks, .- | - Evaluation - .
-Number | e R T S . reftodocumentation - | Committee’s notes

The link between border control and residence of foreigners is very mbclmur since safety and coordination of both issues is one of the basic
preconditions for the successfil fight against illegal migration. For this reason, it is very important to continue to strengthen the integrated information

system (IT network) on the state border by establishing an internal IT network between the headquarters of the Border Police and the regional police
departments.

The main pillars of the visa information system should be the Mol and MFA. This is a precondition for the successful establishment of a central
database for foreigners that can be used by all relevant institution as envisaged by the Law on foreigners. The new visa system would facilitate a
standardized, reliable and effective operation of Serbia’s dipiomatic and consular missions and the border crossings, and a safe verification and issuance
of visas. This should enable the establishment of efficient and reliable processes and procedures from the moment of submitting a visa application for a

foreign until his/her entry in Serbia. This will prevent and considerably reduce itlegal migration and other associated illegal activities on legal border
crossings.

Apart from technical shoricomings, there is an evident lack of capacities within the MFA for a specialized detection of irregular migrants. Training of

the border police, with regards to the detection of counterfeit documents and profiling of immigrants who indicate some other reason for entering, will
play a special role in improving capacity.

Strategy for the Integrated Border Management in the Republic of Serbia, Chapter 9, stresses the necessity to establish a unified database on all the data .
regarding legal and illegal migrants, thus enabling more efficient monitoring,

| The Ministry of Interior (Mo} needs relevant software which will enable it to exchange data with the Ministry of Foreign Affairs (MFA), the National
Employment Service (NES) and other relevant institutions.

The implementation of Central Database for Foreigners (CDF) aims to strengthen the existing capacities of Serbian Mol and MFA for management of
legal migration by ensuring the implementation of clear policies and coordination procedures.
Serbian authorities den't have a unified visa information system that could

provide opportunities for border police to do prompt check on all suspicious
individual cases of border crossing or transiting through Serbia.

Persons whose legal stay in Serbia has expired are equally perceived as irregular migrants. In this case the problem is the shared jurisdiction over the

issuance of residential permits and working permits for foreigners between the Mol and the National Employment Service (NES). To that end, it is
necessary to merge the data on residential permits issued and the number of issued working permits.

Problems related to the possibility of abuse of the time limit set for the departure from the territory of the Republic of Serbia, as well as the inexistence

of obligations o keep records and control the departures, will be overcome by establishing an efficient system for monitoring foreigners who should
abide by departure order.

Contract title: Police reform and migration management — Central database for foreignars
Publication reference: EnropzAid/133837/C/SUP/RS
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Specifications Reguiired : -~~~ - [ “Specifications OQWEW_ < |- Netes;remarks, . . Evaluation
B R 3 A PR RS - - reftodocumentation Committee’s notes

European legislation:

Council Directive 2009/50/EC of 25 May 2009 on the conditions of entry and residence of third-country nationals for the purposes of highly
qualified employment;

Directive 2009/52/EC of the European Parliament and of the Council of 18 June 2009 providing for minimum standards on sanctions and
measures against employers of illegally staying third-country nationals;

Directive 2011/51/EU of the European Parliament and of the Council of 11 May 2011 amending Council Directive 2003/109/EC to extend its
scope to beneficiaries of international protection Text with EEA relevance;

Council Directive 2003/109/EC of 25 November 2003 concerning the status of third-country nationals who are long-term residents;

National legislation:

Law on Ministries (Official Gazette of the anzmmo of Serbia (RS) No. 19/04, 84/04, 79/05, 48/07;
Law on the Police (Official Gazetie of the RS No. 101/05);

Civil Procedure Code (Official Gazette of the RS No.125/05)

Criminal Procedure Code (Official Gazette of the RS No.85/05)

Law on Travel Documents (Official Gazette of the RS No. 90/G7);

Law on Foreigners (Official Gazette of the RS No. 98/2008)

Law about Personal Data Protection (Official Gazette of the RS No. 98/2008)

Decree concerning precise conditions for refusal of entry in the Republic of Serbia (Official Gazette of the RS No. 97/08).
Labor Law (Official Gazette of RS No. 54/09).

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX I + IlI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1 . 20 e T T 4 ‘ 5.
; Ttem | A.,.w . Specifications %3&3;. SRS G - - Speci awm..iu”.‘onﬂm...&. " Notes,remarks, ”..... ,Hﬂ&wwmen..w .
‘Nember | -0 S LT S e | ' refto documientation :.|-Committee’s notes
142 Database for foreigners from Ministry of Foreign Affairs
Owner Ministry of Foreign Affairs
Scope To store information about foreigners:
- issuing/rejecting visas through the diplomatic-consular network:
- issuing special identity cards.
Hardware There are the following equipment:
- servers (domain consroller, database, application etc.);
- workstations;
- firewall devices, switches etc.
Software Web application {VISA)
Database Microsoft SQL Server Database
Network * INTRANET network — VPN over Internet to diplomatic-consular entities and Mol for VISA
application.
Exchange data with other networks |4 N _ No.
¢ OUT — data from VISA application {MFA) to Mol VPN over Internet.

» INTRANET network — for all NES entities.

143 Database for foreigners from Nationat Employment Service
Owner National Employment Service
Scope To store information about foreigners:
-~ issuing working permits.
Hardware There are the following equipment:
- servers (domain controller, database, application etc.);
- workstations;
- firewall devices, switches.
Software ‘ Web application
Database 1IBM DB2 Database
Network

Exchange data with other networks [+ IN_ No.

Contract itle: Police reform and migration management - Ceniral datasbase for foreigners
Publication reference: EuropeAid/133837/C/SUPRS
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ANNEX I + JII: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

" Item L mﬂmnwmnwﬂcswmuw&&...&. : SR mwm&mﬁwﬁamm_ Offered R Zﬂmmwwmi”w..wm, | Evaluation
- Number R S SR - e - refto-documentation | Committee’s n@mm.m

List of hardware components is provided in the Table no.1.
List of software components is provided in the Table no.2.

- The list of hardware/software components represents the minimum and mandatory amount and type of hardware/software required for the successful
implementation of the CDF system.

Each tenderer is encouraged to supply additional or equivalent components to the hardware/software components list, as long as all of the minimum
requirements are met or exceeded.
NOTE.:

(a) In order to ensure failover and backup the tenderer shall offer at least 2 hardware equipments for all devices in the project.

(b) Regardless of the CDF system offered, any additional services required for the tenderer to successfully deliver it appropriately will not be quoted
separately, as meeting all requirernents and the inclusion of all features, modules and products is the sole responsibility of the tenderer.

(c) The contracting authority will purchase a single, turn-key, fully compliant CDF system as part of the Contract, including all components and
modules necessary to allow it to function properly.

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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/.V ANNEX II + HI: TECEBNICAL SPECIFICATIONS + TECHNICAL OFFER

L 2. T by e L s
_H.Ri‘ i o Specifications Requived o AR mva.ammnmmm.a.momn.mm& B ,.”.,“.H,HZe.nmm.u._&Buwwmw © “Evaluation -
Number | S N A S S - ref to documentation Committee’s notes

[R5} Refurbished, used or pre-owned components,
devices or equipment are not accepted.

[R6] The Tenderer must ensure, to the best of their
abilities, that the proposed solution is
applicable in practice and no compatibility or
integrity issues between components are
known before submitting the offer

[R7] The Tenderer must include licenses for all
proposed components, according to the Table
no.2.

[R8] All licenses must be perpetual (lifetime
license), excluding support and maintenance
services.

[R91 | All software should be delivered with
| Software Quality Assurance (SQA) during
warranty period.

{R10] The Tenderer assumes ail lrability and
responsibility (legal, financial, operational,
commercial etc.) for not including any
licenses required for the correct
implementation of the CDF system.

Contract title: Police reform and migration management — Ceniral database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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. Tiem
Number

. ) .m,_umnmwﬂ&o:m uﬂﬂ__m:&.. ’

 Specifications.Offered -

B Zﬂmmm..,.a.:»_.wmﬁ ‘
-~ refto documentation

5.

Héw-—ﬁ?h. ‘
Committee’s notes

[R16]

The entire system should be interoperable,
and support data integration between
heterogeneous technology providers and
existing applications. The existing
applications will be detailed during the
analysis stage by the Beneficiary and the
Contractor.

[R17]

The system must rely on open standards such
as SOAP, WSDL, XML, W3C, HTTP, web
services, cross platform development ete.

[R18]

All the components of the CDF system must
have adequate redundancy to ensure
availability of the infrastructure, the database
and the CDT Web-based Interface.

[R19]

The CD¥ system must operate 24/7 with an
average yearly availability of minimum
99.95%.

[R20]

The system must ensure data integrity and
traceability regardless of the source system
that generated it and use of such data.

NOTE:

(1)  All data transfers will be performed
over the Governmental IT&C
network.

{2) Hardware and software security shall
be provided in accordance with the
Beneficiary security policies.

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX II + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Mem |- .~ Specifications Required - | Specifications Offered -~ |~ Notes,vemarks, - ~ Evaluation
- Number | - T o R S -+ ref.to documentation - - | Committee’s notes

[R26} Within the technical proposal, the Tenderer
must present a description of the procedures
and the quality criteria for Quality Assurance,
applicable to all processes running in the
current activity. _

[rR27 The Tenderer must include in his offer, the
preliminary version of the Quality Plan for the
project. The Quality Plan must include at least
the following information:

» A description of the phases, stages and
activities during the project;

e A description of the work-packages
and deliverables resulting from the
provisioning of the services;

» A description of the acceptance criteria
for deliverables, work-packages,
phases and steps, etc.

o Forms which must be used within the
project.

3.3. Warranty requirements

[R28] The Warranty period for the integrated system
must be one (1) year from the date of the
Contracting Authority having issued a
Certificate of Provisional Acceptance.

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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% ANNEX IT + IIJ:

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

following:
e List of equipment;
» Certificate of Warranty;
o Certificate of Conformity;
e Certificate of Origin;
s Licenses;

» Source code for all developed/custom
applications;

» Project documentation, detailed
technical documentation describing
installation, configuration, integration,
customization etc.;

+ User mannals, Administrator manuals,
Maintenance manuals;

» Backup and Disaster Recovery
Procedures;

s Procedures for system software

. Xtem. _mwmmmamwwmwrmm”w@m_-mwmw— | Specifications Offered . 'Notes, remarks, - Evaluation.
Number o o : I ref to documentation - | Committee’s notes
35. Delivery conditions
[R34] The Tenderer shall provide the necessary
measures to prevent any damage during
delivery, mstallation, integration and
customization stages. If any damage occurs
during delivery, installation, integration and
customization stages, the Tenderer shall
appropriately rectify it.
[R35] The system shall be delivered with the

Contract titte: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX I + [{Il: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

_Item

‘ N : ,mmn&mnwmgwmwﬁ}?&ﬂ
Z.E-En.,.. T I AT

3.

Specifications Offered:.

4.

2@8? remarks,

" ref 8 documentation

5.

Evaluation .

‘Committee’s notes .

[R40}

- In addition, all packages should be marked as

follows:

Financed by the European Union

Contract  Supply of a software solution and

title: necessary equipment for the
establishment of central database on
foreigners

Contract

). 0.8.0.05.0.0.0.0.6.4
No:

[R41]

All marking and labeling sign shall be
resistant to specific transport and handling
conditions.

3.6.

Testing & evaluation requirements

[R42]

The Tenderer shall define Testing &
Evaluation Program which will contain
minimum the following types of tests:

e On-Site Acceptance Testing (OSAT);

e System Wide Acceptance Testing
(SWAT).

[R43]

The Tenderer shall submit the Testing &
Evaluation Program for the Beneficiary
approval within 20 working days before the
testing commence.

Contract titte: Police reform and migration management — Centrel database for foreigners

Publication reference: EuropeAid/13383 % C/SUP/RS
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- TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

: ._ 2
~ Specifications Required

3
m-ﬁﬁmﬁn@%ﬂﬁ@&

otes, remarks,

© -.refto documentation

5.
- Evaluation

Commiiteé’s notes:

Within the technical proposal, the Tenderer
shall present the detailed description of the
Project Management methodology which
shall be used within the project.

[R50]

Within the technical proposal, the Tenderer
shall present the detailed Project Plan.

[R51]

Within the project, the Tenderer shall present
the method for conducting the communication
between the participants on the project.

[R52]

Within the technical proposal, the Tenderer
shall present the manmer in which there will
be solved the problems which might occur
during the project. There will be presented the
procedures and the forms which shall be users
for problem management and their escalation
and resolution.

[R53]

Within the technical proposal, the Tenderer
shall present the Acceptance Plan that should
be used within the project for the provisional
acceptance and the final acceptance. It shall
be presented the plan divided on stages. as
well as the forms associated with provisional
acceptance and the final acceptance.

3.8.

Reporting requirements

Contract title: Police reform and migration management — Ceniral database mou forcigners
Publication reference: EuropeAid/133837/C/SUP/RS
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/V ANNEX I + HI-

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

S
dtem
Number'

2. B

Specifications Required -

3.

: o Qmm»nmmn»m:u@oﬂmﬁ..&._ C

B 2
Notes, remarks;
ref to documentation

5 -

. Evaluation
Committee’s notes

3.8.2

Final Report

[R57]

The Final report will provide a detailed

- description of the activity provided by the

Tenderer within the project and will contain
details of the implementation, consisting in
technical, financial and administrative nature.
The report will also contain an assessment of
the degree of achievement of the objectives of
the project.

[R58]

'The Final Report, amongst other, shall:

* Describe the general situation of the
project, inclading a critical study of
any major problems that could occur
during the implementation of the
project;

e Describe the status and results of the
assistance offered to each Beneficiary
of the project.

[R59]

A preliminary version of the final report shall
be forwarded with a 10 working days before
the completion of the project, to the
beneficiary who has the opportunity to make
comments on the report, in order to include
them in the final version. The final report
shall contain a general description of the
activities implemented during the fulfillment
of the project, as well as a summary of the

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX Il + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Item | - 7 Specifications Required . = | _ Specifications Offered - . " Notes, remarks,. . Evaloation
Number N . M . : CoTT e ref to. documentation . | Committee’s notes

¢ Press Conference — after the
commissioning stage of the CDF
System:

- Approximately 50 participants;

- The location of the event shall be
selected in order to ensure
integration of all activities
proposed under the press
conference; heating facilities,

conference room, Internet

_ commection;

- The consultant will be responsible
for: establish a proper and diverse
agenda, print and send invitations to
participants, follow-up the
invitations in order to ensure the
estimated participation, design and
ensure the production of all printed
materials to be distributed at the
conference, arrange and support the
expenses related to meals and coffee
breaks, ensure reception of the
participants, provide (rent) and
operate during the conference
adequate audio-visual equipment,
video-record and take photos of the
conference sessions and provide
them on CD/DVD.

Contract title: Police reform and migration management —Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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é “ ANNEX If + Ifi: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER,

Hardware for CDF

Table no.1:

No. Hardware Unit type Total Quantity

1. Enterprise Chassis Piece 2
2. Network Switch Piece 4
3. Fiber channel switch Piece 4
4, Blade server Piece 8
5. Storage system Piece 2
6. Fiber Optic Cable Piece 16
7. Rack 19 inch Piece 2
8. KVM Console Kit, Switch & Accessories Piece 2
9. Workstation Picce 15
10. | Document Reader Piece 30
11. | Printer - A4, laser Piece 15

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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R ANNEX IT + I1I: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

INTERNET

Database 1

Figare no.1:  Current situation: Databases for Foreigners — Mol, MFA, NES

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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Figure no.3:  Suggested architecture: Central Database for Foreigners

Contract title: Police reform and migration management — Central database for foresgners
Publication reference: EuropeAid/133837/C/SUP/RS
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ly ANNEX I + [I: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

UL

Item

- Number . |

. .mumemmnwnci Wnaiw&

 Specifications Offéred .

” ‘Notes, remarks,

A ref to documentation

5.

Evaluation
Committee’s notes |

[R66]

The system must be suited for operation under
Central European land climate and weather
conditions without requiring a special
preparation process.

[R67]

Operating temperature: +10°C to +35°C
unless specified otherwise.

[R68]

In case of media failure replacement will take
place withont returning the original media,
due to security constraints.

4.2,

Enterprise Chassis (Quantity 2)

[R69]

Blade Chassis 197 rack mounting.

[R70]

It need to provide space to place at leats 14
standard (single) blade servers compatible
with blade server nodes based on x86
compatible architecture and blade server
nodes based on RISC based architecture.

[R71]

: Support for at least 4 communication /O

modules; 8 Gbps and 16 Gbps Fiber Channel;
10 Gbps Ethernet; Infiniband. All IO bays
must be filled with adequate switches (2 x
switch 10 Gbps Ethernet and 2 x 16 Gbps
Fibre Channel switch modules) modules to
enable capability of future upgrades of IO
connectivity.

Contract title: Police reform and migration management — Central datebase for foreigners

Publication reference: EuropeAid/133837/C/SUPRS
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ANNEX Ii + {II: TECHNICAL SPECIFICATIONS + TECHNICAY. OFFER

- ) 5 ‘.

Item .

Number -

. Specifications Required

SRR mmsmmima.w,omnq&“ :

4,
.. Notes, ...nn.&.rmq
ref to documentation

5.
~ Evalvation
Committee’s notes

4.3.

Network Switch (Quantity 4)

[R80]

10Gb Downlink Ports: at least 14 x 10GbE
standard.

(R81]

10Gb Uplink Ports: at least 10 x 10GbE
standard.

[R82]

Provided 40Gb Uplink Support.

[RB3]

Security features: Security features supported:
VI AN-based, MAC-based, and JP-based
access control lists (ACLs), 802.1x pori-based
authentication, Multiple user IDs and
passwords, User access control, Radius,
TACACS+ and LDAP authentication and

| authorization.

[R84]

Supported Layer 2/3 switching functionalities,
complete solution need to provide Layer 3
capabilities (RIP, OFP, BGP, IGMPv3, POS,
ACLs). Blade switches without Layer 3
capabilities are only accepted if an additional
external redundant switch is included as part
of offered solution (10 Gbps switch, at least
one per chassis).

[R85]

Network Virtualization Aware: Yes.

{R86]

Virtnal NIC support: Yes - Virtual NIC
support for Ethernet, iSCSI, or FCoE treffic s
supported on vNICs.

Contract title: Police reform and migration management — Ceniral database for foreigness

Publication reference: EuropeAid/133837/C/SUP/RS
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%vub
% ANNEX Il + IIIl: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

.

‘ 2. e 3. 4. 5.
Ttem - . Specifications Required  Specifications Offered “1l-- - Notes, remarks, " Evaluation
Number | R S - |~ refto-documentation - | Committee’s notes
[R95] Supported memory technology, DDR3
LRDIMMs (1.35V), RDIMMSs (1.35V, 1.5V),
or UDIMMSs (1.35V).
[R96] Supported memory protection Memory
Protection, memory mirroring, memory rank
sparing.
[R97] | Maximum Memory: 1.5TB (48 x 32GB
LRDIMMSs), 768GB (48 x 16GB RDIMMSs),
or 128GB (32 x 4GB UDIMMs).
[R98] | Atleast 128 GB installed, PC3L-10600 CL9
ECC DDR3 1333MHz LP RDIMM.
{R99) | Chipset: Intel C600 (Patsburg) / 7500
- (Boxboro) or equivalent.
[R100] Hard disk and RAID with integrated
controller support, SATA, SSD, SAS dnves
support, at least RAID 0, 1, and 10.
[R101] 2 x 300GB 2.5in SFF 10K 6Gbps HS SAS
| HDD must be included in node.
[R102] Media ports, at least 1 USB port.
{R103] At least 4 x 10Gb Ethernet ports per node
with enabled support for FCoE, iSCSI and
vNIC,
[R104] At least 4 x 16 Gbps Fibre Channel ports per
node.

Contract title: Police reform and migration management — Centraf datzbase for forcigners

Publication reference: EurepeAid/133837/C/SUP/RS
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ANNEX IT + HE: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

o Mem | | .m—unn_wnﬁn@m Required -~ .| Specifications:Offered | . Notes, remarks, . Evaluation
‘Number ‘ , o o o : e - ‘reftodocnmentation | Committee’s notes

[R117] mﬁo.mmmo interface ports:
e Min 8 x 8Gbps FC poris;
e Min4 x 1Gbps Ethernet.

[R118] Storage system must support at least 120
m numbers of disks.

. {R119] Thin/Virtual provisioning for total RAW
m installed storage capacity.

{R120]

Storage ,,point in time* copy features.

{RI21] One-way data migration required software.

[R122] Support for automatic and dynamic storage
multi tiring data allocation — using SSD
installed disks; Support for remote mirroring.

[R123] Multi path support, failover, loads balancing
for the following: Microsoft Windows, Linux
Red Hat, Solanis, SLES, Vmware ESX,
Microsoft Hyper-V, IBM AIX, HP-UX.

[R124] Storage management software: Web based,
CLI or dedicated management application.

[R125] Rack mountable. The configuration shall also
include the kit for rack mounting equipment.

[R126] At least 8 x 5m Long FC-LC optic cable.

Contract title: Police reform and migration management — Central database for foreigners -
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ANNEX H + [II: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Tem Specifications Required S ‘_mvnnmmaﬂnﬁimomo_ﬁng ‘. - ‘Zinmw._gim_.wmu Evalnation

- Number -|. h [ ref to documentation Committee’s notes

ERE3ST | virtual Media and TFA device support.

[R136] Support for minimum 16 Servers.

[R137] Video resolutions minimum up to 1600x1200
or 1680x1050 (widescreen).

[R138] Keyboard: integrated.

[R139] Mouse: Track-ball / Touch-pad.

[R140] 1 x USB Port shall be present.

[R141] All needed accessories shall be included.

[R142] Rack mountable. The configuration shall also
include the kit for rack mounting equipment.

4.9. Workstation (Quantity 15)

[R143} Processor x86 at minimum 3.1GHz and $MB
cache.

[R144] Support for 1600 MHz, DDR3 RAM
Memory, with at least 4 GB installed.

[RI45] | 4% USB 3.0, 5 x USB 2.0.

[R146] Support for up to 2 HDD, with I x 1TB, 3.5 %,
SATA, 7200 rpm installed.

[R147} | Optical drive: DVD +- RW.

Contract title: Police reform and migration management — Central database for foreigners
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ANNEX II + [II: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

~ Ttem. | " Specifications Required ' Specifications Offered . Notes, remarks, .\~ Evaluation
Number o I [ : ref to documentation Committee’s notes |

4.11. Document Reader (Quantity 30)

[R161] Resolution: 400 dpi.

[R162] Image formats: BMP, JPG.

[R163] Ithumination: White visible, 400-750nm, IR
850nm, Ultraviolet A 365nm.

[R164] Processes: Image capturing, OCR data
capture, read 2D barcodes (PDF 417) from
paper documents, Contactless chip reading
(ISO/IEC14443A&B).

[R165] Minimum hardware configuration: 1.7 GHz
P4, 512 Mb DRAM, 100 Mb HDD space for
software.

[R166] Hardware interface; USB.

[R167] Operating systems: Windows 2000-SP4,
Windows XP, Windows Vista or Windows 7.

[R168] Operating temperature: ~10° to 50° C.

[R169] Operating humidity: 20 to 95% (R.H. non-
condensing).

[R170] Storage temperature: -20° to 50° C.

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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g

kg.,.__MN I+ 1I: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

Ttem
. Number

2.

S m._‘mﬁmnmm.nwmoum—wmﬁ.?ma”

3.

. Specifications Offered =

4.

| - Notes, ..oEu.ﬂwmg _
[ . réfto.documentation

5
Evaluation
- Committee’s notes |

[R178]

The CDF system must store the extracted data

into the database management system
component.

[R179)

The data shall be stored in the database
management system according to the Serbian
laws and regulations in effect.

[R180}

All data shall be stored at the CDF system, on
line in near-real-time, every time changes
occur.

[R181]

The proposed solution shall consolidate the
selected data entries from Mol, MFA and
NES databases into CDF system database
component.

R182]

Data shall be consolidated in the CDF
database asynchronously.

[R183]

.. Change detection shall be performed without

significant overhead on the source systems.
All changes shall be merged using optimized
queries, through the use of advanced ETL
processes.

[R184]

Merged data shall be transformed and data
quality shall be ensured (duplicates removed,
typos corrected etc.) before merging into the

| CDF database.

[R185]

All merge operations shall be logged.

Contract title: Police reform and migration management — Central database for forcigners
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ANNEX Il + HI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Q

Serbia;

Prohibitions of foreigners’ entry
into and exit from the country;

International felons who are
prohibited from entering the
Republic of Serbia;

Foreigners in respect of whom a
protective measure of removal or
security measure of banishment is
in force;

Visas issued at border crossing
and rejected applications for
18suing visas at border crossing;

Foreigner travel documents and
identity cards issued;

Foreign travel documents used for
entry into and exit from the
Republic of Serbia;

Foreigner travel and other
documents reported lost and
found, in conformity with the
Law;

Travel documents temporarily
confiscated;

Carriers and tour operators in

H. s.r.-. : , 3. ] ‘ 4, 5
Ttem Specifications Required _ ‘mcanmmﬁ.mouw Offéred - " 'Notes, remarks, Evaluation
Number C R _ . ref to documentation - | Committee’s notes
territory of the Republic of

Contract title: Police reform and migration management — Central datebase for forcigners

Puablication reference: EuropeAid/133837/C/SUP/RS

Page 50 of 108




801 J0 1638

SWINS//LEZEE/PIvadoing maouaiajar vonesqug

SIOUFIS10§ 10} 2SEQEIEP [BAUS)) — UAWSFeRIl TORISIE PUB DO 30104 301 BEIU0)

"SIoUB1a10] 10y symad Sunpom

Q

14D 01 9seqeIR(] QTN WoL]

me
) s AFWIOJU0D U “punoy
pue 3s0] pajiodal SJUIWNDOpP
IaUo pue foAey) ISudLIo,]

‘(suoneznedio fenonRISIUL
UIBLISD 10 JUSURLIDAOT [eronRY

© AQ PONSSY JUOWTOOP [SABIL)
s1assed-zassie| § ISUTIOI0] Penssy

spaed Anuapi [eroads panssy
‘suoneoipdde vsia pajosloy

“SBSIA panss]

Q

140D 01 95eqRIR( VAN WOl

"2310] UL St Joalay ¢ yderdered
‘78 S[PIuY Ul 03 paiisfal AJianoe
JBIDISUIIOD UT Jusuefedus

Jo vomqmjoxd yo amsesw
aAno101d B gotym JO Joadsar

ul SI3pex 2]0S Pue SaRHUL e

‘paounouoxd

u2aq sey Jooxay { yderSered

‘18 901V Ul O} patId)at A1IATIOR
[BISI5WWI0D Ul JustraFedua

Jo voniqrjoid Jo amseaw

-

SA10W S 0PIUHLEC))
wonen[eAy

S

JTHNEIUITLRIOP- 0} Jod
‘SHIEUIAL “Sa10N]

P

paIagQ suonroyeds
e .m :

aanajoxd e yomgm Jo 100dsar

L _.uu..,mamvwﬁ,mnowﬂu.w_uonm .

T

I3
‘e

T

3440 TYOINHOAL + SNOLLVIEAIDALS TVIINHOAL “IF + I XGNNY




Iwﬁ ANNEX I + III:

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1,

uan,-: )
Number

m_umﬁ.mmnm.ﬁgam Wmﬁdmwmm

3.

_ . mvmn.maﬂ_c:mnuﬁm_.mn

4.

Notes, remarks,
ref to documentation

5.

Evaluation
Committee’s notes

R190]

A common foreigner identifier must be
singled out during the analysis stage of the
project to ensure that proper data model
integration is implemented in the final
product.

[R191]

The CDF system must not allow data
transmisston from its own database system to
other external systems (such as Mol, MFA
and NES databases) without explicit
permissions.

[R192]

Access to the sysiem resources shall be
granted on a “need to know” basis and in
accordance with the rights provided by the
role, group and user account defined by the
owners of information.

[R193]

The interaction with the CDF systemn will be
restricted to the user accounts, roles and
permissions explicitly allowed to extract
information according to the current
specifications.

[R194]

The user access rights and roles will be
established in the detailed operational analysis
stage of the project together with Beneficiary.

[R195]

Authentication will be performed for each
user connecting to the CDF system, through
ID/password pairs, unique to each individual
user for MFA and NES and by PK1 for Mol.

Contract title: Police reform and migration manzgement — Central database for forcigners
Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX IT + IH-

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.
“Item
Number

. wm‘mn_ymn‘wmcwm Required

munammﬁ&@um Offered

4.

- .__“‘.Zoﬁm.m_ remarks,

ref to documentation

.

Evaluation
Cominittee’s notes

[R201]

All software components proposed shall be
server operating system independent, being
able to operate on multiple server operating
systems {such as Microsoft Windows Server,
commercial flavors of UNIX and enterprise
Linux distributions).

[R202]

All interfaces between modules or with
external modules shall be created using
protocols in compliance with the above
mentioned standards or with other non-
proprietary standards (HT'TP, web services,
XML transport, JAVA messaging etc.).

[R203]

Software applications must support extending
functions and development of new clients for
server applications in a commerciatly
available programming language.

[R204]

Any of the delivered components must allow
fuiure extension and development of new
functionalities.

NOTE:

All information about structures of the
existing databases and workflows will be
gathered during the detailed analysis stage of
the project.

Contract title: Police reform and migration management — Central database for foreigners
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ANNEX II + {]I: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

‘ Hwa.:m A

Number |

‘ mvm&mﬂ.»mrmwﬁm_a&u&,

3

B m?ﬁm@:@wﬁﬂ%&.”

. Eaammu remarks,
‘ref to documentation

5.

- ' Evaluation
| Committee’s notes

[R213]

The DBMS must provide support for
multimedia data

{R214]

The database shall offer the possibility 1o
store and manage XML data structures using
native mechanisms of the database.

[R215]

The database shall allow the parallel
execution of SELECT, INSERT, UPDATE,
DELETE, MERGE.

[R216]

| The DBMS shall ensure support for large

databases with automatic management
capabilities of the storage space without using
volume manager software tools.

[R217]

The DBMS shall offer control and blocking
mechanisms in terms of record and
mechanisms for ensuring read consistency,
without any escalations, in order to allow a
concurrent access for the user to the data.

[R218]

The database shall support transactions
recovery mechanisms during an unforeseen
stop {voltage drops) of the database (roil-
forward).

[R219]

The DBMS shall offer the possibility to limit
the number of connections to the database by
using a database connection pooling
mechanism.

Contract title: Police reform and migration management — Central database for foreigners
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ANNEX I + If: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

I 2. . 3. 4. 5.
Ttem - ‘m‘m.nammn»mesm Required: mumnmmnumc.ww O.ﬂ.nqﬁ_ - . Notes, remarks, Evaluation
- Number o o . o R ref to documentation Commiittee’s notes
[R229] | The DBMS must have database and table
partitioning features included.
[R230] The relational database shall aow for high
availability architecture.
[R231] The DBMS must allow for a temporary
stopping of a node for maintenance, support,
system upgrade and remain available during
all this time.
[R232] The DBMS must allow for a dynamic
modification of the database parameters in
case of supplementing the system with
IMEmOry, Processors or storage space without
requiring the restarting of the systems.
[R233] | The relational database shall identify and
solve deadlock situations.
[R234] The DBMS must allow the administrator the
possibility to impose primary key constraints.
[R235] The relational database must offer the ability
to impose constraints in order to ensure that
not duplicate value is introduced in a certain
column which does not participate to a
primary key or unique index.
[R236} The DBMS must offer the ability to impose
constraints on the data values.

Contract title: Police reform and migration management — Centra} database for foreigners
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p ANNEX I + JII: TECHNICAL SPECIFICATIONS + TECHNICAL QFFER

1. | - 2. 3 e T 5.
. Ttem | . Specifications Required L . Specifications Offered : ". Notes, remarks, Evaluation
~Number A : I B o ref to documentation Comumiitee’s notes

tasks related to the following functions
of the database: storage, backup,
recovery.

[R243] The database must include a development tool
dedicated to extending, adding or changing
the features and the way the DBMS works.

5.3. Web Application Sexver

[R244] The application server must be a robust, agile
platform providing support for running J2EE
applications.

{R245] The application server must meet the Java EE
6 standard, provide support for EJB 3.0, JPA
(Java Persistence API) and JDK 6.0.

[R246] | The application server must enable
simplifying interoperability via web services.

[R247] The application server must provide WEB 2.0
support.

[R248] The application server must provide support
for Session Initiation Protocol (SIP).

[R249] The application server must enable
communicating via asynchronous messages
using a Java Message Service (JMS)
integrated provider meeting the JMS 1.1
standard.

Contract title: Police reform and migration management — Ceniral database for foreigners
Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX II + JII: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

Ttem

" Number |

2.
mwmannﬁtg.@wncmmw&

3.
wﬁ&mnuna.,a Offered:

4.

‘Notes, remarks,

‘ref to documentation

5.

* Evalaation
Committee’s notes

[R259]

The application server must enable cluster
structures and failover configuration.

[R260]

The application server must enable support
for active active clustering.

[R261]

The application server must be able to
function as a web server directing browser
requests towards applications running on the
application server.

[R262]

The application server must enable the
intelligent distribution or the work task in the
cluster.

[R263]

The application server must be able to balance
the traffic entering into the system.

[R264]

The application server must provide high
availability and backup facilities.

[R265]

The application server must provide
mechanisms for regulating the performance
on server level up to the most detailed level of
applications and components used by them.

[R266)

The application server must provide a
balancing and caching component that in
installed in front of the web server.

[R267]

The application server must provide the web
server component that is instatied in front of
the application server for balancing
application nods.

Contract title: Police reform and migration management — Central database for foreizners

Publication reference: EuropeAid/133837/C/SUP/RS

Page 62 of 108




801 Jo £9 33eg ﬁ
SW/ANS/IILEBEE I/PTyadoIng :20us10)a1 uoneangrg
SIUBL10] 10§ 5EGRTP [POU)) — JUSteSereur UCHBISINI PUR ULIOYA 300 1 1DENU0Y
‘soni[iqudes .
Sunipne opraoxd jsnur 10A19s wonestdde oy |, {124l
"AN[IQIXAY [01JUOD PUB TOTIULOP
Iasu apraoid s roAxas uonesydde oy, {or74]
*Aytrefnuess
Y31y aptacid 1snw zearss uoneordde og [c.74)
"paepuels (ST WSI)
saded $0A19G BARY PUE (FST YSK) $'T 19[AKRS
vAgf Hoddns jsnu 1A1s uonestdde oy [vLodl
suoneardde (J1S) (000101 uomRNI]
uotssag poddns ysnu 1oarss woneoarjdde sy
"S1o[Ho 1oddns isnua azes uonesidde sy [cro)
"prepuens (O([S) s12lqQ ere( 9o1a1ag
a1y poddns 1snur 104308 wotjeoridde oy f, [z2dl
‘piepuels
VIS 9y} poddns jsnur roAxes uorestjdde ayy, (122l ,
(vdD) IdV 20ueIsisIag
eaef 1oddns 3snm 194198 uorreddde sy, loiza)
1V (Q9Ar) Aanssuuo) ssegere]
eaef a1 poddns 1snur yaaxss uonesydde oy |, l69z3l
‘Aoum)sisiod pue ejep 0} §§9908
Teszoayun apiacid Ismua zoazoas wonesidde ay, {8974l
$2}0W §, 391 FWUI0) WONPEIMIWNIOP 0) Jo.X S . : o . : . JaqQEmy]
uonEn[eAy ‘SHIBWDL ‘SIJON poragQsuoneogpadg . 0 | ‘paambay suonedgRadg , U
G 4 : ‘ e : g T 1
WFA40 TYOINHOIAL + SNOLLVIIAOEdS TVOINHOEL i + I XINNY




A

ANNEX I + Iil: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

s

"

Jtem -

Number :

2
. .m%&ﬁ.ﬁ:c% wm.u:m_.nw_”

3.

o ._“m_wﬁmﬂms...m_om%&_

4.

Notes, ..mEE._G, :
ref to documentation

3.

Evaluation
noz_im#mnwm notes

{R278]

The application server must enable secure
proxy-type implementations in order to easily
configure the application server when it is
used in demilitarized arca (DMZ).

[R279]

The application server must provide Single
Sign-On functicnalities.

[R280]

The application server must enable auditing
administrative actions security information,
such as security configurations modifications,
key and certificates management
modifications, access control policies
modifications, etc.

[R281]

The application server must provide an
improved security administration console
level, with access based on rights depending
on cell, node, cluster or application-level
roles.

[R282]

The application server must enable
anticipating and adjusting critical parameters
for the platform.

[R283]

The application server must provide
simplified and flexible infrastructure for the
control of running environments efficiency.

[R284]

The application server must provide remote
administration for several application servers.

Contract title: Police reform and migration management — Central database for foreigners -
Publication reference: BuropeAid/133837/C/SUPMRS
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ANNEX I + HI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Lo e | oz 4 | 5.
THem - ‘mem&mﬁmomw Regquired . - mwnnﬁn»#@méﬁm_ﬁm. . o _Zonnm,..mnawqrm. | Evaluation
Number e Lo : ; _ref to documentation - | Committee’s notes
e SOAP1.2;

¢ SOAP Message Transmission
Optimization Mechanism (MTOM);

¢ XML-binary Optimized Packaging
(XOP};

¢ WS-ReliableMessaging;

e  WS-Trust;

s  WS-SecureConversation;

*  WS-Policy.

5.4. Integration System

[R291] | Extract, Transform, Load (ETL) too! with
GUI for design and deployment of ETL jobs.

[R292] ETL must have parallel processing

capabilities for real-time or near real-time
ETL jobs.

[R293] ETL tool must have incremental load of

changed data only in order to speed up data
load.

[R294] ETL tool must have scheduling mechanism
for ETL jobs.

[R295] ETL tool must have built in error handling
and automatic restart of failed ETL jobs.

[R296] ETL tool must be able to connect to various
data sources such as: databases, different file
formats (txt/excel/cvs} and webservices.

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: FuropeAid/133837/C/SUP/RS
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ANNEX IT + IH: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1. 2. 3 4 5.
Item - | Specifications Regquired Specifications. Offered O ‘Notes, remarks, Evaluation
Number | - o L 'ref to documentation .Committee’s notes
[R306} Data Warehouse appliance must support
option that no aggregate tables are needed.
[R307] Data Warehouse appliance must have
standard JDBC and OLE DB interfaces for
mntegration with ETL, reporting and analytic
applications.
{R308] Data Warehouse appliance must support
Workload management and assessing the
workload of the system and using job control
and prioritization features to allocate the
appropnate share of resources to jobs running
on the system. _
[R309] Data Warehouse appliance support managing
of multiple separated databases.
{R310] | Data Warehouse appliance must support Short |
query bias (SQB).
[R311] Data Warehouse appliance must support
Guaranteed resource allocation (GRA).
[R312] Data Warehouse appliance must support
Prioritized query execuiion (PQE).
[R313] Data Warehouse appliance must support data
loading and query processing simultaneously
and concurrent within the system.

Contract titie: Police reform and migration management — Central datzbase for forcigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX IT + HI-

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

future development and information exchange
with:

¢ Serbian internal entities:

o Ministries / Structures from
Serbia;

o Forex m:mnw Centre;

o Interpol National Office;
¢ Serbian exiernal entities:

o Frontex;

o UE structures;

o Partoers, :mmmgc.nm.

1. 2. 3. 4. 5.
Item Specifications Required mm.mn,.w..n»mo:m Offéred ,Zc»mm_,.-.n.sm..rmu” ~ Evaluation
Number ‘ ‘ S ref to documentation Committee’s notes
5.7. Foreigners Information System (FIS)
5.7.1 Foreigners Information System (FIS) —
Interface
[R317] The system shall ensure the following
interfaces:
¢+ CDF with Mol, MFA and NES
Databases:
e (CDF with users.
[R318] The system should ensure the interfaces for

Contract title: Police reform and migration management ~ Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS

Page 70 of 108




801 3o 1L 28eq

SW/JINS/D/LEREE 1/PTvadoany (30ua1ojas nonesyqny

SISUSI10) 30 SSEQRIEP [BOU)) — JUISEElen! HONLISI PUR WLI0JaT 3010 ] t9]11 19RIN0))

"SMOJY UISISAS 1] YSNOX} PayeaIo
Asnoiaaid sem Jeip Jsel € 0] pIeIo0SsE 9q
[1eys suoneIlado 243 [V "uLALp-YSe) 9q [[2YS 1]

fzeeudl

"30BJI0JUL I3SN PAseq gom SABY [[BYS 3]

[tzedl

(ATINL) A[RpoA Jusmadeuey stondaioy

TLS

“spuauodiod

SNOLIRA U29MIaq 2{gIssod se u2A9 se

soejraur ue 3uipiacid Aq suoriesijdde
JO UOIR[IUIISSE ASED 27} JINSUD O, o

sa[nI uoepifea
£q $10110 Supialud BIRp JuoAdId 0 e

$0]qISSa00E pUR S[qeIINUSPI A[ISES 3G
ISTIUT SOT}EUOIIOTNY TISISAS — IANINTU] e

5911089180 1050 JJ@ AQ oSN 0) ASRT  °

:9q 0} 90RLIOIUL 19sN A1)} Yo Ardedes o)
palaptsuod 1daouoes snyy “sepdrounid Ljigesn
POZIPIEPUL]S SO 2DBLIDUT I9ST S} 1B}
Jrelrodu ST 31 “SI9SMOIq qam eia suotjedtjdde
$59008 0] AGo[ouyvs) 9y SULIdPISUO))

fozevl

“sodendume]
Q0T ISIYY UMIq Yogms 03 uondo ym
soFen3ue] ys|Buy pue UHe-URIQIOS “OI[UAD)

14l

'$2)0U §,93)ITHIWO)y
wonenjeAy

s

UOLEIUSWNI0P 0) Jolf
SHABMIAA ‘SIION

‘b

: v»..mﬁ.@ suonexypHg

€

-uelqiog ul [0 opraoxd [feys wsks oy

paambay suopesyRadg
T

IqTEnN
RUCH |

!

3430 TYDINHOLAL + SNOLLVIIFIDA4S TVIINHOAL

T+ [ XINNV




Q ANNEX il + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

Hem
 Number

2
Specifications Required

3
mm.mnmma%:wrm_ﬂmmﬂnm

4.

7 .Notes, remarks,

ref-to documentation

3.

~ Evaluatien
Committee’s notes

[R323]

It shall be a web services based application,
using a SOAP envelope containing all the
information nceded to identify the sender, the
receiver, the requested service, the kind of
contained documents, the physical point
{enabled workstation) of departure of the
service request, the physical point that must
receive the reply from the receiver.

[R324]

1t shall have web services for foreigner
atiributes allocations for data transfer.

[R325]

The CDF system shall be able to do match
check system between the central and external
systems.

[R326]

It shall have alarm and event notification
mechanism which shall alert users when an
electronic record is pending.

[R327]

It shall allow saving of stored information to
different media such as CD, DVD, etc, for
enabled users.

[R328]

It shall allow management of foreigner data
(database records and other formats), organize
and archive all the information and make it
accessible to enabled users inside the Mol,
MFA or NES.

[R329]

The application shall show the different
messages or unread tasks for the users to see
when they are connected.

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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/..y Tw ANNEX I+ HI-

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

Item
Number

2.

m,-umwmmgmw:mwﬁﬂ—iwam

3,

RN mwnnmm&mcswdmmnm@._.

4.

Notes, remarks,
ref to na.n.:ﬂn-ﬁm:an

5.

Evalnation
Committee’s notes

[R339]

It shall provide single values that are
susceptible to being key values.

[R340]

It shall provide filter all the "unwanted"
registers for analysis.

[R341]

The CDF automatic checking processes shall
be configurable so that they are launched in
off-peak hours and avoid increasing the load
on the source systems.

[R342]

Less aggressive criteria must be set up for all
systems that are considered to be critical
because their access is restricted or limited.

[R343]

The system shall automatically alert the users
or the units interested in the match once it
have discovered that a positive match exists.

[R344]

The CDF record management system shall
check for matches between two or more
records to notify of the entities that coincide
on various records.

[R345]

All the events shall be recorded by the CDF
system on the auditing log and classed and
coded appropriately, including connection
events, event types, fime and date, failed
connections, administration events.

Coniract title: Police reform and migration management — Central datebase for foreigners
Fublication reference: EuropeAid/133837/C/SUP/RS
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ANNEX Ii + Iti: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

O

Serbia;

Prohabitions of foreigners’ entry
into and exit from the country;

International felons who are
prohibited from entering the
Repubiic of Serbia;

Foreigners in respect of whom a
protective measure of removal or
security measure of banishment is
in force;

Visas issued at border crossing
and rejected applications for
issuing visas at border crossing;

Foreigner travel documents and
identity cards issued;

Foreign travel documents used for
entry into and exit from the
Republic of Serbia;

Foreigoer travel and other
documents reported lost and
found, in conformity with the
Law;

Travel documents temporarily
confiscated;

Carriers and tour operators in

1. 2. 3. | 4. s,
ftem Specifications Required Specifications Offered -~ _ 2@?& remarks, Evaluation
Number : X : o - ref to-documentation Committee’s notes
territory of the Republic of

Contract title: Police reform and migratior. management — Central database for foreigners

Publication reference: EuropeAid/133837/2/SUP/RS
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ANNEX I + [T

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

geographical format for the following
categories of information:

s From Mol Database to CDF:

o Foreigners who have been granted
permanent residence;

o Foreigners who have been granted
temporary residence;

o Foreigners whose temporary
residence has been revoked:

o International felons who are
prohibited from entering the
Republic of Serbia;

o Visas issued at border crossing
and rejected applications for
issuing visas at border crossing;

¢ From MFA Database to CDF:

o Issued visas;

N o 2 R g 5.
Ttem Specifications Required - mm..anmmnun.r.‘_mﬁmvmm..& _Notes, remarks, . Evaluation
- Number ; S o - . I ref to documentation | Committec’s notes
[R349] | The CDF system shall be able to represent the
processed data in tabular, diagram (e.g.
relations between persons or relation between
person and different objects — car, house,
phone) and form data, depending on the user
preference and the type of data being
processed.
|[R350] The CDF system must store data in

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX I + [II: TECHNICAL SPECIFICATIONS + TECHMICAL OFFER

Item

Number -

2.
.mwn&mgﬂcrm.ﬁanﬁi

3.

Specifications Offered B

4.

" Notes, remarks,

ref;to docamentation

5.

Evaluation
Committee’s notes

[R355]

It shali offer search facilities which will allow
user to set personal search criteria.

[R356]

It shall offer combined criteria for search and
semantic filtering technology (e.g. Martin can
be a part of person name or a name of a car
manufacturer).

[R357]

It shall offer advanced searching: boolean
(AND, OR), free text, phrase, word

| proximity, range, prefix queries, regular

expression.

[R358]

The search module needs to index all
collected data for fast search and verification.

[R359]

It shall permit facile integration and
communication with external systems that
shall get/search/view data from CDF system.

[R360]

It shall support for open standards and be a
highly scalable solution.

[R361]

It shall support search advanced linguistic
features, including Serbian {Cyrillic and
Latin), Russian, Hebrew, Arabic and other
major Asian and all European languages.

[R362]

It shall allow searching in at least 15 million
records.

[R363]

It shall return a response to user request in
maximum 3 seconds.

Contract title: Pelice reform and migration management — Ceniral database for foreigners

Publication reference: EvropeAid/133837/:C/SUR/RS
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ANNEX 1T + IHi:

TECHNICAL SPECIFICATIONS -+ TECHNICAL OFFER

1.
Hem -
Number

2.

- i _‘.,.mcmnmmnﬁmon.m Regquired

3.

mwanmmﬁw:caw Gﬁ.m..mn . ‘

4.

Za_nﬂm,_.dﬁmwwm, b

ref to documentation

5.

-Evaloation
ﬁo.-:umnm@um notes |

[R373]

It shall provide accessibility through an
integrated portlet or widget in the web-based
application.

[R374]

It shall allow differentiated access to
users/user groups fo:

¢ Entities — a user should not be able to
build reports based only on the entities
to which the user has access;

s Attributes specific to entities —  user
should not be able to build reporis
based only on the attributes to which
the user has access;

e Saved reports — a saved report can be
run only by the nser who created it.
The user may transfer the right to run
the report to other users/user groups.

{R375]

It shall allow the display on any prnted report
from the system of the following information:

* Report creation date;
s Author;

* Source Department;
* Report Name;

* Unique generated report number.

Contract title: Police reform and migration management — Central datzbase for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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ANNEX I + HI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

.Hﬂm..a_ :
Z:Swn..

2.

Specifications Hmﬂﬁ.ﬁ&

3.
Specifications Dﬁmw&

L : ..Zcﬁwq remarks,
. ref'to documentation

5.

Evaluation
OoiEmnmﬁm notes

5.7.5

Foreigners Content Management Module

[R385]

Store, manage, and provides access control
for objects stored on one or more resource
managers. Processes requests (such as update
or delete) from one or more clients.

[R386]

Maintains data integrity between all of the
components in the content management
module.

.Euud

Directly controls user access to objects stored
on any resource manager in the system.

[R388]

Relies on a relational database management
system.

[R389]

Support for multiple operating systems.

[R390]

Must have Java-based tool for managing the
system.

[R391]

" Must support LDAP.

[R392]

Must support browser access.

[R393]

Support for business documents of different
kinds (electronic documents, XML, audio and
video files, document images etc.).

Contract title: Police reform and migration management — Central database for foreigners
Publication reference: EvropeAid/133837/C/SUP/RS
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ANNEX I + JIf: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

.H.u R
Ttem .

Number

2
Specifications Required

3.
Specifications Offered

4.

- - Notes, remarks,
*.refto documentation

5.
Evaluation -
Committee’s notes

[R401]

Monitoring system shall be able to trigger
corrective actions based on received alarms
from environment,

[R402]

Moniforing system shall be able to set
different thresholds for monitored
environment.

[R403]

Monitoring system shall be able to receive
SNMP traps from monitored environment in
order to achieve passive monitoring without
impact on monitored systems.

[R404]

Monitoring system shall be able to utilize
MIB files so that if is not limited to
predefined monitoring systems.

[R405]

MIB files utilized by monitoring system must
be selectable by entries so that only required
information is received.

[R406]

Monitoring system shall be able to query
WMI data in: order to get performance metrics
from system.

[R407]

Meonitoring system shall use reporting tools to
provide repozts in xml, csv, pdf and xs}
format.

[R408]

Reports generated by monitoring system must
be predefined and also must be configurable
for custom reporting.

Contract title: Police reform and migration management — Central database for forei gners

Publication reference: EuropeAid/133837/C/SUP/RS
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&.’ ANNEX I + HI

TECHNICAL SPECIFICATIONS + TECHNICAL QOFFER

1.

Item
Number

2. o
Specifications Required

3.

o .w.emnmm_n»moum Offered

4.

._ . Notes, remarks,

ref to documentation

5.

Evaluation

_ : Committee’s notes

[R414]

Monitoring system must provide Out-of-box
set of pre-defined situations providing advice
on resolving common problerns and
automation to resolve them where
appropriate. Ability to create your own
sttuations.

[R415]

Monitoring system must provide Support for
Fixed Thresholds (such as "80%" CPU for an
alert to be issued.).

[R416]

Monitoring system must provide Support for
Dynamic Thresholds (different threshold
levels to match changing system load over
tume).

[R417]

Monitoring system must provide Support for
Persistent Situations (set a "fixed threshold"
but verify if "true" several times before
sending an alert, to reduce "false alerts").

[R418]

Momnitoring system must provide Support for
Incident Zoom (graphical tool to zoom in
quickly to a specific time window, in which
you can isolate an incident, determine
incident time-frame and without resorting to a
separate reporting tool).

Contract title: Police reform and migration management — Central datzbase for foreigners
Publication reference: EnropeAid/133837/C/SUP/RS
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ANNEX I + IHi:

TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

: M.
Item
- Namber

S

mwm&_mww.agm Required

.w,o I )
Specifications Offered -

4. -

Notes, remarks,
ref to documentation

.5,

Hﬁu_:ume: .
Committee’s notes

[R424]

System must support asymmetric encryption
of communication between server and
agent(s) using public-private key pairs and
signed certificate for security purposes, with
the option to use temporary self-signed
certificate until the official one is provided.

[R425]

System must support monitoring agents which
run 1n avtonomous mode (commands and
configuration coming from local XML file
rather than central server), for environments
with increased security requirements where
communication with central server is not
allowed for these purposes. Autonomons
agents must be able to create individual
operation logs on the local file system.

[R426]

Monitoring solution must provide predefined
Web Service for accepting and processing of
incoming monitoring information from
systems which, for security or other reasons,
cannot have standard monitoring agents
installed, or communicate monitoring
information using SNMP protocol.

Contract title: Police reform and migration management — Central database for foreigners

FPublication reference: EuropeAid/133837/C/SUP/RS
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ANNEX 11 + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

B 4

Item

Number |

20
Specifications Required

3

: Specifications Offered

4,
~ Notes, remarks,
ref to documentation

5.

Evaluation
Commitiee’s notes

TR432]

The storage management system shall provide
ability to seamlessly and automatically
migrate data from old tapes to new tapes so
that old archived data can be migrated to
newer iape technology.

[R433]

The storage management system shall utilize
disk caching mechanism in order to keep up
with tape streaming and to avoid tape
"trashing”.

[R434]

- | The storage management system shall be able

to use file co-location so that files from one
client can be kept on same tape or tape
volume as others files assoctated with that
client.

[R435]

The storage management system shall be able
to utilize LAN-free backup (e.g utilize SAN
network).

[R436]

The storage management system shall be able
to utilize SAN-enable tape pooling.

[R437]

The storage management system shall not
require file rebuilding in order to restore

‘single file.

[R438]

The storage management system shall be able
to utilize temporary buffer the data from
multiple clients for subsequent staging to
tapes in order to initiate more backup tasks
then the number of tape drive configured.

Contract title: Police reform and migration management — Central database for foreigners
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W ’ ~ANNEX II + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

“-.i

Item
:Number-

2.

muonmmn»mouuuwg‘..#&

m_un&mo»nobm_@ﬁm_.&_ .

: 4,
Notes, remarks,

- ref to documentation

5.

Evalnation

Committee’s notes |

[R446]

The storage management system shall be able

to make item level recovery in order to
achieve recovery of user's mailbox or
individual item in mailbox.

[R447]

The storage management system shall utilize
the application program interfaces (APIs)
provided by e-mail application vendors to
perform hot backups and improve restores
without shutting down the e-mail system.

[R448]

The storage management system shall be able
to provide different types of backups
specified by APIs (Full backups, incremental
backups, differential backups, copy backups
and database copy backups).

383

Backup Management Component

NOTE:

Backup & Recovery tape library will be
provided by the Beneficiary.

[R449]

All necessary software for backing up virtual
servers and environment must be provided.

[R450]

Must include complete protection of
VMware environments.

[RA451]

Must include functionality to extract
individual files and Exchange items.

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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9 ANNEX 1T + [I: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

Ttem
Number

2. ‘
Specifications Required

3.
Specifications Offered

4.

" Notes, remarks,

‘ ..&. to aonzsﬁiumeu.

5.

"~ Evaluation
Committee’s notes

5.84

Application Management Component

[R463]

Provides consolidated performance and health
monitoring across the application siack (OS
through middleware to applications).

[R464]

Must proactively monitor health and
availability of web servers, application
servers and critical web applications.

[R465]

The solution will have to monitor transactions
for all the critical web applications - Java,
NET and SOA. environments - for all users
on a 24 hours / day, 7 days / week and detect
potential problems before they affect end-
user.

[R466]

The solution must be able to monitor Java
and. NET application servers, web servers,
mail servers, database servers.

[R467]

The solution must provide real-time
information about processes monitored,

[R468]

The solution should monitor the final user
experience by tracking transactions "end-to-
end business" to ensure successful end user
applications using the designed parameters

" and follow the IT department.

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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yﬁ» ANNEX I + [Il: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

R o o 3. 4 | 5
. Item. . - Specifications Required . T mumnmmw»na_nmmcmmn& o ~ Nates, remarks, Evaluation
Number. ‘ S S - réf to.documentation Committee’s notes

[R476] Provide real-time status on the availability
and performance of unified communication
servers through best practices of monitoring
of key components.

[R477] Broad coverage for monitoring the
performance and availability of database
servers.

[R478] Monitoring support for instant messaging
applications.

[R479] Must be compatible and natively integrated
with the Storage Management, and Security
and Access control system components
offered.

[R480] Must include availability and performance
monitoring for the latest operating system
environments: Microsoft Windows, AIX,
Linux, HP, SUN Solaris.

{R481] Must provide operating system Agent and
Agentless technology.

[R482] Must include virtual environment support for
AIX LPAR, Solaris Zones, VMware and
Citrix.

[R483] Must include intelligent monitoring and
management of database servers such as
Oracle, IBM DB/2 and Sybase.

Contract titie: Police reform and migration management ~ Central database for foreigners
Publication reference: EnropeAid/133837/C/SUP/RS
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ANNEX If + IlI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

Item
Number

2
~ Specifications Required

3.
- Specifications Offered

4.

_ Notes, remarks,
ref to decumentation

5.

" Evaluation.
Committee’s notes

[R491]

H must generate actionable IT forensics by
aggregating and correlating a diverse set of
logs and events.

[R492]

It must provide a solid, straightforward
foundation for security or networking teams
through a highly intuitive, centralized user
interface.

[R493]

Default dashboards must be available to the
users by function.

[R454]

It must collect data across a wide variety of
network and secwrity devices, including
routers and switches, firewalls, virtual private

- networks (VPNSs), intrusion

detection/prevention systems (IDS/IPS), anti-
virus applications, hosts and servers,
databases, mail and web applications, custom
devices, and proprietary applications.

[R495]

It must have an advanced, two-level
normalization taxonomy that is used to assign
common terms to similar events coming from
widely divergent log sources.

[R496]

It must include a native customized rules
engine for logged events processing.

[R497]

It must process each incoming event in real
time, assigning severity, credibility and
relevance attributes.

Contract title: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/C/SUP/RS
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¥ ANNEX I + III: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1.

JTtemy
Number

)
. mwn&mnmﬂuam Required

3
mmmnmmnmmenw__@wmﬁﬁ_

4.

| Notes, remarks,
" ref'to documentation

5.

- Evaluation
Committee’s notes

[R5071

It must be fully and natively compatible with
the Security and Access Control System,
Infrastructare Monitoring System, Storage
Management System, Content Management
System, Integration System, Database
Management System and the Application
Management system included in the offer.

5.9.

Security System

[R508]

The system shall have a unique authentication
system for all the applications.

[R509]

The security policies will be established in the
analysis stage of the project.

[R510]

The system shall have a centralized security
management foundation that would enable
delivery of application and data to internal
Users in a secure manney.

[R511]

Resources access rights shall be able to be
defined for roles/users/groups.

[R512]

The system anthentication shail use a ,,Single
Sign-On”-type mechanism, enabling the user
1o access resources he has the necessary

rights.

Coniract titte: Police reform and migration management — Central database for foreigners

Publication reference: EuropeAid/133837/,C/SUP/RS
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ANNEX II + IlI: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER
1. 2. 3. - 5.
Tem - |- Specifications Required Amvmnmmnwmou._m Offered - Notes, remarks, Evaluation
Number [ . . ‘ B ref to: documentation Committee’s notes

[R521] The system shall allow the users to access any
application with their own credentials from
any computer having network connectivity to
that application.

[R522] The system shall deny access to any

data/systems/infrastructure, other way than
expressly permitted (through the security
policy/identity and access management
solution).

[R523]

The system shall include secure
communication and data encryption based on
the newest security standards, according to
the legislation and internal Mol regulations in
force.

fR524]

The security of the CDF shall be centrally
managed by an independent security
distributed infrastructure.

[R525]

All of the actions of each user in the system
and interactions with other IT&C systems

 should be logged for later audit possibility.

[R526]

The log records shall not be modified by the
users.

5.91

Security and Access Control Module

[R527]

It must provide a security enhanced HTTP
TeVerse Proxy.
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- Q ANNEX H + III: TECHNICAL SPECIFICATIONS + TECHNICAL GFFER

1.

Ttem
Number

2.
. Specifications Required - .

)
mwmamnumo__m.ﬁnmngn

4.

Notes, remarks,

* - ref to documentation

5.

Evaluation
- Committee’s notes

[R540]

It must have single sign-on across remote
desktop connections.

[R5411

It must have multl factor authentication
(smaricard, fingerprint).

{R542]

It must be deployable with or without custom
GINA module.

[R543]

It must be able to receive auto-generated
credentials from the IDM solution.

[R544]

It must not require active directory schema
changes.

[R545]

It must support roaming users (users moving
and changing workstations).

[R546]

It must be possible to "train" single sign-on to
handle custom application without the need
for programming.

[R547]

Must enable recovery scenarios.

[R548] -

It must be configurable if credentials are
locally stored, how long or not at all; when
storing locally, strong encryption must be
used.

[R549]

Communication between agents and central
components to be encrypted.

Contract iitle: Police reform and migration management — Central database for foreigners
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ANNEX I + {II: TECHNICAL SPECIFICATIONS + TECHNICAL OFFER

1 a2 3 | 4. 5.
Ttem Specifications Required mumnmmn»mauw_@mmnn&.._ o . ”_Zoﬂauv remarks, Evaluation
Number _ - o ”..”wn‘ﬁo documentation Comumittee’s notes
» Course duration;
e Place of training;
o Matenals list which will be used for
training;
e  Syllabus;
s Gantt chart with training
implementation plan.
[R5561 | The materials used for training should be
audio-video tutorials, flipcharts and printed
COurses.
[R557] The Tenderer must certify all participating
personnel after the completion of training
courses.
[R558] The training materials must be in Serbian
language.
{R559] | The training process must be conducted in
Serbian language.
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