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Glossary

This Glossary contains key e-commerce terms used in the Guidebook. Understanding these terms will 
help you manage digital landscape.  

A/B testing
A method of comparing two versions of a webpage or add, to determine 
which one performs better. It is commonly used for the optimization of 
conversion rate (CRO).

Partner marketing
A performance-based marketing strategy, where businesses reward 
partners for driving visits or sales to their website, thanks to the partners’ 
marketing efforts.  

Average Order Value 
(AOV)

An average amount of money each customer spends per transaction. Key 
metric that helps understand customer shopping behaviour.

B2B (Business to 
Business)

E-commerce transactions or services between two businesses. Common 
examples are wholesale traders selling to retailers.

B2C (Business to 
Consumer)

E-commerce transactions or services between businesses and consumers – 
natural persons, usually through retail online platforms.

Abandoned Cart 
When a buyer adds items to a shopping cart, but then leaves the website 
without completing the purchase. Abandoned cart rate is the key 
performance indicator for е-commerce businesses.

Click-through rate 
(CTR)

A percentage of users that click on an add or link, against the total number 
of visitors who viewed them. The click-through rate is a significant metric of 
digital marketing performance.

Conversion rate A percentage of visitors on a website who completed the intended action, 
such as: purchase, registration to a flyer or filling in a form.

Conversion Rate 
Optimization (CRO)

A process of improving website or destination webpage experience 
to increase the percentage of visitors that perform desired actions 
(conversion).

Customer 
acquisition cost 
(CAC)

Total cost of acquiring a new customer, including marketing costs. It is 
calculated by dividing the total marketing and sales expenses by a number 
of new customers acquired in the given period.

Customer journey A complete experience a customer has with a trader, from the first 
interaction to the final purchase and the post-purchase relationship. 

Customer lifetime 
value (CLV)

Total revenue that a business may expect from one customer throughout 
the duration of their relationship.

Customer 
Relationship 
Management (CRM)

A system or a strategy used by businesses to manage interactions with 
current and potential customers. CRM software helps businesses to 
monitor customer data, automate sales processes and improve relationship 
with customers.
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Data -driven 
marketing

A strategy that uses customer data and analytics to inform and optimize 
marketing decisions. This requires the use of data on behaviour, 
demographic data and history of previous purchases, to develop 
personalized marketing campaigns. 

Dropshipping
A business model according to which an e-shop sells products without 
keeping a stock. When ordered, a product is sent directly from the third 
person (supplier) to the customer.

General Data 
Protection 
Regulation (GDPR)

An EU Regulation protecting personal data within the EU. It sets strict rules 
about the way in which businesses must collect, store and use personal 
data.  

Influencer 
marketing

A type of social media marketing that uses the support of influencers – 
persons having a high number of followers on social media platforms – to 
promote products or services.

Key performance 
indicators (KPIs)

Quantifiable measures showing how effectively a business is achieving 
its key objectives. Common KPIs in e-commerce include conversion rate, 
customer acquisition cost (CAC), and customer lifetime value (CLV).

Landing page
A standalone web page designed for a specific marketing or advertising 
campaign. The goal of a landing page is to capture leads or encourage 
visitors to take a specific action, such as making a purchase.

Lookalike Audience
A targeting option in digital advertising (especially on platforms like 
Facebook) that allows businesses to reach new customers who are similar 
to their existing customer base.

Loyalty program
A structured marketing strategy designed to reward customers for their 
continued patronage. Common rewards include points, discounts, or 
exclusive offers.

Mobile 
Optimization

The process of ensuring a website is user-friendly and functional on mobile 
devices. This includes optimizing site speed, layout, and usability for smaller 
screens.

Multichannel 
marketing

A strategy that involves promoting and selling products across multiple 
channels, such as online (e.g., a website, social media) and offline (e.g., 
physical stores, catalogues).

Omnichannel 
Experience

A seamless approach to the customer experience across multiple sales 
channels, where online and offline touchpoints are integrated and provide 
consistent, personalized interactions.

Payment Gateway
A service that authorizes credit card or direct payments for e-commerce 
transactions. Popular payment gateways include PayPal, Stripe, and 
CorvusPay.

Penetration Pricing
A pricing strategy where businesses set low prices initially to attract 
customers and gain market share, with the intent of raising prices after 
establishing a customer base.

Personalization
Customizing the shopping experience for individual users based on their 
behaviour, preferences, and past purchases. Personalization can be applied 
to product recommendations, emails, and website content.

Retargeting
A digital marketing technique where businesses display ads to users who 
have already visited their website but did not make a purchase. Retargeting 
helps re-engage potential customers.
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Return on 
Investment (ROI)

A measure used to evaluate the efficiency or profitability of an investment. 
In e-commerce, ROI can be applied to marketing campaigns, product 
launches, or technology upgrades.

Search Engine 
Optimization (SEO)

The practice of optimizing a website's content and structure to improve 
its visibility in search engine results pages (SERPs). The goal is to increase 
organic (non-paid) traffic to the website.

Social Commerce The use of social media platforms to sell products directly to consumers. 
Examples include Instagram Shopping and Facebook Marketplace.

Stock Keeping Unit 
(SKU)

A unique identifier assigned to individual products to track inventory and 
sales.

Upselling A sales strategy where businesses encourage customers to purchase a 
more expensive or premium version of the product they are considering.

User Experience 
(UX)

The overall experience a user has when interacting with a website, 
product, or service. Good UX focuses on providing a seamless, intuitive, 
and satisfying experience for the user.

User Interface (UI)
The visual elements of a website or app that users interact with, such as 
buttons, menus, and layout. Effective UI design ensures the interface is easy 
to navigate and aesthetically pleasing.

Value-Based Pricing A pricing strategy where businesses set prices based on the perceived 
value of the product to the customer, rather than the cost of production.

Value Proposition

The unique combination of benefits that a business promises to deliver 
to customers, which differentiates it from competitors. A clear value 
proposition helps attract and retain customers by highlighting why they 
should choose a particular product or service.

Vertical Price 
Fixing (Resale Price 
Maintenance)

A practice where a supplier imposes a minimum resale price on retailers. 
This can be considered anti-competitive and is often regulated under 
competition law.

Web Analytics

The measurement and analysis of data related to website traffic and user 
behaviour. Tools like Google Analytics help businesses track important 
metrics such as user visits, bounce rates, and conversion rates to optimize 
website performance.

Website Retargeting

A marketing strategy that displays targeted ads to users who have 
previously visited a website but did not complete a purchase. Retargeting 
ads aim to re-engage potential customers and drive them back to the site 
to complete their purchase.

White-Labelling

A business practice where a product or service produced by one company 
is rebranded and sold by another company as their own. In e-commerce, 
white-labelling is common in products such as cosmetics, software, and 
apparel.

Wholesale
The sale of goods in bulk to retailers or businesses, rather than direct to 
consumers. Wholesalers typically offer lower prices due to the volume of 
goods purchased, making it an attractive model for B2B e-commerce.

Wireframe

A blueprint or skeletal structure of a webpage or app, outlining its basic 
layout and user interface (UI) elements. Wireframes help businesses plan 
the user experience (UX) and design of their e-commerce platform before 
full development.
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In the modern digital world, e-commerce has become a vital component for businesses looking to 
expand and increase their sales. By leveraging online platforms, businesses can connect with a global 
audience, streamline operations, and offer a seamless shopping experience. Entering the e-commerce 
business enables to tap into a global market, reduce operational costs, increase flexibility, leverage data 
for better decision-making, and provide a convenient shopping experience for customers. These benefits 
make e-commerce an essential component of modern business strategy.

This e-commerce guidebook is designed to provide the crucial information and actionable insights 
needed to navigate the complexities of the online marketplace. Within its pages, you will find 
comprehensive advice on establishing a strong online presence, from selecting the right e-commerce 
platform to optimizing your website for user experience and search engines. The guidebook will also cover 
essential security measures to protect business and customers, strategies for building and maintaining 
trust and credibility, and best practices for effective digital marketing. Additionally, it will include legal 
advice to help you understand the regulatory framework governing e-commerce, ensuring that your 
business remains compliant with laws and regulations, protecting both your interests and those of your 
buyers.

Whether you are just starting out or looking to refine your existing e-commerce strategy, this guidebook 
will equip you with the knowledge and tools to succeed in the highly competitive online marketplace.

1.1	 Strategic overview of the e-commerce 
landscape
The e-commerce landscape has undergone a significant transformation in recent years, driven by 
advancements in technology, evolving consumer behaviors, and the growing integration of digital 
channels into everyday life. Globally, e-commerce has shifted from a niche market to a mainstream 
platform, becoming an essential part of business operations for companies of all sizes.

Looking ahead, several trends are expected to influence the future of e-commerce both globally and in 
Serbia. The shift towards mobile shopping is likely to continue, with an increasing number of consumers 
using their smartphones to browse and purchase products online. In Serbia, where mobile phone usage 
is widespread, this trend is particularly relevant. As consumers seek more seamless shopping experiences, 
businesses are likely to invest in strategies that integrate physical stores with online platforms, ensuring 
consistency across all customer touchpoints.

The role of artificial intelligence in enhancing personalization is expected to grow, allowing businesses to 
offer more tailored shopping experiences that improve customer satisfaction and loyalty. Furthermore, 
there is a growing awareness among consumers about the environmental and social impact of their 
purchases. Businesses that prioritize sustainability, offer eco-friendly products, and operate with 
transparency are likely to be well-received by customers.

In both global and Serbian contexts, there will continue to be a focus on data privacy and cybersecurity. 
Compliance with regulations, such as the General Data Protection Regulation (GDPR) in Europe and 
similar frameworks in Serbia, will remain crucial for businesses operating online. Moreover, the increasing 
accessibility of cross-border e-commerce presents opportunities for Serbian businesses to reach 
international audiences and for global businesses to engage with Serbian consumers.
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The e-commerce landscape is dynamic and full of both challenges and opportunities. Businesses that 
can adapt to evolving global trends, leverage technological advancements, and address local challenges 
will be well-positioned to succeed in the future e-commerce ecosystem. As both global and Serbian 
markets continue to evolve, staying informed and adaptable will be essential for capitalizing on the 
opportunities ahead.

1.2	 Importance of building trust and 
credibility online
Building a successful e-commerce business requires more than just a great product. Establishing trust 
and credibility with customers is paramount. Trust is the foundation of any relationship, and in the digital 
age, where face-to-face interactions are rare, it becomes even more critical. Purchasers are bombarded 
with choices, and the slightest doubt about the legitimacy or reliability of a business can lead them to 
abandon their shopping carts or seek alternatives.

One of the most effective ways to build trust online is by being transparent and consistent in all aspects 
of the business. Transparency in pricing, policies on deliveries, complaints and return of goods, including 
the return procedures reassures buyers that there are no hidden surprises. Consistency in branding, 
communication, and service delivery helps establish 

a sense of reliability. When customers know what to expect, they are more likely to trust the brand.

Moreover, credibility is closely tied to trust. It is built through a combination of expertise, authority, and 
authenticity. Engaging in content marketing by sharing valuable insights, tips, and expertise in your field 
can position your brand as a knowledgeable and authoritative figure. Authenticity, on the other hand, 
is about being genuine and appealing.

Ultimately, the interplay between trust and credibility in both online and offline sales is a key driver of 
success. They not only encourage initial purchases but also build a loyal customer base that is crucial 
for sustaining and growing business in the long term. In a world where customer trust can be easily 
lost but is hard to earn, investing in building and maintaining it is essential for any e-commerce venture 
aiming for lasting success.

1.3	 Obligation of legal compliance and good 
business practices 
The aim of this document is to provide you with essential information about your obligations as a trader, 
ensuring that you conduct electronic trade in accordance with the law and the principles of good 
practice. By fulfilling these obligations, you create conditions that allow customers to perceive you as a 
credible merchant, resulting in favourable first impressions and higher conversion rates.

Compliance with legal standards and good practices also directly enhance the customer experience. 
Clear and transparent information about products, pricing, and terms of service, as required by laws 
ensures that clients are well-informed. This transparency reduces confusion and disputes, leading to 
a smoother and more satisfying shopping experience. Operating within the law minimizes the risk of 
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legal issues and potential penalties. By sticking to the rules, you protect your business from these risks, 
allowing you to focus on growth and customer satisfaction. 

NOTE: Non-compliance can lead to costly fines, legal battles, and 
damage to the reputation.

Businesses that demonstrate legal compliance and good practices often gain a competitive edge in the 
market. A commitment to legal compliance and ethical practices enhances brand image and reputation. 
Customers appreciate businesses that prioritize their rights and interests, leading to positive word-of-
mouth and higher brand loyalty. A strong reputation not only attracts new customers but also helps 
in retaining existing ones.

NOTE: By establishing yourself as a reliable merchant, you can attract 
and retain more customers, increasing your market share.

What is more, compliance with international standards and best practices can open doors to wider 
markets. Adhering to EU standards in electronic commerce can facilitate cross-border trade within the 
European Union. This can help your business expand its reach and tap into new customer bases, driving 
growth and profitability. 

In summary, legal compliance and good business practices are not just regulatory obligations; they are 
strategic advantages that can significantly enhance your business operations. 
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Chapter 2:  
Market strategy and 
business development 
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2.1	 Developing a business idea and model
Developing a strong e-commerce business idea and model is the foundation for a successful online 
enterprise. This process goes beyond simply identifying a product or service, it involves understanding 
specific market needs, defining a unique selling proposition (USP), and choosing a business model that 
aligns with customer demands and operational resources. For SMEs in Serbia, this includes addressing 
both local market demands and opportunities for growth in regional and international markets.

2.1.1	 Identifying a niche and market needs
A crucial step in establishing an e-commerce business is identifying a niche market with unmet needs. 
This could involve tapping into categories where demand is growing, such as locally sourced food 
products, artisanal goods, or specialized electronics. Conducting market research and analysing consumer 
behaviour are essential to understand which product categories have growth potential and where the 
competition might be lower.

2.1.2	 Defining your unique selling proposition (USP)
In a competitive e-commerce environment, especially for SMEs, having a clear and compelling USP is 
essential for differentiation. A strong USP provides the core reason customers should choose one business 
over its competitors. Factors that can define a USP include product uniqueness, customer experience, 
competitive pricing, and sustainability initiatives. For example:

	» Locally sourced products: Businesses that emphasize Serbian-made or locally sourced products 
can appeal to consumers who prioritize supporting the local economy.

	» Superior customer experience: E-traders with a personalized approach to customer service, 
for instance, by offering free consultations or live chat support, can differentiate themselves in 
the market.

	» Sustainability focus: Highlighting environmentally friendly practices, such as eco-friendly 
packaging or energy-efficient operations, can attract consumers concerned about environmental 
impact.

EXAMPLE: Trader specializing in eco-friendly packaging solutions 
for small businesses, capitalizing on the growing trend towards 
sustainability. By focusing on environmentally conscious consumers, 
this business can carve out a unique position in the market.
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2.1.3	 Structuring the business model
With the business idea and USP in place, the next step is to select and structure a sustainable business 
model. Various e-commerce models offer distinct advantages, depending on factors such as the target 
audience, budget, and operational capabilities: direct-to-Consumer (DTC), Marketplace Model, 
Subscription Model and dropshipping.

For more details see Chapter 2.4.

2.1.4.	Assessing operational feasibility
Operational feasibility involves evaluating whether the business model can be effectively implemented, 
given available resources, logistical requirements, and financial constraints. This stage includes assessing 
suppliers, pricing strategies, customer service, and financial planning:

	» Supply chain logistics

A reliable supply chain is essential to ensure timely delivery and customer satisfaction. Local logistics 
providers like AKS Express Kurir or Post Express are popular choices for domestic deliveries, offering cost-
effective options within the country. E-traders looking to expand regionally may work with partners like 
EuroExpress to handle cross-border shipping. Additionally, using a third-party logistics (3PL) provider can 
streamline fulfilment and returns management.

	» Inventory management

For SMEs managing their own inventory, choosing an efficient system is vital. Inventory management 
can be simplified with affordable software which help to manage stock levels, track sales, and forecast 
demand. Local businesses in the food or consumer goods sectors, for example, often rely on such 
systems to balance inventory, monitor sales and forecast demand.

	» Pricing structures

Pricing directly affects both market positioning and profitability. Many Serbian SMEs use cost-plus 
pricing, adding a set margin to the cost of goods. This straightforward method ensures profitability 
while keeping prices competitive.

	» Customer service capabilities

Effective services can enhance customer loyalty and brand reputation. In Serbia, many traders utilize free 
communication tools like Viber Business Chat or Facebook Messenger for customer support, enabling 
real-time interactions with minimal costs. By offering prompt responses through these channels, you 
can build trust and increase customer satisfaction.

	» Financial planning and cash flow management

Sound financial management is critical for sustaining operations, especially for SMEs with limited 
resources.
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2.2	 Market and environmental analysis
Market and environmental analysis are crucial steps for aiming to succeed in e-commerce. This analysis 
provides insights into the competitive landscape, consumer preferences, regulatory factors, and economic 
conditions. Understanding these elements helps build a strong foundation for informed decision-making 
and strategic planning.

2.2.1	 Conducting market research
Understanding the target market is essential for positioning products effectively. Market research 
involves gathering information on customer demographics, preferences, and behaviours. Some practical 
methods include:

	» Surveys and questionnaires: Reach out to potential customers directly, asking about 
preferences, buying habits, and product expectations.

	» Social media analysis: Use insights from platforms like Instagram, Facebook, and LinkedIn to 
understand what similar businesses are offering and what resonates with the audience.

	» Competitor analysis: Analyse local and regional competitors by examining their product 
offerings, pricing, marketing strategies, and customer feedback. Tools like SimilarWeb (free version) 
can provide insights into competitor traffic and audience demographics.

This research helps SMEs identify trends, potential niches, and gaps in the market that their products 
or services could fill.

2.2.2	 Analysing the competitive landscape
A thorough understanding of the competitive environment enables you to position yourself effectively. 
This includes analysing direct competitors (similar products and audiences) and indirect competitors 
(substitutes or alternatives).

	» SWOT Analysis: Conduct a SWOT analysis (Strengths, Weaknesses, Opportunities, Threats) on 
competitors to understand their strengths and weaknesses and how your business can differentiate 
itself.

	» Benchmarking: Identify best practices from successful competitors. For example, if a competitor 
excels in customer support, examine how they achieve this and consider implementing similar 
practices.

2.2.3	 Understanding consumer behaviour
Consumer behaviour analysis involves identifying purchasing habits, motivations, and barriers. For 
e-commerce, specific areas to explore include:

	» Payment preferences: Determine preferred payment methods in your target market, whether 
that’s credit card, cash on delivery, or digital wallets. In Serbia, DinaCard, Visa, and Mastercard are 
widely used, and cash-on-delivery remains popular.

	» Device usage: Assess whether your target audience primarily uses mobile or desktop devices 
for online shopping. This insight helps guide website design and user experience improvements.

	» Buying motivation: Understanding what motivates your audience, whether it’s convenience, 
price, quality, or trust, can shape how you market your product.
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2.2.4	 Evaluating environmental factors
Environmental factors, including economic, political, technological, and legal conditions, can significantly 
impact e-commerce operations.

	» Economic actors: Consider factors like inflation, disposable income levels, and unemployment 
rates, as these influence consumer purchasing power.

	» Regulatory requirements: Understanding local and EU laws affecting e-commerce, such as 
the Consumer Protection Law and data protection regulations, is crucial for compliance.

	» Technological trends: E-commerce businesses must keep up with technology trends like mobile 
payments, AI in customer service, and cybersecurity practices. 2.2.5 Leveraging data analytics tools.

2.2.5	 Leveraging data analytics tools
Using analytics tools can give you valuable insights into market dynamics and consumer preferences. 
Free or low-cost tools are often sufficient for smaller businesses:

	» Google Analytics: Provides data on website traffic, visitor demographics, and user behavior, 
helping SMEs make data-driven decisions.

	» Google Trends: Shows search trends over time, which can help identify seasonal demands or 
rising interest in specific product categories.

	» Survey Tools (like Google Forms): Easy-to-use and effective for gathering direct customer 
feedback on product ideas, satisfaction, or desired improvements.
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2.3	 Positioning strategy
A clear positioning strategy is essential for success in the e-commerce landscape, allowing the business 
to stand out in a crowded marketplace and attract its ideal customer base. Effective positioning goes 
beyond simple product differentiation; it’s about accepting unique value and aligning with customer 
expectations and desires. In Serbia, an effective positioning strategy considers the local competitive 
landscape while remaining flexible enough to appeal to regional or even international audiences.

2.3.1	 Defining target audience segments
The first step in positioning is understanding and defining specific audience segments. Rather than 
trying to appeal to everyone, you can benefit from identifying niche markets or customer groups that 
align with your products or services. This could include:

	» Demographic segments: Such as age, income, place of residence, or profession. For instance, if 
you are specializing in organic cosmetics, you might target young, health-conscious consumers 
in urban areas.

	» Behavioural segments: Based on shopping habits, product preferences, or lifestyle. Identifying 
behaviours like preference for eco-friendly products or frequent online shoppers helps refine 
messaging and product offerings.

	» Psychographic Segments: These include personality traits, values, or interests. For example, 
positioning toward customers who prioritize sustainability and ethical sourcing can align with a 
brand that promotes eco-friendly practices.

Accurate audience segmentation ensures that the business can tailor its marketing efforts to resonate 
strongly with a specific customer base, creating a focused brand image.

2.3.2	 Leveraging local identity and authenticity
Positioning that emphasizes local identity and authenticity can resonate strongly with customers, 
especially those looking to support homegrown businesses. 

2.3.3	 Enhancing customer experience for differentiation
A differentiated customer experience can be a powerful positioning tool. While pricing and product 
quality are critical, the experience a customer has with a brand—from browsing the website to receiving 
support—can set a business apart. Key aspects to focus on include:

	» User-friendly website: Ensure the website is intuitive, mobile-responsive, and easy to navigate, 
reducing barriers to purchase.

	» Personalized communication: Using customer data to tailor recommendations, emails, and 
offers can create a more personal experience. For instance, a personalized thank-you note with 
each purchase can leave a lasting impression.

	» Customer support excellence: Fast response times and accessible support channels, such as 
live chat or Viber, can build trust and encourage repeat purchases.

Positioning based on customer experience emphasizes the quality of interaction rather than just the 
product itself, creating a memorable brand association that fosters loyalty.
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2.4	 Choosing the method of online trading
Selecting the right online trading model is a crucial decision for any trader entering the e-commerce 
space. The choice of model affects everything from customer reach to operational complexity, and 
each option has distinct advantages based on the business’s goals, resources, and target audience. 
Understanding the characteristics and benefits of different online trading methods is key to choosing 
an approach that aligns with your specific needs and capabilities.

2.4.1	 Direct-to-Consumer (DTC)
The Direct-to-Consumer (DTC) model allows businesses to sell products directly to customers through 
their own website or app, thus bypassing third-party retailers. This method gives a full control over 
branding, customer experience, and pricing, making it ideal for businesses that want to build strong 
brand loyalty and differentiate through unique offerings.

Feature Details

Pros Complete control over branding and customer experience; direct 
customer relationships; higher profit margins.

Cons Requires investment in website development and marketing; full 
responsibility for logistics, inventory, and customer service.

Estimated  
startup costs Moderate to high, depending on website and marketing expenses.

Expected  
time to launch

Medium to long, as it involves website development and initial brand 
building.

Revenue potential 
and margins High potential for profit margins, as there are no intermediary fees.

Scalability Requires scaling infrastructure (inventory, shipping) as demand grows, 
which can add complexity.

Ease of customer 
acquisition Challenging initially; requires strong marketing to attract customers.

Level of brand 
control Full control over brand experience, messaging, and customer interactions.

Common challenges High customer acquisition costs, website maintenance, and need for 
consistent brand-building efforts.
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2.4.2	 E-platforms’ model
The marketplace model involves selling on established e-commerce platforms such as The model of 
e-platforms involves the sale over the existing e-commerce platforms, such as: Ananas.rs, Shoppster, or 
international options like Amazon and eBay. This approach allows traders to use the existing market 
infrastructures, reach a large number of potential customers and minimize investments into the 
development of own solutions and marketing.

Feature Details

Pros Immediate access to a large audience; simplified logistics with marketplace 
support; trusted by customers.

Cons Limited branding control; fees and commissions reduce profit margins; 
high competition.

Estimated startup 
costs

Low to moderate, as marketplace setup costs are minimal but fees may 
add up.

Expected time to 
launch Short, as products can be listed quickly once registration is complete.

Revenue potential 
and margins Moderate, with lower margins due to platform fees and competition.

Scalability Highly scalable, as the marketplace handles logistics and infrastructure.

Ease of customer 
acquisition Easier, as marketplaces have a built-in customer base.

Level of brand 
control Limited; marketplace controls much of the customer experience.

Common challenges High competition, fee structures that impact profitability, and restricted 
branding.

2.4.3.	Subscription model
The subscription model is suitable for products that customers use or repurchase regularly. In this model, 
customers sign up to receive products on a recurring basis, which provides predictable revenue for the 
business and helps foster customer loyalty.

Feature Details

Pros Predictable, recurring revenue stream; high customer loyalty; potential for 
exclusive offerings.

Cons Requires consistent product/service quality; complex logistics for regular 
deliveries; high initial marketing costs.

Estimated startup 
costs

Moderate to high, depending on logistics and marketing efforts to attract 
long-term subscribers.
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Expected time to 
launch

Medium to long, due to setup of recurring payment systems and 
subscription management.

Revenue potential 
and margins High, as subscriptions offer stable, recurring income and loyalty incentives.

Scalability Scalable with proper logistics management but requires inventory and 
service consistency.

Ease of customer 
acquisition Moderate; requires marketing to attract and retain subscribers.

Level of brand 
control

High; subscription model allows full brand control and customer 
interaction.

Common challenges Managing churn rate, logistics for timely deliveries, and maintaining high 
customer satisfaction.

2.4.4	 Dropshipping
Dropshipping is a low-investment model in which trader acts as the retailer but does not hold inventory. 
Instead, the supplier ships products directly to the customer, minimizing upfront costs.

Feature Details

Pros Low startup costs; flexibility in product range without managing 
inventory; lower risk as products are ordered after sales.

Cons Limited control over quality and shipping times; reliance on suppliers; 
lower profit margins.

Estimated startup 
costs Low, as there’s no need for inventory or warehousing.

Expected time to 
launch Short, as setup is quick with minimal infrastructure.

Revenue potential 
and margins

Moderate to low, as profit margins are often reduced by supplier fees and 
shipping costs.

Scalability Highly scalable, as suppliers handle fulfilment, though quality control 
becomes harder.

Ease of customer 
acquisition Moderate; requires effective digital marketing to drive traffic to listings.

Level of brand 
control

Limited, as the supplier manages part of the customer experience (e.g., 
packaging, delivery).

Common challenges Quality control, managing customer expectations, and handling potential 
stock issues with suppliers.
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2.4.5	 Hybrid model
Some businesses may choose a hybrid approach, combining elements of multiple models to maximize 
their reach and flexibility.

EXAMPLE: Traders may sell own flagship products, such as handmade 
leather wallets, directly to consumers, through their websites and at 
the same time, offer accessories, such as key chains or casings on other 
sale channels. Such approach ensures higher flexibility and reaching 
different groups of customers.

Feature Details

Pros Flexibility to cater to different customer preferences; can leverage multiple 
revenue streams; reduced risk through diversification.

Cons Increased operational complexity; need for coordination across multiple 
channels; potential for customer overlap.

Estimated startup 
costs

Moderate to high, depending on the chosen channels and marketing 
investments.

Expected time to 
launch Medium to long, as each channel may have different setup times.

Revenue potential 
and margins

High, as businesses can capture varied customer segments and maximize 
reach.

Scalability Scalable, though managing different models requires streamlined 
processes.

Ease of customer 
acquisition

Moderate; access to marketplace customers while building a direct 
audience.

Level of brand 
control

Moderate to high; full control on DTC channels, limited control on 
marketplace channels.

Common challenges Coordinating multiple channels, ensuring consistent brand messaging, 
and avoiding cannibalization between channels.
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2.4.6	 Social commerce
Social commerce involves selling products directly or indirectly through social media platforms such 
as Instagram, Facebook, or TikTok. This model leverages the high engagement on social media to drive 
sales and is ideal for businesses targeting younger demographics or niche audiences.

Feature Details

Pros Direct access to engaged audiences; low cost of entry; strong community-
building potential.

Cons Limited control over platform policies; dependency on platform 
algorithms for visibility; requires continuous content creation.

Estimated startup 
costs

Low, as setup costs are minimal; marketing costs may increase based on 
content needs.

Expected time to 
launch Short, as products can be found on social platforms quickly.

Revenue potential 
and margins

Moderate to high, though success depends on engagement and content 
quality.

Scalability Moderately scalable, but limited by content production and platform 
reach.

Ease of customer 
acquisition High, as platforms provide built-in audiences and high engagement levels.

Level of brand 
control

High, as businesses can control content and interactions, though platform 
policies apply.

Common challenges Consistently creating engaging content, managing platform changes, and 
handling direct customer interactions.

2.5	 Creating a business plan
A well-structured business plan serves as the roadmap for your e-commerce venture, detailing every 
essential aspect of the business from conception to execution. It is crucial for both internal strategic 
planning and for presenting the business to potential investors, partners, or financial institutions. Below 
you will find a comprehensive business plan template which provides a solid foundation for your 
e-commerce venture and will guide strategic decisions while also appealing to stakeholders who require 
a clear understanding of your business potential.
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2.5.1	 Executive summary
The executive summary is a concise overview of your business plan, designed to provide a quick snapshot 
of your business model, target market, financial highlights, and overall strategy. Although it appears first, 
it is often written last to ensure it accurately summarizes the contents of your plan.

Business concept Briefly explain what your e-commerce business does and the problem it 
aims to solve.

Market opportunity Outline the gap in the market your business addresses and the target 
audience.

Financial highlights Provide a quick summary of projected revenue, profit margins, and initial 
funding requirements.

Unique Selling 
Proposition (USP)

Highlight what sets your business apart from competitors, emphasizing 
your strengths and innovations.

Call to action State what you’re seeking, such as funding, partnerships, or strategic alliances

2.5.2	 Business description and vision
This section delves into the details of your e-commerce business, describing your vision, mission, and 
long-term goals.

Mission statement Define the core purpose of your business. For example, “To provide 
sustainable, high-quality fashion for conscious consumers.”

Vision Outline your future aspirations, such as becoming a market leader in a 
specific niche or expanding internationally.

Core values Detail the principles that guide your operations, like customer-centric 
service, sustainability, or technological innovation.

Business model
Specify whether you operate as a direct-to-consumer (DTC), dropshipping, 
subscription service, or a hybrid model. Reference any unique features or 
integrations planned for your e-commerce platform.

2.5.3	 Market analysis
A thorough market analysis will show your understanding of the industry landscape and your potential 
to capture market share.

Industry overview
Summarize the current state and future outlook of the e-commerce 
industry, with a focus on relevant trends such as mobile commerce or AI-
driven personalization.

Target market
Define your customer segments with details about demographics, buying 
behaviours, and needs. Use data to justify the size and growth potential of 
your market.

Competitive analysis Identify your main competitors and analyse their strengths and weaknesses. Use 
tools like SWOT analysis to illustrate opportunities and threats in the market.

Consumer behaviour 
insights

Discuss what drives your target customers to make online purchases, 
including key factors like price, convenience, and brand trust.
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2.5.4	 Products and services
This section should provide a detailed overview of your product or service offerings, emphasizing what 
makes them unique.

Product line or 
service offerings

Describe your main products or services, highlighting any unique features 
or benefits.

Product 
development

If applicable, outline the stages of product development, including 
timelines, suppliers, and quality assurance measures.

Value proposition Clearly articulate the value your products bring to customers and how 
they address specific pain points or needs.

Future offerings Discuss plans for expanding your product or service range in the future to 
adapt to changing market demands.

2.5.5	 Marketing and sales strategy
An effective marketing and sales strategy outlines how you plan to attract and retain customers in a 
competitive market.

Brand positioning Explain your brand’s unique identity and how you plan to communicate it 
to your target audience.

Marketing tactics

Detail the digital marketing strategies you’ll use, such as search 
engine optimization (SEO), social media marketing, email campaigns, 
and influencer partnerships. Include plans for both paid and organic 
marketing.

Customer retention Discuss methods for retaining customers, such as loyalty programs, 
personalized recommendations, and exceptional customer service.

Sales funnel
Describe your sales funnel from initial customer interaction to conversion 
and post-sale follow-up. Highlight any automation tools or CRM (Customer 
Relationship Management) systems you plan to implement.

2.5.6	 Operations plan
The operations plan provides a snapshot of the day-to-day logistics and supply chain management.

E-commerce 
platform

Specify the platform you’ll use (e.g., Shopify, WooCommerce, Magento) 
and explain why it suits your needs.

Supply chain 
management

Outline your suppliers, inventory management system, and fulfilment 
strategy. Discuss whether you’ll use in-house warehousing, third-party 
logistics, or a combination.

Customer service Describe your customer support processes, including return policies, 
communication channels, and service level expectations.

Technology stack List the software and technologies that will support your business, from 
website hosting to analytics tools.
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2.5.7	 Financial plan
The financial plan is crucial for understanding the financial feasibility of your e-commerce business and 
attracting potential investors.

Startup costs Provide a breakdown of initial costs, including platform setup, marketing 
budget, inventory, and staff salaries.

Revenue projections Present a forecast of revenue for the first 3-5 years, based on realistic 
assumptions.

Profit margins Outline expected profit margins and explain how they may change over 
time as your business scales.

Funding 
requirements

Specify how much capital you need, where it will be allocated, and the 
types of funding you’re seeking (e.g., loans, venture capital, grants).

Cash flow 
management

Discuss strategies for maintaining positive cash flow, such as invoice 
factoring, credit terms with suppliers, or subscription revenue.

2.5.8	 Risk management and contingency plans
Identify potential risks and outline strategies to mitigate them.

Market risks Address risks such as economic downturns or shifts in consumer 
preferences and how you’ll adapt.

Operational risks Discuss potential supply chain disruptions or technology failures and your 
plans for minimizing impact.

Financial risks Outline how you’ll handle unexpected financial challenges, like cash flow 
shortages or higher-than-expected operational costs.

Regulatory risks Mention compliance with data protection laws and other regulations and 
how you’ll stay up-to-date.

Market risks Address risks such as economic downturns or shifts in consumer 
preferences and how you’ll adapt.
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Chapter 3:  
Building, managing, 
and optimizing 
e-commerce 
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3.1	 Selecting and customizing your 
e-commerce platform
Selecting the right e-commerce platform is one of the most critical decisions for any online business. 
For small and medium-sized enterprises (SMEs) in Serbia, finding a platform that balances cost, flexibility, 
and scalability is essential. This section outlines key criteria to consider when selecting an e-commerce 
platform, as well as practical tips for customizing it to meet the unique needs of SMEs in this region. 
Before diving into the technical details of different platforms, it’s essential to thoroughly understand 
your business needs. The scale and goals of your business play a significant role in determining the 
kind of platform you should opt for. 

Understanding your target group of consumers is another crucial factor. Knowing who your 
customers are and what they expect from your online store can guide your platform choice. Platforms 
with robust analytics tools, can offer insights into customer behaviour, helping you tailor your offerings 
and marketing strategies accordingly. Additionally, the type and number of products you plan to 
sell should be considered. Some platforms have limitations on the number of products they can 
handle or are better suited for specific types of products, such as digital goods or services.

Key considerations for choosing an e-commerce platform
1.	 Cost and budget flexibility:

	– Different platforms come with varied pricing models. For example, Shopify and BigCommerce 
have a monthly subscription fee that covers hosting and technical support, while WordPress 
(WooCommerce) is an open-source solution with customizable options that may require 
additional costs for plugins and maintenance.

	– You should carefully analyse your budget to determine whether a fixed subscription model (like 
Shopify) or a more flexible, customizable model (like WooCommerce) is more appropriate. It is 
important to consider not only upfront costs but also hidden fees such as payment gateway 
charges, transaction fees, and additional plugins. For smaller businesses, opting for a simpler, 
cost-effective platform with a user-friendly interface may be the most practical solution, 
particularly when internal technical resources are limited. Larger businesses, on the other hand, 
may benefit from scalable platforms offering advanced features that can manage complex 
operations and extensive product catalogues.

2.	 Scalability and future growth:
	– You should select a platform that can scale alongside your business. Platforms like Magento 

and WooCommerce offer greater flexibility for businesses planning to expand, as they support 
a larger number of products and higher traffic volumes.

	– 	For SMEs looking to grow regionally, it’s crucial to choose a platform that supports multiple 
currencies, languages, and cross-border e-commerce functionalities.

	– Consider the cost of scaling your operations. A platform that is affordable in the early stages 
of your business might become prohibitively expensive as you expand.
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3.	 Ease of use and technical support:
	– For businesses without an in-house technical team, a user-friendly platform with good customer 

support is key. Shopify, for instance, is known for its easy-to-use interface and 24/7 customer 
support, making it ideal for SMEs just starting out.

	– In contrast, Magento offers powerful features but has a steeper learning curve, making it 
suitable for businesses with a dedicated IT team.

4.	 Customization and integration options:
	– The ability to customize the platform to match business requirements is a key factor. Open-

source platforms like WooCommerce allow for extensive customization through plugins and 
themes but require technical expertise.

	– Platforms like Shopify have built-in integrations but offer limited customization. Depending 
on the type of products and the complexity of business processes, it’s important to evaluate 
the customization needs beforehand.

5.	 Payment gateways and local compatibility:
	– In Serbia, it’s essential to choose a platform that supports local payment gateways and bank 

integrations. Look for platforms that easily connect with local options like Raiffeisen Bank, 
Banca Intesa or Payten.

	– Ensure that the platform can handle common local payment methods such as card payments, 
cash on delivery, and mobile wallets.

Customizing the chosen platform
Once you’ve selected an e-commerce platform, the next step is customization, which allows you to 
align the platform more closely with your business goals and customer expectations. Key areas for 
customization include:

1.	 Design and user experience (UX):
	– Choose a theme that reflects your brand’s identity and is optimized for mobile devices. In 

Serbia, over 50% of online traffic comes from mobile, making responsive design a priority.

	– Consider using local language settings, regional design preferences, and optimizing the layout 
for ease of navigation to enhance the shopping experience.

2.	 Integrating plugins and add-ons:
	– Plugins can extend the functionality of the e-commerce site. For example, Yoast SEO is crucial 

for search engine optimization, while Mailchimp can be used for email marketing.

	– For local businesses, integrating plugins like CorvusPay or DinaCard will simplify payment 
processing.

3.	 Setting up security features:
	– Security is paramount. Ensure that SSL certificates are properly configured and implement 

additional security plugins like Wordfence for WordPress or Security Suite for Magento.

	– Establish secure checkout processes and comply with local data protection regulations.
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ADVICE: Matching e-commerce platforms with SME’s needs

Business need Recommended 
platform Description Reason for 

selection

Low budget & 
ease of use Shopify

A hosted platform with a 
simple interface, ideal for 
quick setup, strong customer 
support and low initial costs.

Minimal technical 
expertise required; 
extensive support.

High 
customization & 
control

WooCommerce

An open-source platform 
allowing for maximum 
flexibility and deep 
customization.

Full control over 
design and 
functionality; wide 
range of plugins.

Scalability for 
High Growth Magento

A powerful solution with 
advanced features, designed 
for scaling and complex 
product catalogues.

Supports large 
inventories and 
complex operations.

B2B and Multi-
Channel Selling BigCommerce

A versatile platform for 
managing B2B sales and 
multiple sales channels.

Built-in features 
for multi-channel 
integration and B2B 
support.

Localization & 
Multilingual 
Support

PrestaShop
A flexible solution popular in 
the Balkans for multilingual 
and multi-currency support.

Easily adaptable to 
different regional 
markets.

3.2	 Designing an optimal user experience (UX) 
and ensuring accessibility
Creating a website that is both user-friendly and accessible is crucial for reaching a broad audience and 
ensuring that everyone, including those with disabilities, can navigate and use your site effectively. This 
part of the guide outlines the best practices for designing a responsive website that delivers an optimal 
user experience while adhering to web accessibility standards.



32 GUIDEBOOK FOR Е-ТRADERS

Understanding user experience (UX) and accessibility
User Experience (UX) design focuses on creating a website that is intuitive, efficient, and accessible 
for users. It encompasses everything from the layout and design of your site to the way users interact 
with it. A good concept of UX enhances user satisfaction by making it easier for visitors to find 
what they need and complete their tasks quickly. On the other hand, accessibility refers to the 
practice of making your website usable by as many people as possible, including those with 
disabilities such as visual, auditory, or cognitive impairments. By combining these two aspects, 
you create a site that is not only aesthetically pleasing and functional but also inclusive.

Best practices for designing a user-friendly website:

1	  https://pravno-informacioni-sistem.rs/eli/rep/sgrs/vlada/uredba/2018/104/5/reg

	» Keep it simple: Use a clean, uncluttered interface with easy-to-read fonts and intuitive navigation 
(e.g. products categories, search bar) to ensure users find what they need quickly.

	» Ensure responsiveness: Design your website to be responsive so it works seamlessly across 
all devices from desktops to smartphones, automatically adjusting the layout and content to 
different screen sizes.

	» Utilize visual hierarchy: Arrange page elements to highlight key information first. Use larger 
fonts for headings, contrasting colours for buttons, and strategically placed images.

	» Prioritize fast loading times: Optimize your site to load quickly, keeping users engaged and 
reducing abandonment rates.

NOTE: Studies show that users are likely to abandon a site if it takes 
more than a few seconds to load, so optimizing your site’s performance 
is crucial.

Ensuring Web Accessibility
Web accessibility is a legal requirement for public institutions in many jurisdictions, but e-traders can 
also choose to follow these principles. It is not only a matter of compliance but also a moral obligation 
to ensure that your site is usable by everyone. One of the key guidelines for accessibility is the Web 
Content Accessibility Guidelines (WCAG)1, , which provide a set of standards for making web content 
more accessible. 
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How to do it:
	» Use alt text for images: Provide descriptive alternative text for all images to support screen readers.

EXAMPLE: “Blue cotton T-shirt with a round neck and short sleeves.” 
This allows visually impaired users to understand the product’s 
appearance through screen readers.

	» Enable keyboard navigation: Make sure your website can be fully navigated using only the keyboard, 
ensuring access for users who cannot use a mouse.

ADVICE: Ensure that all interactive elements (like buttons and links) are 
accessible via the keyboard. On a form page, users should be able to 
navigate between fields using the “Tab” key and submit the form using 
“Enter.”

	» Ensure screen reader compatibility: Use semantic HTML tags to ensure compatibility with screen 
readers.

ADVICE: Use semantic HTML elements like <header>, <nav>, <main>, 
and <footer> to structure your website. This helps screen readers 
and other assistive technologies interpret the content correctly and 
improves the site’s accessibility.

	» Maintain high colour contrast: Improve text readability by ensuring strong contrast between text 
and background. Avoid relying solely on colour for conveying information.

	» Test for compliance: Use tools such as WAVE Accessibility Evaluation or Google Lighthouse to identify 
and correct accessibility issues.

Responsive design and its role in UX and accessibility  
Responsive design is the practice of building a website that adapts to different screen sizes and devices. This 
is crucial for both UX and accessibility because it ensures that your website is usable on any device, from large 
desktop monitors to small smartphone screens. A responsive website adjusts the layout, images, and text to 
fit the screen size without requiring the user to zoom or scroll horizontally, providing a seamless experience 
across devices.

ADVICE: On a news website, ensure that when the user zooms in on 
text (for example, on a mobile device), the content reflows within the 
viewport without causing horizontal scrolling or cutting off information.
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Incorporating responsive design also benefits accessibility. For instance, users with motor impairments 
who rely on touchscreens will find it easier to interact with large, well-spaced buttons and links. Likewise, 
responsive design can improve readability for users with visual impairments by allowing them to adjust 
the text size without breaking the layout of the page.

To implement responsive design, use flexible grid layouts that automatically adjust based on the screen 
size. Additionally, use scalable vector graphics (SVGs) instead of bitmap images, as SVGs maintain their 
quality at any size and resolution, ensuring that images look sharp on all devices.

In today’s digital landscape, where inclusivity and user experience are increasingly recognized as essential 
components of a successful online presence, taking the time to design an accessible and user-friendly 
website is not just a best practice but a necessity. By doing so, you not only enhance the experience for 
your users but also contribute to a more inclusive web for all.

3.3	 Integrating essential tools and leveraging AI 
for automation
The effective management of an e-commerce platform hinges on a systematic approach to integrating 
key operational tools and leveraging AI for automation. For small and medium-sized enterprises 
(SMEs), these solutions can provide significant operational efficiencies, enabling businesses to focus on 
growth and customer satisfaction rather than routine tasks. This chapter outlines essential strategies 
for integrating order and inventory management systems, implementing AI for personalization, and 
automating key business processes.

Choosing the right tools and integrating them into your business model plays important role. Start by 
identifying key areas where technology can replace manual tasks or enhance productivity. Consider 
following tools:

Order and inventory management systems
Order and inventory management systems form the backbone of e-commerce operations, ensuring that 
products are available when customers need them and that orders are processed quickly and accurately. 
Choosing the right combination of these tools can help scale operations without overwhelming the 
business.

	» Order Management Systems (OMS). An OMS centralizes the entire order process, from 
receiving orders to payment processing and fulfilment. It automates manual tasks, minimizes 
errors, and provides real-time tracking for customers. These systems can also optimize warehouse 
logistics by organizing storage locations and packing processes for quicker handling. Moreover, 
integrating AI-powered tools such as Ufleet can further enhance delivery efficiency by determining 
optimal routes based on traffic, weather, and other real-time factors, reducing both transit times 
and costs. Examples:

	– Zoho Inventory: A comprehensive solution that integrates with multiple sales channels, 
offering real-time updates and automated invoicing.

	– Shopify Order Management: A robust tool suitable for businesses with online stores, 
providing multi-channel integration and automated stock updates.
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	» Inventory Management Systems (IMS). An IMS focuses on tracking stock levels and optimizing 
inventory to prevent overstocking or stockouts. Key features include real-time stock monitoring, 
integration with sales platforms, and automated reordering options. Examples:

	– TradeGecko: Ideal for managing complex supply chains, this tool provides demand forecasting 
and automated replenishment.

	– Orderhive: A simpler alternative for smaller businesses, with centralized inventory control and 
multi-channel support.

Customer Relationship Management (CRM):  to manage customer relationships better, you can use 
CRM systems like HubSpot or Salesforce. These tools keep track of all your interactions with customers 
in one place, such as emails, phone calls, and chats. This makes it easier to see how often customers are 
reaching out and what kind of support they need.

CRM systems also allow you to monitor how customers behave on your website—what they look at, 
what products they’re interested in, and what items they add to their cart. This information helps you 
understand your customers’ preferences and buying habits.

ADVICE: Customer Relationship Management tools can create detailed 
reports, showing which products are popular, how often customers 
make repeat purchases, or which marketing strategies are working best. 
By analyzing this data, you can offer personalized recommendations, 
create targeted marketing campaigns, and improve your overall 
customer service.

Fraud detection: To protect your business from fraudulent orders, it’s helpful to use AI-powered tools 
that check orders as they come in. These tools, such as Riskified and Signifyd, use machine learning to 
study each transaction in real-time. They look for unusual patterns, like sudden large orders, mismatched 
billing information, or orders from risky locations, and flag them as suspicious.

NOTE: By using these tools, you can reduce the chances of accepting 
fraudulent orders, minimize financial losses, and ensure that only 
genuine transactions go through.

Dynamic pricing: To stay competitive and increase profits, it’s a good idea to use AI-powered dynamic 
pricing tools like Prisync or Intelligems. These tools automatically adjust the prices of your products based 
on real-time factors, such as how many people are looking at your items, how much stock you have left, 
and what your competitors are charging.

EXAMPLE: If a product is in high demand and your stock is low, the 
system might increase the price slightly. On the other hand, if your 
competitors lower their prices, the tool will react by adjusting your 
prices to match or beat theirs. This ensures your products are always 
priced competitively, which can attract more customers.
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By using dynamic pricing tools, you don’t have to manually monitor and change prices all the time. The 
system does it for you, maximizing your profits while keeping your products attractive to buyers. This 
helps you sell more efficiently and stay ahead in the market.

Automated marketing: To make your marketing more effective, consider using AI-powered tools 
like Klaviyo, HubSpot, Mailchimp or Emarsys. These tools can automatically create personalized email 
campaigns based on what customers are doing on your website.

EXAMPLE: If a customer looks at a product but doesn’t buy it, the 
system can send a follow-up email with a special discount or more 
information about that product.

These tools also help you segment your audience. This means dividing your customers into smaller 
groups based on their interests or buying habits. That way, you can send tailored messages that are 
more likely to catch their attention, such as offering new arrivals to your most loyal customers or special 
deals to new subscribers.

Chatbots for customer service: To provide better customer support, you can use AI-powered chatbots 
like Tidio, Drift or Intercom. These chatbots can answer common questions from customers, suggest 
products, and help guide users through the buying process. Because they work 24/7, customers can 
get assistance at any time, even outside of business hours.

Additionally, chatbots can handle a large number of simple requests at the same time, freeing up your 
human support agents to focus on more complex issues that require personal attention.

AI-driven analytics tools: Implementing AI-powered analytics tools such as Google Analytics 4 or 
Tableau helps you interpret complex data and gain actionable insights. Use these tools to monitor 
website traffic, customer journeys, and sales performance. AI can identify patterns and trends that might 
not be visible through manual analysis, guiding you to make data-driven decisions that can significantly 
impact your growth.
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ADVICE: When integrating new tools and AI solutions, you should 
follow a structured approach to minimize disruptions and ensure 
successful adoption. The following steps outline a strategic approach 
to implementing automation:

	» Identify operational gaps: Assess which processes are currently causing bottlenecks or 
inefficiencies. For example, if order processing is slow due to manual entry, an OMS should 
be prioritized.

	» Choose the right tools: Select tools that are compatible with existing systems and offer the 
features needed to address identified issues. Start with one area (e.g., order management) 
before expanding to others.

	» Pilot testing: Implement the tools on a small scale, such as for one product category or 
sales channel, to test integration and performance.

	» Staff training: Ensure that all team members are familiar with the new systems and 
understand how to use them effectively.

	» Monitor and optimize: Continuously review performance and make adjustments based 
on feedback and data analytics.
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Chapter 4: 
Key elements of 
e-commerce legal 
compliance
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Crucial part of e-commerce businesses are Website Terms and Conditions. They set out the rules and 
guidelines for clients using a website and purchasing goods or services from it and represent a legally 
binding contract between a business and customers. The essential, legally required information 
that must be included in the website terms and conditions or provided to the buyer before entering 
into a contract are presented below.

NOTE: All information you provide to buyers should be written in 
Serbian language and in clear, transparent, and understandable manner.

4.1	 Merchant identity and mandatory 
information
In accordance with the E-commerce Act2 and the Consumer Protection Act 3, you are required to provide 
buyers with the following information:

2	 Article 6 of the E-commerce Act

3	 Article 12 and 26 of the Consumer Protection Act

	» name and surname or business name (the name under which you are registered)

NOTE: If you conduct e-commerce on behalf of another trader, you 
must also provide the identifying information of the business you are 
representing. This also applies to the address information.

ADVICE: If you are acting as an intermediary and passing orders to 
another seller (for example in the case of dropshipping), you could 
be held liable if consumers believe that you are the actual seller. To 
avoid this, make sure to clearly state that you are an intermediary and 
prominently display the identity of the real seller. This transparency 
protects you from liability.

Е-traders, even if they are just acting as intermediaries and not directly selling products or services, must 
make sure that consumers are clearly informed about the identity of the actual seller. If the e-trader 
does not inform customers in a clear and transparent manner about who is responsible for the sale and 
delivery of goods, consumers might wrongly conclude who the real seller is. In such situations, e-traders, 
particularly if their acts or the way they advertise the goods, leave the impression that they are the sellers.

On the other hand, if an e-trader deals with suppliers delivering goods directly to customers, it is 
important to clearly distinguish the roles in the sales chain. A supplier can be the actual seller only if it 
signs a formal contract with a consumer, while the e-trader remains an intermediary. Otherwise, if the 
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consumer is not able to determine who is responsible for delivery and complaints, there is a risk that 
the e-trader will be held responsible for the entire purchase process.

	» Address 

If you operate from multiple addresses, you should provide the address that is relevant for the purpose 
of entering into or fulfilling the contract with the customer.

If the replacement, repair of goods or maintenance services are performed by another company, you 
must also provide information about its address.

NOTE: Providing only a postal box number is not sufficient.

	» e-mail and telephone number

NOTE: To facilitate customer service, you can prepare a contact form, 
but offering only that form of contact is not sufficient

	» registration details

	» details about the competent authority, if your operations are subjected to official supervision

	» if you are engaged in specifically regulated professional activities, you must provide the following 
information:

	– the professional association or guild with which you are registered;

	– your professional title and the country where it was awarded;

	– a reference to the applicable professional code of conduct in the country where you operate, 
along with details on where and how this code can be accessed.

	» if you are a value-added tax (VAT) payer, you must provide your fiscal identification number 
(FIN), specifically your value-added tax payer’s number (VAT number), as stated in the certificate 
of registration.

How to indicate the aforementioned information correctly:
	» Place this information in the website’s terms and conditions, but also create a visible and easily 

accessible section on your website, such as an “About Us” or “Contact Information” page, where 
all relevant merchant identity details are listed.

	»   Provide multiple ways for customers to reach you, including a physical address, phone number, 
and email address. Consider adding a contact form or live chat option for real-time assistance.

	» Consider placing essential identity and contact information in the footer of your website so that 
it is accessible from every page. This ensures that visitors can easily find your details regardless 
of where they are on your site.
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4.2	 Product, pricing, and payment 
transparency
In accordance with the law 4, you must provide detailed product or service descriptions. The scope of 
the information provided depends on the type of product/service and the customer’s interest that is 
to be satisfied. You should inform about those characteristics that consumers need to make informed 
purchasing decisions.

How to do it:

4	 Article 12 of the Law on consumer protection

	» In the case of products include key details like dimensions, weight, material, colour, size options, 
and any other relevant specifications.

	» In the case of services clearly outline what the service includes, duration, scope, and any 
limitations or exclusions.

	– Use high-quality images and videos from different angles to give customers a clear 
view of the product. Include videos or 360-degree views, if possible, to enhance 
understanding. 

	» If applicable, include information on how to use the product or service. Provide care 
instructions, maintenance tips, or warranty details.

	» Display reviews or testimonials to provide social proof and additional insights from other 
customers, but ensure reviews are honest and representative of the product or service.

	» Offer easy access to additional information for example, by providing links to detailed 
product manuals, FAQs, or customer support for further questions.

	» Use tooltips or expandable sections for more in-depth explanations without overwhelming 
the main description.

	– Ensure that all product descriptions and specifications comply with laws and regulations, such 
as including safety warnings or age restrictions where necessary.

NOTE: Information about the main characteristics for goods may be 
available from their packaging or labelling. More complex goods may 
require the communication of additional information to establish their 
main features.
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When selling goods with digital elements, digital content, or digital services, assess what specific 
information needs to be provided, taking into account the features of that particular product. Use this 
checklist to ensure you have covered key characteristics of the product:

5	 Article 35 of the Law on trade

	» Interface language(s) and user instructions.

	» Method of digital content delivery (e.g., streaming, download).

	» For video or audio files: the playing duration of the content.

	» File type and size for downloads.

	» Update commitments from you or third parties.

	» Technical requirements like internet speed or necessary software.

	» Usage limitations (e.g. (a) limits on the number of times, or the length of time in which a digital 
content or service can be watched, read or used; (b) limits on the reuse for purposes such as, 
creating private copies; (c) restrictions based on the location of the consumer’s device; (d) 
any functionalities that are conditional on additional purchases, such as paid content, club 
memberships or additional hardware or software.

	» Compatible devices and required operating system and additional software, including the version 
number, and hardware, such as processor speed and graphics card features

NOTE: Omissions in the descriptions and specifications of products or 
services in online selling can lead to significant consequences. Presenting 
products in a way that exaggerates their benefits while minimizing 
or omitting any drawbacks or not mentioning important aspects like 
product defects, incompatibilities, or additional requirements (e.g., 
special accessories) is a form of misleading advertising, which is a type 
of unfair commercial practice. If you engage in these practices, you can 
face legal actions, fines, and damage to your reputation.

Your special attention should be paid to providing clear information about the selling price. In accordance 
with the Law on Trade 5 selling price means final price per unit of the product, including taxes and duties. 

How to provide price information properly:
	» Clearly display prices: Always make sure the selling price of your products or services is 

prominently displayed in a clear, legible, and easily visible manner.

	– Inform of the full price including all additional fees and charges where applicable including but 
not limited to: delivery, packaging, installation or servicing, any import VAT, customs duties, etc. If 
those charges cannot reasonably be calculated in advance, information should be provided that 
such additional charges may be payable.

NOTE: If you fail to fulfil the information obligations regarding 
additional fees or other costs, the consumer is not obligated to pay 
them. 
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	» 	If a digital product or service offers optional extra purchases, you must clearly inform about it. 
This applies to things like: (a) Apps that offer in-app purchases, like add-ons or extra game levels; 
(b) Subscriptions to streaming services that have optional pay-per-view content, such as movies 
for an extra fee.

	» Include unit pricing: For prepackaged products, in addition to the total price, show the unit 
price (e.g., price per kilogram or litre) to help consumers easily compare products. 

	» Currency: The price shall be indicated in RSD. If you sell to both Serbian and international 
consumers you can show prices in foreign currencies, allowing customers to choose their preferred 
currency. However, for consumers in Serbia, the price must be shown in RSD first.

	» Price calculation for indeterminate contracts: If you offer contracts of indefinite duration 
or subscription services, provide clear information about the total costs for each billing period. If 
the total cost can’t be calculated upfront, explain how the price will be determined.

EXAMPLE: Streaming services or online newspaper subscriptions often 
have a fixed monthly, bi-monthly, or quarterly fee regardless of how 
often they are used. As a result, you must clearly inform customers 
about the monthly cost, and if the billing period differs, provide the 
cost for that specific billing period when they are subscribing online or 
through other channels.

	» If the exact sales price can’t be determined in advance due to the nature of the product 
or service, explain how the price will be calculated.

EXAMPLE: In the case of mobile phone plans where the cost varies 
based on actual usage, such as per minute or per text charges, the 
seller should direct the consumer to a detailed price list that outlines 
the specific costs for calls and other services.

	» As customers proceed to purchase, ensure they know exactly what payment options are 
available - whether it’s credit cards, debit cards, digital wallets, or bank transfers.

It should also be noted that, before you conclude a contract, you must get the consumer’s clear consent 
for any extra payments beyond what was agreed for your main services. If you don’t get this consent, 
the consumer has the right to get a refund for those extra charges, even if they didn’t initially object to 
paying them.

EXAMPLE: A customer buys a T-shirt online priced at 3.000 RSD, but 
the additional 500 RSD charge for a custom print is not disclosed 
before the purchase. The total cost of 3.500 RSD is only revealed after 
the transaction, without obtaining the customer’s explicit consent 
for the extra fee. As the trader failed to obtain prior consent for the 
additional charge, the customer is entitled to a refund of the 500 RSD 
extra payment.
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NOTE: If a contract is made online, you must make sure the consumers 
clearly understand that placing the order means they have to pay. If 
you don’t do this, the consumer isn’t required to pay.

ADVICE: The above obligation is most often fulfilled by introducing 
a button labeled: ‘I place an order with an obligation to pay’ which 
indicates to the consumer that by proceeding further, they will be 
obligated to pay.

4.3	 Data protection and privacy compliance 
Ensuring compliance with the Law on Personal Data Protection, implementing a cookie policy, and 
securing user consent for data processing are crucial obligations for e-traders targeting Serbian or EU 
customers. To achieve this, you need to focus on transparency, respecting user rights, and maintaining 
robust data security. 

You can process various types of personal data, but it’s crucial to ensure that the data you collect is 
necessary and relevant to your business purposes.

EXAMPLE You can collect a customer’s name, email address, phone 
number, and postal address for purposes such as fulfilling orders, 
sending shipping updates, and providing customer service.

It is essential that you clearly communicate your data processing activities to users. This means creating 
a privacy policy that is easily accessible, written in plain language, and updated regularly to reflect any 
changes in your data processing practices. Your privacy policy should explain what data you collect, 
why you collect it, how long you store it, and with whom you share it.

EXAMPLE: If you collect email addresses for a newsletter, you should 
clearly state this, explain the purpose, and inform users how they can 
unsubscribe.

Additionally, you must provide users with the option to access, correct, or delete their data, along with 
the ability to withdraw consent at any time.

According to the Law 6, if you process personal data you are required to notify the Commissioner for 
Information of Public Importance and Personal Data Protection (https://www.poverenik.rs/sr/). This 
notification should include details about the types of data collected, the purpose of processing, the 

6	 Article 23 of the Law on personal data protection
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legal grounds for processing, and any data transfers to third parties or outside Serbia. You are obliged 
to report the collection of personal data to the Commissioner before the start of data collection.

When informing consumers about the collection and processing of personal data, the law stipulates 
that consent is valid only if the individual has been thoroughly informed in advance about how their 
data will be handled.

NOTE: Even if a consumer has agreed to and filled out a form on your 
website, their consent is not legally valid unless you have provided 
them with clear and detailed information about the data processing 
beforehand.

When it comes to implementing a cookie policy, it’s vital to be transparent with users about how cookies 
are used on the website. Cookies are small files stored on a user’s device that track their activity and 
preferences. You must inform users about the use of cookies, categorize them (e.g., essential, analytics, 
marketing), and allow users to manage their preferences.

NOTE: Your website should display a banner or pop-up when a user 
first visits, notifying them of your cookie usage. The banner should 
provide options to accept all cookies, reject non-essential cookies, or 
customize preferences.

It’s important to ensure that cookies are not set on the user’s device until they have given explicit 
consent, except for those that are strictly necessary for your website’s functionality.

Securing user consent for data processing means going beyond just informing users; you must obtain 
an active, affirmative action from them.

NOTE: Pre-ticked boxes or implied consent are not acceptable. Instead, 
the consent forms should require users to take a clear action, such as 
ticking a box or clicking a button, to indicate their consent.

You should also provide an easy way for users to withdraw their consent later, such as an unsubscribe 
link in each email or a user account setting where they can manage their consent preferences.

In summary, ensuring data protection compliance, managing cookies effectively, and securing user 
consent requires to combine clear communication, user empowerment, and proactive data protection 
measures.
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4.4	 Logistics and delivery information
In a pre-contractual phase, you must provide the consumer with details about delivery costs, delivery 
times, and any delivery restrictions.

Delivery costs
Providing accurate delivery cost information helps set realistic expectations for customers regarding 
the total price and potential additional charges, leading to a smoother buying experience. Unexpected 
delivery costs are one of the main reasons for cart abandonment. By displaying delivery costs early in the 
buying process, you reduce the likelihood that customers will abandon their purchase at the last minute.

How to display delivery costs:
	» Be transparent from the start: Display shipping costs clearly on the product page, right next 

to the product price or in a dedicated section below it. 

	» Provide a shipping cost breakdown: In the shopping cart or at checkout, give a detailed 
breakdown of the delivery costs. This should include any additional fees, such as handling or 
packaging charges.

	» Offer free delivery options: If possible, highlight any free delivery offers prominently, such as 
in banners or on the product page. Clearly state any conditions that apply, like minimum order 
value or limited geographical areas.

	» State delivery costs in FAQs: Add a dedicated section in your FAQ or Delivery Information page 
where you explain how delivery costs are calculated, including any factors that might affect the 
cost, like weight, size, or destination.

	» Be clear about international delivery: If you offer international deliveries, clearly state the costs, 
any additional customs duties, or taxes that may apply. Provide this information in a dedicated 
section on your site.

Delivery times
Accurate delivery times show that you are reliable and committed to fulfilling orders as promised. Delivery 
time is often a critical factor in a customer’s purchasing decision, especially for time-sensitive items. In 
a crowded market, offering faster or guaranteed delivery times can give you an edge over competitors.

NOTE: You are required to deliver the goods ordered by the consumer 
without unnecessary delay, and no later than 30 days after the contract 
is concluded, unless you and the customer have mutually agreed to 
a longer delivery time. Of course, this does not prevent you from 
communicating to the consumer a shorter time for delivery.

ADVICE: When indicating delivery or service timeframes, it’s acceptable 
to specify a period (like “10 days” or “two weeks”) from the conclusion 
of the contract (placing of the order by the consumer) rather than a 
specific calendar date.
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NOTE: If goods are unavailable and cannot be delivered, you must 
promptly inform the consumer.

How to inform abut delivery times:

	» Provide a range of delivery options: Display multiple delivery options (e.g., standard or express) 
with their corresponding delivery times. 

	» Highlight estimated delivery during checkout: Reinforce delivery times in the checkout 
process, where customers can review their delivery method and expected delivery date before 
finalizing their purchase.

	» Include delivery times in confirmation emails: After the order is placed, include the estimated 
delivery date in the order confirmation email. 

	» Account for processing time: Clearly state any processing time needed before an order is shipped, 
especially for custom or made-to-order items. For example, “Ships within 2-3 business days.”

	» Be clear about potential delays: If there are potential delays (e.g., during peak seasons or 
due to external factors like weather), communicate this upfront on your website and on relevant 
product pages.

	» Offer real-time tracking: Provide order tracking links in both the confirmation email and the 
order status page on your website. 

	» Create a dedicated delivery information page: Include a page on your website that explains 
delivery times in detail, covering different regions, delivery methods, and any factors that might 
affect the delivery schedule.

When selling online digital content or services, ensure that you provide them to the consumer 
promptly after the contract is completed, unless you’ve agreed on a different timeframe.

NOTE: Always get the consumer’s clear consent for the supply of a 
digital service or online digital content before the expiry of the right 
of withdrawal. Otherwise, the consumer could still withdraw from the 
contract and would be entitled not to pay (or to claim reimbursement) 
for the digital service or online digital content received.

EXAMPLE how to get consumer’s clear consent: By clicking the button 
below (e.g. ‘Download Now’ or ‘Start Subscription’) you agree that we 
provide you immediate access to digital content as soon as you complete 
your purchase, without waiting the 14-day withdrawal period. Therefore, 
you expressly waive your right to withdraw from this purchase.

 

Delivery restrictions
Mentioning major delivery restrictions on the homepage or during the initial stages of browsing, prevents 
frustration and ensures that customers are informed from the start. It’s important to clearly indicate any 
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delivery restrictions on each product page. For example, if certain items cannot be shipped to specific 
regions or countries, make sure this information is easily visible near the product description.

ADVICE: If delivery restrictions are complex or vary by product, offer a 
clear way for customers to contact your support team for clarification 
before making a purchase.

Below you will find some practical examples of delivery restrictions that you might encounter or need 
to communicate to your customers:

	» Geographical restrictions: (1) We do not ship to P.O. boxes. (2) Delivery is only available within 
Serbia. We do not deliver abroad.

	» Weight and size limitations: (1) Orders over 50 kilos cannot be shipped via standard delivery. 
Please select freight shipping at checkout. (2) Packages exceeding 2 meters in length and girth 
combined are subject to special shipping charges and may require additional delivery time.

	» Product-specific restrictions: (1) Due to local regulations, we cannot ship aerosol products or 
batteries to EU countries. (2) Perishable items, such as fresh food or flowers, are only available for 
delivery within a 100-kilometer radius of our warehouse.

	» Service availability: (1) Same-day delivery is only available for orders placed before 12 PM and 
within a 30-kilometer radius of our store. (2) Express deliveries are not available outside Belgrade. 

	» Time-based restrictions: (1) Delivery is not available on weekends or public holidays. Orders 
placed on Fridays after 3 PM will be processed on the next business day. (2) Due to seasonal 
demand, delivery times may be extended during the holiday season.

	» Address-specific restrictions: (1) We do not deliver to certain zip codes due to high risk of 
delivery issues. Please enter your address to see if we deliver to your area. (2) Delivery to multi-unit 
buildings requires an entry code or access instructions.

4.5	 Customer support and communication 
standards
Customer support and communication are the lifeblood of e-commerce business, acting as the bridge 
between you and your customers. In the fast-paced world of online shopping, timely and effective 
communication is essential to maintaining consumer trust and fostering loyalty. 

Firstly, it is crucial to ensure that all customer inquiries are addressed promptly. Your response should 
be clear, concise, and provide a resolution or a timeline for resolution.

EXAMPLE: If a customer reports an issue with a product, your reply 
should include an acknowledgment of the complaint, a summary of 
the issue, and a plan of action - whether it’s a replacement, refund, or 
repair. By being transparent, you build trust and show your customers 
that their concerns are taken seriously.
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The availability of support through different channels - email, chat, and voice - is essential to meeting 
the varied preferences of customers. You are obliged to provide accessible and straightforward 
communication channels7. Some customers might prefer the convenience of chat for quick questions, 
while others may need the personal touch of a voice call to discuss more complex issues. Email remains 
a crucial channel for detailed inquiries or when customers need a written record of their interaction. 
By offering and prominently displaying these options on your website, you ensure that customers can 
easily reach out in the way that suits them best.

Personalized customer support can significantly enhance the customer experience and deepen 
the relationship between you and your customers. To achieve this, consider using a CRM (Customer 
Relationship Management) system that tracks customer interactions across all channels. This ensures that 
customer history is accessible to all support agents, allowing for more personalized and effective service. 

Moreover, setting clear expectations for response times on your website can prevent frustration. For 
example, stating that all inquiries will be responded to within 24 hours ensures that customers know 
when to expect a reply. If you anticipate delays, proactive communication is key. Informing customers 
of delays before they have to ask builds credibility and prevents potential negative experiences.

Lastly, it’s essential to monitor and evaluate your customer support performance regularly. You can do 
this by collecting feedback through surveys or direct communication, and by analysing response times 
and resolution rates.

4.6	 Compliance with consumer rights
Before concluding a contract, you are obliged to inform the consumer about conditions, deadline 
and procedure for exercising the right to withdraw. The consumer has the right to withdraw from 
a distance contract within 14 days.This right allows consumers to cancel a contract made remotely (such 
as online) without having to provide a reason or face any penalty. This right is crucial because it gives 
consumers the opportunity to reconsider their purchase after receiving more information or reflecting 
on their decision.

How to inform about the right to withdraw:

7	 Article 12 and 26 of the Law on consumer protection

	» Provide detailed information on the conditions under which consumers can exercise 
their right to withdraw from the contract. Make sure this information is easy to understand and 
prominently displayed on your website. 

	» Clearly communicate the time frame within which consumers can withdraw from the contract. 
This should include the exact number of days they have to make this decision.

	» Provide a step-by-step guide on how consumers can withdraw from the contract. This should 
include instructions on how to submit a withdrawal form or declaration, where to send such 
document, and any other necessary steps they need to follow.

	– Clearly inform consumers if there are specific situations where the right to withdraw does not 
apply, or if certain circumstances will cause them to lose this right. 

	– Let consumers know if they will need to cover any reasonable costs associated with withdrawing 
from the contract, such as return shipping fees. Be transparent about these potential costs 
upfront to avoid any surprises. 
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NOTE: If you fail to provide the necessary withdrawal information to 
the consumer, the withdrawal period can extend up to 12 months from 
the original deadline. If the correct information is later provided, the 
14-day withdrawal period starts from the day the consumer receives 
the withdrawal form. Additionally, If you fail to inform consumers about 
their right to withdraw, they are not liable for any diminished value of 
the goods upon return.

In accordance with Serbian consumer protection regulations, you must provide consumers with some 
other key information, including:

	» Legal liability for non-conformity of goods or services.

	» How to file complaints, including where to submit them and how they will be handled.

	» Availability of spare parts, maintenance, and repair services during and after the warranty period, 
especially for technical goods.

	» After-sales services and warranty conditions.

ADVICE: You don’t need to provide detailed information about the 
legal guarantee, but to meet information requirements, you must at 
least inform consumers that a legal guarantee exists and specify its 
duration.

	» Conditions for terminating the contract, particularly for contracts with indefinite terms or automatic 
renewal, including the contract’s duration and minimum duration of the consumer’s obligations.

	» Costs associated with using long-distance communication for contract conclusion, if different 
from the basic tariff.

	» Applicable codes of good business practice and how consumers can access these codes.

	» The minimum duration of the consumer’s contractual obligations.

	» Access to out-of-court dispute resolution mechanisms that you accept, and how consumers can 
access these services.

NOTE: If you opt for or are obligated to use alternative dispute 
resolution (ADR) for resolving consumer disputes, you must inform 
consumers which ADR services you use. This information should 
include the website addresses of the relevant ADR entities.

	» The existence and conditions for making deposits or other financial guarantees that the consumer 
should pay or submit at the request of the trade.

NOTE: If you do not provide the required information outlined in this 
chapter, the consumer has the right to request cancellation of the 
contract, even if there was no intent to mislead. This right can be 
exercised up to one year from the contract’s conclusion.
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Chapter 5:  
Marketing, sales, and 
growth strategies
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5.1	 Strategic digital marketing initiatives
Digital marketing initiatives are essential for building a strong online presence, attracting potential 
customers, and driving long-term business growth. When developing a strategic digital marketing plan, 
it is crucial to tailor each initiative to the specific needs and preferences of the target audience while 
adhering to best practices for search engine optimization (SEO) including content development, 
social media engagement, email marketing and paid advertising.

5.1.1.	Search engine optimization (SEO)
SEO is the backbone of digital marketing and involves optimizing the content and structure of a website 
to achieve better visibility in search engine results. This strategy helps businesses increase organic traffic 
by ensuring their websites rank higher for relevant keywords. The following steps outline effective SEO 
practices:

	» Keyword research – analysis of relevant terms for target audience, using tools such as: Google 
Keyword Planner, Ahrefs and SEMrush.

	» On-page SEO – Optimization of meta descriptions, title tags, headers, URL structure, and internal 
linking.

	» Technical SEO – Enhancing indexing and website speed, to ensure better positioning.

	» Content optimization – Creating a high-quality, regularly updated contents with key words.

Additional information is provided in Chapter 3: Content development and AI-driven 
personalization.

5.1.2.	Social media marketing
Social media platforms are powerful channels for engaging with potential customers, promoting 
products, and building a brand community. Each platform should be approached with a tailored strategy:

	» Choosing platforms – Focus on networks where the target audience is most active (e.g. Facebook, 
Instagram, Linkedin).

	» Content strategy – Create diverse contents, such as videos, polls and informative articles that 
reflect the brand values.  

	» Community management – Respond to comments and messages to build trust, using tools such 
as Hootsuite or Buffer.

	» Paid advertising – Target specific demographic groups along with ads optimization using A/B 
testing.
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5.1.3.	Email marketing
Email remains one of the most effective digital marketing channels for driving engagement and 
conversions. A well-structured email marketing strategy involves segmenting your audience, personalizing 
content, and providing value through consistent communication:

	» Audience segmentation – Grouping based on demographics, purchase behaviour and past 
visits, for the purpose of targeted messaging.

	» Personalization – Emails customized to fit recipients with product recommendations and offers.

	» Automated campaigns – Setting up welcome series, reminders and post-purchase follow-ups, 
using tools such as MailChimp.

	» Performance tracking – Analysing open rates, click-through rates and conversion rates, to 
ensure continual improvement.

5.1.4.	Paid advertising
Paid advertising is an essential part of a comprehensive digital marketing strategy, offering businesses 
immediate visibility and the ability to target specific audiences. With a structured approach, paid ads 
can generate quick results and drive targeted traffic to your website.

	» Search ads – They appear at the top of search when users search for relevant keywords, enabling 
direct engagement of potential customers.

	» Display ads – They appear across websites to raise awareness about a brand and for customer 
retargeting purposes.

	» Social media ads – Facebook, Instagram, LinkedIn and TikTok offer highly targeted ad options, 
based on demographics, interests and behaviour.

	» Retargeting ads are shown to users who have previously visited the website, without completing a 
purchase. Such strategy encourages returns and increases conversions. Optimize your campaigns 
by adjusting bids, testing ads and analysing CPC and CPA.

5.1.5.	Local and international market considerations
For businesses operating in both local and international markets, it is crucial to adapt digital marketing 
strategies to each context:

	» Local SEO: Optimizing the website for local searches by including location-specific keywords 
and setting up Google My Business profiles. This helps businesses appear in “near me” searches 
and local map results.

	» International market strategy: Tailoring content to different languages and cultural preferences.
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ADVICE: Core digital marketing strategies for building online presence

Strategy Definition Primary benefit Cost

Search Engine 
Optimization

Optimizing website content 
and structure to rank higher 
in search engine results.

Increased visibility 
and organic traffic.

Medium to High 
(depends on 
content creation 
and tools)

Social Media 
marketing

Using platforms like 
Facebook, Instagram, and 
LinkedIn to engage and 
reach users.

Enhanced brand 
awareness and 
direct audience 
engagement.

Low to High (varies 
based on platform 
and ad spend)

Email 
marketing

Sending targeted and 
personalized emails to 
segmented customer lists.

Improved customer 
retention and higher 
conversion rates.

Low (depends on 
email marketing 
software)

Paid 
advertising

Running targeted ads 
through Google Ads, 
Facebook Ads, and local 
platforms.

Quick visibility boost 
and increased traffic.

High (based on 
CPC and campaign 
budget)

Content 
marketing

Creating valuable and 
relevant content to attract 
and engage a target 
audience.

Strengthens 
authority and trust, 
leading to better 
long-term results.

Medium (depends 
on content type 
and production 
costs)

5.2	 Maximizing sales with targeted 
advertising campaigns
Targeted advertising campaigns are essential for driving traffic and increasing conversion rates by 
reaching specific customer segments with tailored messages. For SMEs, this approach can be highly 
effective because it allows businesses to focus their budget on audiences that are most likely to convert, 
providing a higher return on investment (ROI) compared to broader advertising strategies. The ability 
to measure performance and make data-driven decisions is crucial for optimizing the limited resources 
available to small and medium-sized enterprises. Below are key strategies for creating successful targeted 
advertising campaigns.
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5.2.1	 Choosing the right advertising channels
Different advertising platforms offer unique benefits depending on the target audience and campaign 
objectives. Selecting the appropriate channels is critical for maximizing ROI and ensuring that your 
message reaches the right audience. Here are the main channels SMEs should consider:

	» Google Ads – Ideal for capturing users who are actively searching for products. Search Ads are 
particularly useful for conversions.

	» Facebook Ads – Enable demographic targeting and Lookalike Audiences for reach expansion.

	» Instagram Ads – Suitable for visually-driven campaigns in the fashion, lifestyle and food industries.

	» TikTok Ads – Focused on creative content for younger users, especially the Gen Z.

	» LinkedIn Ads – Essential for B2B campaigns, enabling professional targeting and direct lead 
generation.

	» Etarget – A local option for Serbia and the Balkans, cost-effective for e-traders targeting regional 
media.

5.2.2	 Retargeting and custom ad segments
Retargeting involves showing ads to users who have previously visited your website or engaged with 
your brand in some way. This strategy is particularly effective for re-engaging potential customers who 
showed initial interest but did not complete a purchase. Key retargeting techniques include:

	» Website visitors’ targeting – Ads are displayed based on previous actions of users (e.g. viewing a 
product, adding to charts).

	» Customer list targeting – Email lists are used for personalized offers, discounts and new products.

	» Lookalike Audiences – Facebook Ads and Google Ads identify new audiences who share 
characteristics similar to your most valuable customers.

Retargeting should be combined with customized ad messaging that reflects the user’s previous 
interactions.

EXAMPLE: If a user viewed a specific product but didn’t make a 
purchase, show them an ad featuring that product along with a special 
offer. This approach increases the relevance of your ads, leading to 
higher conversion rates and better overall campaign performance.



56 GUIDEBOOK FOR Е-ТRADERS

5.2.3	 A/B Testing for ad optimization
A/B testing involves creating two or more variations of an ad (e.g., changing the headline, image, or 
call-to-action) and running them simultaneously to determine which performs better. For SMEs, A/B 
testing is a cost-effective way to optimize campaigns without increasing the overall budget. The key 
elements to test in digital ad campaigns include: A/B Testing for Ad Optimization

	» Ad copy content – Testing different headlines, descriptions and call-to-actions (e.g. “Buy Now” vs. 
“Get your free trial”).

	» Visual elements – Using different images, colours and videos that resonate best with the target 
audience.

	» Targeting options – Testing different demographic groups to identify the best audience.

The insights gained from A/B testing help fine-tune the campaign for optimal performance, ensuring 
that each expense is used effectively.

5.2.4	 Legal and ethical considerations for targeted advertising
When implementing targeted advertising campaigns, it is essential to adhere to local advertising 
regulations and ethical standards, particularly in Serbia and the EU. Some of the key considerations are 
presented below.

	» Permitted and prohibited advertisements: alcohol, tobacco, and pharmaceuticals, are heavily 
regulated. Advertisements for alcohol in Serbia may not be targeted at minors, depict excessive 
consumption, nor associate drinking with success. Tobacco ads are fully prohibited, while 
pharmaceuticals must contain clear instructions and claims backed by scientific evidence. 
Campaigns must comply with the Law on Advertising and the ban of misleading practices.  

	» Data privacy and consent: When using retargeting or customer list segmentation, it is crucial to 
obtain user consent for data processing and comply with the General Data Protection Regulation 
(GDPR). More details in Chapter 4.3.

	» Ethical standards: Avoid deceptive advertising practices such as misleading claims, hidden fees, 
or exaggerated benefits. Maintain a clear and honest communication style that aligns with the 
values of your brand. Transparency is particularly important for SMEs looking to build long-term 
customer relationships.



57 GUIDEBOOK FOR Е-ТRADERS

ADVICE: Optimized advertising strategies for SMEs

Strategy Description Application Primary 
benefit

Target 
audience

Google 
Search Ads

Text-based ads that 
appear when users 
search for specific 
keywords related to 
your business.

Target users 
actively searching 
for your product or 
service, e.g., “best 
shoes for running”.

Reaches 
high-intent 
customers, 
increasing 
chances of 
conversion.

People looking 
for specific 
products/
services

Facebook 
Lookalike 
Audiences

Create audiences 
that resemble 
your existing 
customer base 
using Facebook’s 
Audience Insights.

Expand your 
reach by finding 
new customers 
who share 
characteristics with 
your top buyers.

Efficiently 
targets potential 
customers, 
leading to 
better ROI.

Users similar 
to existing 
customers

Instagram 
Carousel 
Ads

Show multiple 
images or videos in 
a single ad, allowing 
users to swipe 
through.

Use to display 
different features 
of a product or 
share customer 
testimonials.

Engages users 
visually, ideal 
for lifestyle or 
fashion brands.

Millennials 
and Gen Z 
consumers

TikTok In-
Feed Ads

Short video ads 
that appear in users’ 
“For You” feeds, 
mimicking regular 
content.

Use catchy, creative 
content to capture 
attention quickly 
and build brand 
awareness.

Engages 
younger 
audiences with 
high interaction 
rates.

Gen Z and 
young 
Millennials

LinkedIn 
sponsored 
InMail

Send personalized 
messages directly 
to users’ LinkedIn 
inboxes.

Best for reaching 
professionals with 
targeted offers or 
event invitations.

Highly targeted 
B2B advertising, 
useful for lead 
generation.

Professionals 
and decision-
makers

Etarget 
Local 
advertising

Display ads on local 
portals and news 
websites in Serbia 
and the broader 
Balkan region.

Advertise your 
products or 
services on 
regional websites 
visited by your 
target audience.

Increases 
local visibility 
and brand 
recognition.

Regional 
audiences 
and local 
consumers



58 GUIDEBOOK FOR Е-ТRADERS

5.3	 Leveraging consumer reviews and 
feedback
Consumer reviews and feedback play a crucial role in building trust and credibility. Positive reviews serve as 
social proof, encouraging potential customers to trust your brand. On the other hand, negative feedback, 
if handled well, provides an opportunity to show commitment to customer satisfaction and improve service 
quality. For small businesses, effectively leveraging and managing reviews can differentiate them from 
competitors with larger marketing budgets. Here’s how you can optimize the power of customer feedback.

5.3.1	 Managing customer reviews
Managing customer reviews involves more than just collecting them. It requires active engagement, 
timely responses, and a structured approach to encourage, track, and utilize reviews. How to do it properly:

	»  Encourage customers to leave reviews
	– Prompt your customers to leave reviews through follow-up emails, text messages, or in-store 

signage if applicable

EXAMPLE: Send a follow-up email one week after a purchase that 
includes a direct link to your Google My Business profile with a 
personalized message: “Thank you for choosing us! Your feedback 
helps us grow. Please leave us a review and share your experience.”

	– Offer incentives, such as discounts on the next purchase or a small gift, to customers who 
leave a review. However, ensure the incentive is structured ethically and complies with local 
regulations (e.g., don’t offer rewards in exchange for only positive reviews).

	» Utilize multiple platforms
	– Collect reviews on different platforms like Google My Business, Facebook, and industry-

specific sites (e.g., Yelp, TripAdvisor, or even niche sites like Houzz for construction services).

ADVICE: If your business operates in a regulated industry (e.g., 
healthcare or finance), focus on platforms that are respected within 
your niche (e.g., Trustpilot for financial services). This builds more 
credibility and attracts the right audience.

	» Monitor reviews Regularly:
	– Set up alerts and use tools like Google Alerts or review management platforms like Trustpilot 

to stay on top of new reviews. For smaller teams, assign one team member or schedule a time 
weekly to check all platforms.
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EXAMPLE: A small restaurant might set a daily reminder to review 
comments on Google, TripAdvisor, and Zomato. This ensures quick 
responses, which are crucial for hospitality businesses.

5.3.2	 Responding to reviews
How a business responds to reviews can shape customer perception and demonstrate commitment to 
quality service. It’s crucial to respond in a way that’s both personal and professional. Use the following 
strategies for effective responses:

	» Respond to positive reviews:
	– Always express gratitude and personalize your response by mentioning specific details from 

their review.

EXAMPLE: If a customer praises the quick service and quality of a meal, 
reply with: “Thank you, Mark! We’re thrilled to hear that you enjoyed 
our signature pasta and that our team provided excellent service. We 
look forward to welcoming you back!”

	» Handle negative reviews professionally:
	– Acknowledge the customer’s concern, apologize if necessary, and offer a solution or follow-up 

conversation.

EXAMPLE: “We’re sorry to hear that your order was delayed. We strive 
to deliver on time, and we’ll look into what went wrong. Please email us 
at support@company.com so we can address this personally.”

	» Turn negatives into positives:
	– If a customer mentions a specific issue (e.g., long wait times), use it as an opportunity to improve. 

Let the customer know the steps you’re taking to resolve it.

EXAMPLE: “Thank you for your feedback regarding wait times. We’ve 
now added more staff during peak hours to ensure quicker service. We 
hope to serve you again and provide a better experience!”

	» Keep the tone professional and positive:
	– Avoid getting defensive, and maintain a polite tone even if the review is unfair. A well-crafted 

response can show other potential customers that you handle criticism professionally.
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5.3.3	 Integrating reviews into marketing
Customer reviews are not just for display; they can be powerful assets in your marketing strategy. Here’s 
how to integrate reviews for maximum impact:

	» Highlight reviews in marketing materials:
	– Use snippets of positive reviews in your website banners, email signatures, or social media posts.

EXAMPLE: Add a testimonial carousel on your homepage that rotates 
through customer quotes like “Best service in town!” or “Fast delivery 
and excellent support.”

	» Create case studies based on reviews:
	– If a B2B customer has left an in-depth review, turn it into a case study by detailing the challenges, 

solutions, and results your business delivered.

EXAMPLE: A digital marketing agency can use a positive review from 
a small retailer to create a case study showcasing how SEO efforts 
increased the retailer’s online sales by 30%.

	» Incorporate user-generated content:
	– Encourage customers to share photos or videos of their experience. Run campaigns like “Share 

Your Style” for a clothing brand or “Best Dish Photo” for a restaurant.

EXAMPLE: Highlight user-generated content (UGC) on social media 
and tag the customers. This builds a community and encourages more 
customers to engage with your brand.

5.3.4	 Using feedback to improve products and services
Customer feedback is a treasure trove of insights that can help shape your business strategy. How to 
use it effectively:

	» Identify common themes:
	– Analyse reviews to find patterns in customer praise or complaints. Use these insights to prioritize 

product improvements.

EXAMPLE: If multiple customers mention difficulty finding product 
information on your website, consider adding a more detailed FAQ 
section or live chat support.
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	» Develop an action plan:
	– Based on feedback, create a list of actionable items for improvement, such as refining product 

features, adjusting pricing, or training staff.

EXAMPLE: A café might introduce a loyalty program after several 
customers mention that they would visit more often if there were 
discounts for regulars.

	» Show customers you’re listening:
	– Share updates on changes made based on customer input.

EXAMPLE: Post on social media: “You spoke, and we listened! We’ve 
now extended our weekend hours to better serve you.”

5.3.5	 Strategies for moderating and managing reviews
To maintain a positive online presence, it’s important to have a structured approach to moderating and 
managing reviews:

	» Set up review guidelines:
	– Create a formal policy for responding to reviews, outlining the tone, format, and procedure 

for addressing complaints.

ADVICE: Keep templates for common responses but personalize each 
message to fit the context.

	» Automate moderation:
	– Use tools like ReviewTrackers or BirdEye to automatically track and organize reviews from 

multiple platforms.

ADVICE: Set up automated alerts for critical reviews to ensure no 
feedback goes unanswered.

	» Address fake or harmful reviews:
	– Report fake reviews to the platform administrators and provide evidence if necessary. Proactively 

addressing harmful content prevents reputational damage.

ADVICE: If a competitor leaves a fake review, gather supporting data 
(e.g., proof of no transaction) and submit a removal request to Google.
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5.4	 Optimizing conversion rates
Conversion rate optimization (CRO) is focused on increasing the percentage of website visitors who take 
a desired action, such as making a purchase or signing up for a newsletter. Key techniques for optimizing 
conversion rates include:

	» Landing pages: Dedicated landing pages are crucial for focusing user attention on a specific 
offer or product. An effective landing page minimizes distractions and provides a clear, singular 
call-to-action (CTA), such as “Buy Now” or “Sign Up.”

EXAMPLE: An online shoe retailer could create a landing page for its 
latest collection with a large, bold “Shop Now” button, encouraging 
users to immediately browse and buy the new shoes

	» Improving UX/UI: User experience (UX) and user interface (UI) improvements can help reduce 
friction during the purchasing process. This includes simplifying website navigation, optimizing 
for mobile, and ensuring that the pages load quickly. A seamless experience keeps users engaged 
and reduces the chance of cart abandonment.

	– 	Key actions:

•	 Simplified navigation: Ensure users can find products or information within a few clicks.
•	 Mobile optimization: Make sure the website is responsive and user-friendly on mobile 

devices.
•	 Fast load times: Use tools like Google PageSpeed Insights to identify and fix slow-loading 

pages.

	» Personalization: Personalizing the shopping experience based on customer behaviour or past 
purchases can significantly increase conversions. By using customer data, you can deliver tailored 
recommendations or offers, enhancing the relevance of the user experience.

EXAMPLE: An electronics store might show personalized 
recommendations based on a user’s browsing history, such as 
suggesting headphones to a customer who recently viewed audio 
equipment.

	» Pop-ups and dynamic content: Strategic use of pop-ups can help capture leads or drive 
conversions. Pop-ups offering discounts, newsletter sign-ups, or time-limited promotions can 
encourage users to take action. However, overusing pop-ups can lead to user frustration, so 
it’s important to balance their frequency.

EXAMPLE: A clothing brand could use a pop-up to offer new visitors a 
10% discount if they subscribe to the newsletter, increasing the chance 
of a first-time purchase.
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	» AI-driven optimization: AI tools can analyse customer behaviour in real-time and automatically 
make adjustments to optimize conversions. This can include recommending products, offering 
dynamic pricing, or using chatbots to guide customers through the checkout process.

EXAMPLE: An e-commerce platform could use an AI-powered chatbot 
to help users find the right product, answer questions, and provide 
additional support during the purchase journey.

More details in Chapter 3.4.

ADVICE: Implementing Conversion Rate Optimization (CRO)

Strategy Description Implementation Outcome

Landing page 
optimization

Create dedicated 
landing pages with 
focused CTAs.

Set up a landing page 
for a seasonal sale with a 
bold "Shop Now" button 
to drive users to product 
pages.

Increased click-
through rate and 
higher sales during 
the promotional 
period.

Improving mobile 
experience

Ensure the website is 
mobile-friendly and 
responsive.

Simplified mobile 
navigation and 
optimized site load 
times using Google 
PageSpeed Insights.

Reduced bounce 
rates and higher 
engagement from 
mobile users.

Personalized 
product 
recommendations

Show users tailored 
product suggestions 
based on their 
browsing history or 
past purchases.

Implemented product 
recommendation 
widgets that display 
relevant products based 
on user preferences.

Increased average 
order value 
(AOV) and user 
satisfaction.

Pop-ups for new 
visitors

Offer a discount to 
first-time visitors via a 
pop-up to encourage 
sign-ups and 
purchases.

A pop-up offering 10% 
off in exchange for 
newsletter sign-ups, 
appearing after 30 
seconds on the site.

Captured more 
leads and 
converted new 
visitors into paying 
customers.

AI chatbot 
assistance

Use AI-powered 
chatbots to guide 
users through the 
purchase process 
and provide real-time 
assistance.

Deployed a chatbot 
that answers common 
questions and offers 
product suggestions 
during checkout.

Reduced cart 
abandonment and 
improved overall 
conversion rates.
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5.5	 Analysing business, sales, and customer 
data for growth
SMEs should rely on data-driven strategies to grow their businesses and maintain customer relationships. 
By analysing sales performance, segmenting customers, implementing CRM systems, and developing 
effective pricing and retention strategies, SMEs can make informed decisions that drive growth.

5.5.1	 Using sales data for strategic insights
Analysing sales data allows businesses to identify trends, measure product performance, and make 
better pricing and inventory decisions. Key metrics to track:

	» Revenue per product: Helps identify which products generate the most revenue.

	» Sales by channel: Understand how different sales channels perform (e.g., online vs. in-store).

	» Customer lifetime value (CLV): Measure how much a customer is worth over the course of 
their relationship with your business.

EXAMPLE: A retailer notices that winter apparel generates higher sales 
in specific months. By increasing stock before the peak season, they 
boost revenue.

5.5.2	 Customer segmentation and personalization
Segmenting customers allows to offer personalized experiences and targeted marketing. This helps 
tailor messages and product recommendations to different customer groups.

Segmentation examples:
	» High-value customers: Offer exclusive deals to repeat customers.

	» First-time buyers: Provide introductory offers to encourage repeat purchases.

	» Lapsed customers: Re-engage past customers with special promotions.

EXAMPLE: A coffee shop targets loyal customers with a discount for 
their next visit, while offering new customers a free first drink.
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5.5.3	 Implementing CRM systems
A Customer Relationship Management (CRM) system helps businesses manage interactions and store 
customer data. CRM systems streamline communication, automate sales tasks, and provide valuable 
data for growth.

	» Key Benefits:
	– Centralized customer data: All customer information is easily accessible in one place.

	– Automated follow-ups: CRM tools can automate reminders for customer follow-ups, improving 
engagement.

	– 	Sales forecasting: Historical data helps predict future sales trends.

More details in Chapter 3.3.

5.5.4	 Loyalty programs and retention strategies
Loyalty programs and retention strategies help to keep existing customers, which is often more cost-
effective than acquiring new ones. Offering personalized rewards and exclusive discounts can boost 
customer loyalty.

	» Retention strategies:
	– Offer exclusive discounts to loyal customers.

	– Send nurture campaigns with personalized emails based on purchase history.

	– Launch referral programs that reward customers for recommending your business.

EXAMPLE: A bookstore introduces a loyalty program that rewards 
customers with a free book after every ten purchases, encouraging 
repeat business.

5.5.5	 Tracking KPIs for growth
Key Performance Indicators (KPIs) help track progress toward business goals. Regularly reviewing KPIs 
allows to assess performance and make necessary adjustments to drive growth.

	» Common KPIs:
	– Conversion Rate: Percentage of visitors who make a purchase.

	– Average Order Value (AOV): The average amount spent per transaction.

	– Customer Acquisition Cost (CAC): The cost of acquiring a new customer.

	– Retention Rate: The percentage of returning customers.
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5.5.6	 Pricing strategies and market positioning
Developing effective pricing strategies and positioning in the market are essential for business success.

	» Common pricing strategies:
	– Cost-plus pricing: Setting prices by adding a margin to the cost of production.

	– Value-based pricing: Pricing based on the perceived value to the customer.

	– Penetration pricing: Setting low initial prices to gain market share, then gradually increasing 
them.

	– Premium pricing: Charging higher prices to reflect exclusivity or quality.

	» Market positioning:
	– Differentiation: Stand out by offering unique features or superior service.

	– Cost leadership: Compete by offering lower prices while maintaining profitability.

	– Focused niche: Target a specific, smaller market segment with specialized products or services.

5.5.7	 Legal Compliance
You must ensure their pricing models comply with the Law on Protection of Competition to avoid 
practices such as:

	» Price fixing: Colluding with competitors to set prices at a certain level.

	» Predatory pricing: Intentionally setting prices too low to drive competitors out of the market.

	» Unjustified price discrimination: Charging different prices to different customers without a 
valid reason.

	» Vertical price fixing (Resale Price Maintenance): Suppliers should not impose minimum 
resale prices on businesses, as this can be anti-competitive

	» Exclusive dealing and tying arrangements: Avoid requiring customers to buy additional 
products as a condition for purchasing the main product.
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ADVICE: Data-driven growth strategies

Strategy Description Implementation Outcome

Sales data 
Analysis

Track product 
performance and sales 
trends to make informed 
inventory decisions.

Analyse seasonal sales 
data to stock more of 
in-demand items during 
peak periods.

Increased 
revenue from 
better-stocked 
products.

Customer 
Segmentation

Create personalized 
offers based on customer 
segments (e.g., repeat vs. 
first-time buyers).

Segment high-value 
customers and send 
exclusive discounts.

Improved 
retention and 
higher repeat 
purchase rates.

CRM System 
Implementation

Use CRM software to 
manage customer 
interactions and improve 
sales tracking.

Implement a CRM system 
to automate customer 
follow-ups and track 
inquiries.

Enhanced 
customer 
engagement and 
higher conversion 
rates.

Loyalty 
Programs

Incentivize repeat 
purchases through 
rewards and exclusive 
offers.

Introduce a loyalty card 
that rewards customers 
after a set number of 
purchases.

Increased 
customer 
retention and 
lifetime value.

Pricing 
Strategies

Set pricing models 
based on value, cost, 
or penetration, while 
complying with 
competition laws.

Use value-based pricing 
to position your products 
as premium, offering 
higher perceived value.

Justified higher 
prices and 
strengthened 
market position.
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Chapter 6:  
Post-sale management 
and trader obligations



69 GUIDEBOOK FOR Е-ТRADERS

6.1	 Managing the purchase process  
and order fulfilment
This subsection provides guidelines on how to effectively manage the purchase process, ensuring that 
the consumer understands their obligations and rights before finalizing a transaction.

First ensure all legally required information is clearly communicated at each purchase step, including 
detailed product descriptions, transparent pricing, shipping options and costs, payment methods, and 
return policies, as outlined in Chapter 4, in accordance with Serbian laws.

Then, it is crucial to provide consumers with a summary of the order details and total costs before they 
click the final purchase button.

NOTE: This summary should include: 
Main characteristics of the selected goods or services.
Total price, including VAT and delivery.
Delivery and payment options, with any associated fees clearly 
outlined.
A checkbox or similar confirmation method stating that the consumer 
acknowledges their obligation to pay upon placing the order.

EXAMPLE:
Basket content		  Basket total 
Black Men’s Pants size L	 5000 RSD
Subtotal			   5000 RSD
Gift Wrap (optional)	 200  RSD 
Delivery costs		  300 RSD
Total			   5500 RSD

Below this summary, include a button labelled „Order with obligation to pay” to clearly indicate that 
placing the order creates a binding commitment to pay. 

You must also ensure that no optional services are pre-selected, such as gift wrapping or insurance fees. 
Each additional service must be manually selected by the consumer through an opt-in mechanism. 
Pre-selected options are considered unlawful and may result in non-enforcement of additional charges.

EXAMPLE: If a consumer wants to add gift wrapping to their order, 
they should be able to select a checkbox explicitly labeled as: “Add gift 
wrap for 200 RSD.”
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After the consumer completes the purchase, they must receive an order confirmation summarizing: main 
characteristics of the goods/services, total price paid, expected delivery date, terms of sale, including 
information on withdrawal rights and post-sale obligations.

This confirmation should be provided on a durable medium, such as email, ensuring the consumer can 
access it at any time.

6.2	 Payment processing and invoicing
You must ensure that payment processing is secure, transparent, and user-friendly. This chapter outlines 
the requirements for presenting payment options clearly, avoiding misleading practices, and providing 
accurate invoicing to consumers.

You are required to inform consumers about the available payment methods and any related costs before 
the start of the ordering process. The presentation of this information must be clear, easily accessible, and 
placed on trading websites no later than when the ordering process begins. This approach ensures that 
consumers can make informed decisions without being surprised by hidden fees or unexpected charges.

NOTE: Clearly list all accepted payment methods, such as credit or debit 
cards, bank transfers, electronic wallets, and cash on delivery. State 
any additional charges associated with specific payment methods. If 
no additional fees are applied, make this explicit to avoid confusion. 
Prohibit additional charges that exceed the actual costs incurred by 
the merchant for processing the payment.

EXAMPLE: presenting payment methods:
Please select your payment method
Credit or debit card (Visa, Mastercard, American Express) 0 RSD
Bank transfers 0 RSD
Electronic wallets (TBC Pay, PayBox, UniPay) 0 RSD
Apple Pay or Google Pay 0 RSD
Cash on delivery 200 RSD
ExpressPay 0 RSD
TBC Wallet 0 RSD.

This format makes it easy for consumers to understand the cost implications of each payment option. 
Note that if cash on delivery is associated with an extra fee, this must be clearly stated and justified 
based on actual costs.

You cannot charge consumers more for using a specific payment method than the actual cost incurred 
to process that payment.

Merchants should ensure that all fees are accurately calculated and presented transparently.
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If a consumer chooses to pay using a method that incurs a fee (e.g., cash on delivery), they must be 
informed upfront before finalizing the purchase. Any failure to disclose such fees may be considered a 
misleading commercial practice.

When using different payment methods, you should clearly indicate the timing of transactions. For 
instance, if a credit card is used, the consumer should be informed when the funds will be deducted: 
immediately upon order confirmation, after the goods are dispatched, or upon delivery, in the case of 
cash on delivery.

Additionally, to comply with data security requirements under the Law on Personal Data Protection, 
merchants should ensure that all payment information is processed using secure, encrypted systems 
(see details in Chapter 7.3). 

After the transaction is made it is necessary to issue of proper invoices and receipts. Both B2C (Business-
to-Consumer) or B2B (Business-to-Business) transactions should be documented through appropriate 
invoicing methods, ensuring transparency and compliance with tax regulations.

Fiscal Receipts: Issued for retail sales and consumer transactions. Fiscal receipts serve as proof of purchase 
and must be provided upon sale completion.

VAT Invoices: Required for transactions between businesses or at the consumer’s request for high-value 
purchases. VAT invoices must include detailed tax information and the buyer’s details..

EXAMPLE: The following information should be included in every 
invoice or receipt provided to consumers:

•	 Seller’s name and address: Including tax identification number 
(TIN).

•	 Description of goods or services: Detailed description, including 
quantity and unit price.

•	 Total amount payable: Breakdown of VAT details (rate and 
amount) if applicable.

•	 Date of issuance and unique invoice number: To ensure traceability 
and avoid duplication.

•	 Buyer’s details: Required on VAT invoices (e.g., business name, 
address, and VAT number).
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6.3	 Purchase confirmation and post-purchase 
communication
You must provide consumers with a confirmation of the distance contract on a durable medium (e.g., 
email) within a reasonable time after the contract is concluded, but no later than before delivery of the 
goods or services.

The confirmation must include:

	» Order number and date.

	» Product description, quantity, and unit price.

	» Total amount payable, including VAT and delivery costs.

	» Delivery method and estimated delivery date.

	» Payment method used by the consumer.

	» Right of withdrawal details

 

EXAMPLE: Confirmation email

Subject: Order confirmation – Order no.1234

 

Dear [Customer Name],

Thank you for your order from [Store URL]. Below are the details:

•	 Order Number: 1234

•	 Order Date: September 18, 2024

•	 Delivery Address: 123 Example St., Belgrade, Serbia

•	 Delivery method: courier

•	 Products: Black Men’s Pants Size L (1 item, 5000 RSD)

•	 Delivery Cost: 300 RSD

•	 Total Amount Payable: 5300 RSD

•	 Payment Method: Bank Transfer

You can track the order status at any time [link].

You have the right to withdraw from this contract within 14 days. For 
more information, please refer to our [Terms and conditions]. The 
withdrawal form template is available [here].  

Best regards,

[Your Store Name] Team 

 

You can continue communication post-purchase by providing:

	» Shipping updates with tracking links.

	» Customer support contact information.

	» Clear return and complaint handling processes.

You should ensure that communication with customers is easily accessible and tailored to the needs 
of consumers.
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6.4	 Fulfilling post-sale obligations
You are obligated to ensure that the goods delivered and the services provided fully comply with 
the terms and conditions outlined in the contract. This means the product or service must match the 
description, sample, or model provided, fulfil any specific purpose communicated by the consumer, 
be suitable for ordinary use, and meet the quality and performance expectations based on public 
statements, advertisements, or packaging.

You are legally responsible for any non-conformity in the goods delivered if:

	» The non-conformity existed at the time of risk transfer (typically when the goods are handed 
over to the consumer or a third party, such as a shipping provider).

	» The defect appears after the transfer but is due to a cause that existed before the transfer.

NOTE: This responsibility applies even if you were unaware of the 
defect at the time of delivery.

You are also responsible for non-conformity caused by improper packaging, where poor packaging leads 
to damage or non-conformity of the goods and incorrect installation or assembly performed by you or 
under your supervision, or if improper instructions provided to the consumer led to incorrect installation.

If the goods delivered are not conforming, the consumer has the following rights:
	» Repair or replacement: The consumer may demand that you fix the non-conformity by either 

repairing or replacing the goods, without any additional cost to them. The consumer has the 
right to choose between repair or replacement unless it is impossible or excessively costly for you.

	» Price reduction or contract termination: If repair or replacement is not possible, cannot be done 
within a reasonable time, or would cause significant inconvenience to the consumer, they have 
the right to demand a price reduction or terminate the contract altogether.

	» Consumers can also opt for contract termination if the non-conformity persists after an initial repair, 
or if the non-conformity is substantial and cannot be reasonably rectified by repair or replacement.

	» Full refund: Upon termination of the contract, the consumer is entitled to a refund of all amounts 
paid.

NOTE: All costs related to correcting the non-conformity fall on you. 
This includes: labour costs for repair or replacement, material costs, 
shipping or transportation costs for the return and redelivery of the 
goods.

Timelines for handling non-conformity
You are liable for any non-conformity that appears within two years from the time of risk transfer to the 
consumer. If the defect appears within the first six months, the law presumes that the defect existed at 
the time of delivery unless proven otherwise. This places the burden of proof on you.

In cases where second-hand goods are sold, you may agree with the consumer to shorten this liability 
period, but it cannot be less than one year.

The consumer must notify you of the non-conformity within a reasonable time after discovering it.
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You are not liable for non-conformity if: at the time of the contract, the consumer knew or could not 
have reasonably been unaware that the goods were not conforming, or the non-conformity arises from 
materials or instructions provided by the consumer.

Warranty
Providing a warranty means you are making a legally binding promise regarding the quality, durability, 
and performance of the goods sold. It’s important to note that offering a warranty is voluntary for the 
business. However, once a warranty is provided, it must comply with legal provisions.

The warranty should be clearly outlined in a written or electronic warranty certificate. This certificate 
must include the consumer’s rights, the name and address of the warrantor (you or another party), the 
date the goods were handed over, product identification details (e.g., model, type, serial number), and 
information on how to claim the warranty, its duration, and geographic validity.

NOTE: The warranty does not override or diminish the consumer’s 
legal rights regarding the conformity of goods. Even if the warranty 
terms are not fully adhered to, the consumer can still demand that the 
warranty be honored according to the original promise.

ADVICE: Be cautious when advertising or describing the warranty. If 
your warranty offers no more rights than those already provided by 
law, avoid using the term “warranty” to prevent misleading consumers.

6.5	 Facilitating cancellations and contract 
withdrawal
The consumer has the right to withdraw from a distance contract within 14 days without providing 
any reasons. This right allows consumers to return goods or cancel services within the specified period, 
ensuring they are not obligated to explain their decision. If the consumer realizes the right to withdraw 
from the contract, it is considered that the contract has not been concluded.

You should allow consumers to submit their withdrawal either via the prescribed form or any other 
unambiguous method (e.g., email or an online submission).

You are required to provide the consumer with the withdrawal form on a durable medium (as a physical 
document or as a downloadable electronic form) within a reasonable period after the contract is 
concluded, and no later than at the time of delivery of the goods or the commencement of the service.

You can find the contract withdrawal form below.
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Filled in 
by the 
merchant

Name: Address:

Phone/fax number: E-mail:

Filled in 
by the 
consumer

I hereby inform you that I withdraw from the contract for the sale of the following 
goods/services (...)

Date of conclusion of the contract Date of receipt of goods

Reasons for withdrawal (optional):

Name and surname of the consumer:

Customer address:

Consumer signature: The date:

If you allow consumers to submit the withdrawal form electronically, immediately acknowledge receipt of 
the form in writing or on another durable medium. Once you receive the consumer’s withdrawal notice, it 
is legally effective from the date the notice was sent to you.

How to calculate deadlines for consumer withdrawal:

Sale of goods The 14-day withdrawal period begins when the consumer, or a third 
party designated by them (other than the carrier), receives the goods. 

Service contracts The 14-day withdrawal period starts from the day the contract is 
concluded between you and the consumer.

Multiple goods in a 
single order

When an order is delivered in parts or shipments, the withdrawal 
period begins when the last shipment or part is received by the 
consumer or their designated third party.

Indefinite contracts with 
periodic deliveries

For contracts involving regular deliveries over an indefinite period, the 
withdrawal period starts when the first shipment is received by the 
consumer or their designated third party.
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Ensure that the withdrawal period ends at the last hour of the last day of the 14-day period. Clearly 
communicate to the consumer when this deadline is and how it is calculated.

NOTE: Public holidays, Sundays and Saturdays are included in the 14 
days. However, if the withdrawal period ends on one of these days, it 
should be extended to the next working day.

There are circumstances where the consumer’s right to withdraw from the contract is not applicable. 
Ensure that consumers are clearly informed about these exceptions, or if specific conditions 
may result in the loss of this right.

Exceptions to the consumers’ right to withdraw from a contract:

	» Service contracts fully performed: Consumers cannot withdraw from service contracts once 
the service has been fully performed, provided they gave explicit consent to begin the service 
and acknowledged that they would lose their withdrawal right upon full performance.

EXAMPLE: A consumer purchases a digital marketing consultation 
service online. After scheduling and completing the consultation session 
via video call, the service is fully performed. Since the consultation 
has already been delivered, the consumer cannot withdraw from the 
contract and request a refund for the service.

	» Price-dependent goods/services: No right to withdraw applies for goods or services whose 
prices fluctuate due to changes in the financial market, beyond the trader’s control, during the 
withdrawal period.

EXAMPLE: A consumer purchases gold jewellery online, with the price 
tied to the current market value of gold. If the price of gold fluctuates 
during the withdrawal period, the consumer cannot cancel the contract 
based on the change in market price.

	»  Custom-made or personalized goods: Goods that are produced according to specific consumer 
requirements or are clearly personalized are exempt from the right to withdraw.

EXAMPLE: A consumer orders a custom-engraved necklace with 
their name and a special date inscribed on it. Since the necklace is 
personalized specifically for the consumer, they cannot return it or 
cancel the order once the engraving has been completed.
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	» Perishable goods: Consumers cannot withdraw from contracts involving goods that are subject 
to deterioration or have a short shelf life.

EXAMPLE: A consumer buys fresh fruit or flowers online. Since these 
items are perishable and have a short shelf life, the consumer cannot 
return them after delivery.

	» Sealed goods unfit for return: If the goods are sealed and cannot be returned due to health 
protection or hygiene reasons, and the consumer unseals them after delivery, the right to withdraw 
does not apply.

EXAMPLE: A consumer orders a box of skincare products sealed for 
hygiene reasons. If the consumer unseals the box, they lose the right to 
return the products for a refund.

	» Inseparably mixed goods: Goods that, due to their nature, become inseparably mixed with other 
goods after delivery are exempt from withdrawal rights.

EXAMPLE: A consumer orders a custom paint colour that is mixed 
with other substances to create a unique blend. Once delivered, the 
paint cannot be separated back into its original components, so the 
consumer cannot return it.

	» Alcoholic beverages with delayed delivery: Contracts for alcoholic beverages where the price is 
agreed upon at the time of sale, but delivery occurs after 30 days, are exempt if market prices 
fluctuate beyond the trader’s control.

EXAMPLE: A consumer orders a rare vintage wine, with delivery 
scheduled for six weeks later. If the wine’s market value changes during 
this time, the consumer cannot cancel the order based on the price 
fluctuation.

	» Emergency repairs or maintenance: If a consumer requests an urgent visit from the trader for 
repairs or maintenance, they cannot withdraw from the contract. However, this exemption only 
applies to the specific services requested; any additional goods or services provided during the 
visit may still be subject to withdrawal rights.

EXAMPLE: A consumer uses an online platform to book an emergency IT 
service to fix a critical software issue on their computer. The technician 
remotely accesses the computer and resolves the issue immediately. 
During the same session, the technician offers additional services, such 
as installing new software. While the consumer cannot withdraw from 
the contract for the emergency repair, they have the right to withdraw 
from the additional software installation service if they decide not to 
proceed with it.
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	» Unsealed digital or physical media: The right to withdraw does not apply to sealed audio, video, 
or computer software that has been unsealed by the consumer after delivery.

EXAMPLE: A consumer purchases a video game on a disc. Once they 
open the sealed packaging, they cannot return the game for a refund, 
as it is now unsealed and considered non-returnable.

	» Newspapers and periodicals: Consumers cannot withdraw from contracts for the delivery of 
newspapers, periodicals, or magazines unless these are part of a subscription.

EXAMPLE: A consumer subscribes to a monthly magazine. If they 
receive the current month’s issue and decide they no longer want the 
subscription, they cannot return that issue for a refund, though they 
may cancel future issues.

	» Public auctions: Contracts concluded at a public auction are not subject to withdrawal rights.

EXAMPLE: A consumer buys an antique piece of furniture at a public 
auction. Once the auction is complete and the purchase is finalized, 
they cannot withdraw from the contract and return the item.

	» Non-residential services with specific deadlines: The right to withdraw does not apply to non-
residential accommodation, goods transportation, car rental, food preparation and delivery, or 
leisure services if a specific deadline or period of execution is agreed upon.

EXAMPLE: A consumer books a hotel room for a specific weekend. 
Since the booking is for a set period, they cannot cancel the reservation 
after the booking is confirmed, especially close to the date of the stay.

	» Digital content not on a durable medium: If digital content is not delivered on a durable medium, 
and the consumer explicitly consents to its delivery with the knowledge that this action waives 
their right to withdraw, the right to withdraw does not apply.

EXAMPLE: A consumer buys a movie for streaming, which they can 
watch immediately after purchase. By agreeing to instant access, they 
lose the right to withdraw from the contract and cannot request a 
refund after starting the stream.
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Once you receive the consumer’s withdrawal notice, you should act promptly to initiate the refund 
or return process. Refund all payments, including delivery costs for sending the goods to the 
consumer, within 14 days of receiving the withdrawal notice. Use the same payment method 
that the consumer used unless they agree to an alternative. In any case, ensure that no additional costs 
are imposed on the consumer as a result of the refund method.

ADVICE: You are not obligated to refund any extra costs incurred by 
the consumer if they selected a more expensive delivery option than 
the standard one. If you offer standard shipping for free, but the 
customer chooses an express delivery option with an additional charge, 
you are not required to reimburse the shipping costs. Make sure this 
is communicated clearly to avoid misunderstandings during the return 
process.

EXAMPLE: The consumer opted for next-day delivery, priced at 1000 
RSD, instead of the standard delivery option, which costs 500 RSD. You 
are only obligated to refund the consumer the amount equivalent to 
the standard shipping cost, which is 500 RSD.

The consumer is required to return the goods to you or an authorized representative without delay, but 
no later than 14 days from the date they submitted the contract withdrawal form. As long as the goods 
are dispatched before the end of this 14-day period, the return will be considered timely.

If goods were delivered, you may delay the refund until you either receive the goods back or the 
consumer provides proof of their return, depending on which occurs first. For items that cannot be 
returned via regular mail due to their nature, you must arrange and cover the cost of retrieving the 
goods from the consumer.

NOTE: Consumers are responsible for the direct costs of returning the 
goods unless you explicitly agreed to cover these costs or failed to 
inform them about their obligation to pay for the return.

Consumers are responsible for any reduction in the value of the goods that results from handling 
beyond what is necessary to determine the nature, characteristics, and functionality of the goods.

NOTE: If you failed to provide the consumer with the necessary 
information about their right to withdraw from the contract, the 
consumer is not liable for any reduction in value.
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If the consumer withdraws from a contract after services have already begun, they are obligated to 
pay a proportionate amount for the services provided up until the moment they informed you of their 
decision to withdraw. The proportional amount must be based on the agreed-upon price, which cannot 
exceed the market value of the service provided.

NOTE: When a consumer withdraws from a distance contract, it also 
automatically terminates any related ancillary contracts.

EXAMPLE: if a consumer withdraws from a distance contract for 
purchasing goods that were financed through a credit contract, the 
withdrawal from the purchase contract will automatically cancel the 
associated credit agreement. This means that the consumer is no 
longer obligated to make any payments under the credit contract. All 
payments made under the credit agreement must be refunded, and any 
obligations on the part of the consumer are nullified. You are required 
to notify the credit provider of the consumer’s withdrawal from the 
contract to ensure the cancellation of the credit agreement.

ADVICE: Keep a record of all communication regarding the withdrawal, 
including the consumer’s notice and your acknowledgment of receipt, 
to demonstrate compliance with the legal requirements.

6.6	 Managing disputes and Alternative 
Dispute Resolution (ADR)

Consumer complaints
As an e-trader, you are required to handle all consumer complaints, whether they are submitted in person, 
via phone, email, or in writing. Ensure that your business has a clear, visible notice at the point of sale 
about how and where complaints can be made. Upon receiving a complaint, you must immediately 
provide the consumer with a written or electronic confirmation of receipt, including a reference 
number for tracking the complaint.

You are obligated to respond to the consumer in writing or electronically within eight days of receiving 
the complaint. Your response should include a decision on whether the complaint is accepted or rejected, 
an explanation, and details on how and when the issue will be resolved if the complaint is accepted. The 
complaint must be resolved within 15 days, or 30 days for technical goods and furniture. If the resolution 
cannot be completed within this timeframe, you must inform the consumer and obtain their consent 
for an extension, which can only be granted once.

If you reject the complaint, you must inform the consumer about the option for out-of-court 
dispute resolution and the relevant authorities that handle such disputes. Additionally, you need to 
provide clear information on your website about the out-of-court dispute resolution mechanisms you 
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accept and explain how the consumer can access them. The ADR system is designed to be faster, less 
formal, and less expensive than traditional litigation.

The list of organizations for out-of-court dispute resolution is available on the website of the Ministry of 
Internal and Foreign Trade of the Republic of Serbia.

Initiating and conducting the procedure of out-of-court settlement of a consumer dispute does not 
exclude or affect the exercise of the right to judicial protection.

You can also resolve a consumer dispute through arbitration, but only after both you and the consumer 
agree to it after the dispute has occurred. This agreement must be signed by both parties and only 
cover the arbitration process. Before signing, make sure to inform the consumer about the legal effects 
of arbitration, including that the decision will be binding and any costs involved.

https://vansudsko.must.gov.rs/
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Chapter 7: 
Cybersecurity for 
e-traders



83 GUIDEBOOK FOR Е-ТRADERS

7.1	 Understanding the importance of 
cybersecurity
Cybersecurity is a critical component of any e-commerce business. As digital transactions increase, so 
do the risks associates with online operations.

Cybersecurity is not only about protecting customer data but also about safeguarding business 
operations. Without proper cybersecurity measures in place, e-traders face the risk of operational 
downtime, which can lead to the loss of revenue and customer trust. Therefore, it is essential for e-traders 
to understand the importance of cybersecurity and prioritize it in their digital strategy.

7.2	 Implementing essential cybersecurity 
practices
To protect your operations and customer data, you need to adopt several core cybersecurity practices. 
These include secure access controls, regular software updates, and comprehensive password policies.

7.2.1	 Secure access controls
Ensuring secure access to online systems and platforms is fundamental. This means implementing strong, 
multi-factor authentication (MFA) for employees and customers to access sensitive data and critical 
systems. MFA adds an extra layer of protection by requiring in addition to the password, a secondary 
form of verification, such as a mobile code or biometric data.

In Serbia, under the Law on Electronic Document, Electronic Identification, and Trust Services, secure 
access to e-commerce systems is mandated.

7.2.2	 Regular software updates
Cybercriminals often exploit vulnerabilities in outdated software. Keeping software, including content 
management systems (CMS), payment gateways, and customer databases, updated with the latest 
security patches is essential. Automation of these updates can help SMEs avoid manual oversight, 
ensuring continuous protection.

One of the key takeaways from the EU’s Cybersecurity Act (2019) is the emphasis on software updates as 
a primary defence mechanism. E-commerce platforms should regularly review their software to ensure 
compliance with the latest security standards.

NOTE: Cybercriminals often target outdated software as it contains 
known vulnerabilities. To avoid this risk, you should automate software 
updates wherever possible, ensuring that all security patches are 
applied promptly.
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7.2.3	 Strong password policies
E-commerce platforms are prime targets for cyberattacks because they store valuable personal and 
financial information. It is crucial to enforce strong password policies, requiring employees and customers 
to use complex, unique passwords.

To combat this, you should employ password management tools and implement password policies 
that mandate the regular updating of credentials.

NOTE: Complex passwords alone are not enough; regular password 
changes are also necessary. Employees should be trained to avoid 
common mistakes like reusing passwords across multiple systems or 
writing down their credentials.

7.3	 Securing data and transactions
One of the most critical areas of cybersecurity for e-traders is securing data and transactions. This includes 
the encryption of sensitive data, the use of SSL certificates, and secure storage solutions.

7.3.1	 Encryption and secure storage
Encryption is a powerful tool to protect sensitive information. By converting data into a code, encryption 
prevents unauthorized users from accessing it. This is particularly important for personal data, payment 
information, and customer communications.

In Serbia, the Law on Personal Data Protection requires businesses to implement technical measures, 
including encryption, to ensure the security of personal data. Failure to comply with these requirements 
can result in significant fines and legal action. The law aligns with the EU’s General Data Protection 
Regulation (GDPR), which also mandates encryption as a key practice for protecting customer data.

NOTE: Encrypting data is essential for protecting sensitive information. 
Even if hackers gain access to encrypted data, they would be unable to 
read it without the decryption key, making this a critical safeguard for 
e-commerce platforms.

7.3.2	 SSL certificates and secure payment gateways
SSL (Secure Sockets Layer) certificates are essential for securing communications between a customer’s 
browser and the e-commerce platform. SSL certificates encrypt data transmitted during transactions, 
ensuring that sensitive information like credit card details cannot be intercepted by malicious actors. 
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In both Serbia and the EU, businesses that handle online transactions are legally required to implement 
secure payment gateways and use SSL encryption. The Serbian Law on Electronic Commerce enforces 
these standards, and failure to comply can lead to penalties.

NOTE: An SSL certificate is indicated by the padlock icon in a browser’s 
address bar. If customers do not see this icon, they may avoid making 
purchases on your platform, leading to lost sales

7.4	 Protecting against common  
cybersecurity threats
E-traders must stay vigilant against a range of cybersecurity threats, including phishing, malware, and 
distributed denial-of-service (DDoS) attacks.

7.4.1	 Phishing attacks
Phishing attacks involve fraudulent emails or websites designed to trick users into revealing sensitive 
information, such as login credentials or credit card numbers. To combat this threat, you should educate 
employees about recognizing phishing attempts and implement email filtering systems that block 
suspicious messages before they reach users.

NOTE: A single successful phishing attack can provide hackers with the 
credentials they need to infiltrate your systems. This type of attack is 
often the first step in a more extensive data breach.

7.4.2	 Malware and ransomware
Malware and ransomware are software designed to disrupt business operations or demand a ransom 
in exchange for restoring access to critical systems. To mitigate these risks, e-traders should deploy 
firewalls, antivirus software, and regular backups of their data. Additionally, employees should be trained 
to recognize and avoid suspicious downloads or links.

NOTE: Regular backups and employee awareness training are critical 
defences against ransomware. Investing in these areas can prevent 
small incidents from becoming catastrophic breaches.
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7.5	 Ensuring compliance with  
cybersecurity regulations
For e-traders, compliance with national and EU-level cybersecurity regulations is not optional. Failure 
to comply can result in legal penalties, reputational damage, and the loss of customer trust. You should 
stay informed about relevant legislation and work with legal experts to ensure your operations align 
with cybersecurity laws.

7.5.1	 Republic of Serbia regulations
Serbian e-traders must comply with the Law on Personal Data Protection and the Law on Electronic 
Document, Electronic Identification, and Trust Services. These laws set out specific requirements for 
data protection, secure transactions, and business transparency.

NOTE: Compliance should be viewed as a continuous process rather 
than a one-time achievement. Regular reviews and updates are 
necessary to ensure that security measures evolve with changing 
regulations and emerging threats. 

 
ADVICE: Compliance review checklist

Action Frequency Responsible unit/person

Review of data protection policies Quarterly Data protection person/unit

Audit of access controls Monthly IT security team

Employee training updates Annually HR department

7.5.2	  EU cybersecurity framework
For businesses operating in the EU or trading with EU customers, the GDPR and the NIS Directive form 
the backbone of cybersecurity compliance. The GDPR imposes rules on data processing and encryption, 
while the NIS Directive defines measures for enhancing network and system safety across the EU. Non-
compliance with these regulations may lead to imposed fines and damage to the company’s reputation.

Cybersecurity is no longer just a technical issue—it is a fundamental part of business strategy. By 
implementing essential practices, securing data and complying with regulations, e-traders can maintain 
customer trust, and stay competitive on the digital market

NOTE: For cross-border e-traders, aligning cybersecurity practices with 
both Serbian and EU regulations is essential to avoid legal conflicts. 
Overlapping requirements, such as data protection and incident reporting, 
should be harmonized to reduce legal risks, simplify compliance, and 
support seamless operations.
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ADVICE: Cross-border compliance strategy for e-traders

Regulation 
Aspect

Serbia (Law on 
Personal Data 
Protection)

EU (GDPR) Unified approach

User Consent Required for personal 
data use Strict consent rules Developed a detailed, 

standardized consent form

Data 
Encryption

Strongly 
recommended

Mandated for sensitive 
data

Implemented AES-256 
encryption for all data

Incident 
Reporting

Must inform 
regulator within 72 
hours

Report to local DPA 
within 72 hours

Created an internal 
reporting protocol covering 
both regulations
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Chapter 8: 
Trustmarks and 
building consumer trust
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8.1	  Importance of trustmarks in e-commerce
In the digital marketplace, trust is a vital component for successful e-commerce operations. Trustmarks, 
which are visible indicators placed on websites, play a crucial role in enhancing consumer confidence 
and building credibility. They signify that an e-trader complies with recognized standards of security, 
data protection, and ethical business practices, thus providing a layer of assurance for online shoppers. 
Trustmarks help mitigate perceived risks, such as data breaches or fraudulent transactions, which are 
common concerns among consumers when engaging with new or lesser-known e-commerce platforms.

For small and medium-sized enterprises (SMEs), trustmarks are particularly valuable as they lack the brand 
recognition of larger competitors. By displaying a certified trustmark, these businesses can effectively 
communicate their commitment to quality and customer security. As a result, e-traders with trustmarks 
often experience higher conversion rates, reduced cart abandonment, and increased customer loyalty.

Beyond increasing customer confidence, trustmarks also offer a competitive advantage. By demonstrating 
adherence to established standards, businesses differentiate themselves from competitors who may not 
invest as heavily in building secure and transparent e-commerce environments

NOTE: For small businesses, trustmarks are not just about security; 
they also serve as a marketing tool. By showcasing a trusted symbol, 
SMEs can differentiate themselves from less secure competitors and 
present their business as a professional, trustworthy option for both 
local and international customers.

ADVICE: Using trustmarks in marketing

Strategy Description Impact on 
Customer Trust

Suggested 
Implementation

Homepage 
Highlight

Display trustmarks 
prominently on the 
homepage to signal 
security and compliance at 
first glance.

Builds initial 
confidence in 
brand reliability

Top-right corner 
or below main 
navigation bar

Product Pages 
Placement

Place trustmarks near 
“Add to Cart” buttons 
to encourage secure 
purchasing decisions.

Reduces hesitation 
during purchase 
consideration

Next to price or near 
“Add to Cart” button

Checklist as 
support for the 
page

Emphasize trustmarks 
at checkout to reassure 
customers entering 
payment details.

Minimizes cart 
abandonment 
due to security 
concerns

Near payment 
method selection or 
credit card fields

Creating a 
“Security & 
Privacy” page

Dedicate a separate page 
explaining the trustmark’s 
value and your compliance 
efforts.

Enhances 
transparency 
and perceived 
professionalism

Include in footer as 
“Security & Privacy” 
link
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Strategy Description Impact on 
Customer Trust

Suggested 
Implementation

Insert a trust 
mark into your 
marketing 
campaign

Use trustmarks in 
digital ads, emails, and 
social media posts to 
boost credibility and 
engagement.

Increases ad click-
through rates and 
trust

Add trustmark 
image and text 
like “Certified with 
[Trustmark]”

8.2	 Overview of trustmarks in  
Serbia and the Balkans
The first national trustmark initiative in Serbia is the e-Trustmark, launched in 2015 as part of the EU-
funded project “E-business development Serbia.” Initially developed to promote secure and transparent 
e-commerce practices, the trustmark was later taken over by a dedicated organization and is now 
managed independently through www.etrustmark.rs. The e-Trustmark focuses on ensuring transparency, 
data protection, and secure online transactions. It set the foundation for promoting trustworthy business 
practices in Serbian e-commerce and established a reference point for subsequent initiatives.

The e-Trustmark requires businesses to comply with specific criteria, such as providing clear contact 
information, secure payment options, and a transparent return and refund policy. Companies that 
receive the e-Trustmark certification are subject to periodic re-audits to ensure ongoing compliance. The 
introduction of the e-Trustmark has significantly improved customer confidence in Serbian e-commerce 
and has encouraged more local businesses to adopt best practices in security and customer service.

In addition to the national trustmark, regional initiatives like the BECA Trust Mark on E-Commerce have 
emerged to address cross-border e-commerce needs. BECA is the Balkans e-Commerce Alliance, 
a regional association established to promote a standardized approach to e-commerce across the 
Western Balkans.

The BECA Trust Mark ensures that certified businesses adhere to a shared set of standards for transparency, 
data protection, and customer service. One of the founding members of BECA is the eCommerce 
Association of Serbia, which plays a pivotal role in developing the region’s digital commerce standards and 
promoting best practices among local businesses. More information about the eCommerce Association 
of Serbia can be found at ecommserbia.org.

An additional resource for businesses looking to engage with the Balkan e-commerce market is the 
eCommerce4All initiative, a platform designed to support digital businesses in understanding regional 
standards and best practices. The platform is available at: www.ecommerce4all.eu, with a localized 
version for Serbia available at: ecommerce4all.rs. These resources provide valuable information on how 
to meet the requirements of local and regional trustmarks, helping businesses navigate the complexities 
of digital trade within the Western Balkans.

At the European level, the Ecommerce Europe Trustmark is managed by Ecommerce Europe and 
its network of national e-commerce associations, offering an additional layer of credibility for businesses 
operating within the EU. This trustmark signals adherence to high standards for data protection, consumer 
rights, and fair trading practices, and is recognized across multiple European countries. However, 
businesses cannot obtain this trustmark directly from EU institutions; it must be acquired through 

https://www.etrustmark.rs/
http://BECA Trust Mark on E-Commerce
http://ecommserbia.org
http://www.ecommerce4all.eu
http://ecommerce4all.rs
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collaboration with a national association that is a member of Ecommerce Europe, such as Trusted 
Shops in Germany or Becom in Belgium.

For e-commerce businesses in the Balkans, obtaining the Ecommerce Europe Trustmark is possible only 
by partnering with one of these national associations or by achieving a regional certification, such as the 
BECA Trust Mark. This approach can help businesses align with EU standards and facilitate smoother 
market entry and recognition across Europe.

NOTE: Trustmarks in the Balkans, such as e-Trustmark and BECA Trust 
Mark, serve as important indicators of quality and compliance, but their 
adoption should be viewed as part of a broader strategy for building 
consumer trust. A business’s choice between a national or regional 
trustmark depends on its target audience, long-term objectives, and 
the particular criteria of each certification.

EXAMPLE: Overview of Key Trustmarks in the Balkans and EU

Trustmark Region Certification Criteria Primary Benefit

e-Trustmark Serbia Data protection, secure 
transactions, transparency

Recognition in local 
markets

BECA Trust Mark Western 
Balkans

Cross-border e-commerce 
standards, transparency, secure 
payments

Facilitates regional 
trade expansion

Ecommerce 
Europe 
Trustmark

EU EU consumer rights, data security, 
fair trading practices

Compliance with EU-
wide standards

8.3	 Implementing trustmarks and gaining 
certifications
Implementing a trustmark and gaining certification is a structured process that involves multiple steps to 
ensure compliance with legal and technical requirements. For e-traders, this is not merely a formality but a 
strategic move to enhance their market position and establish a strong reputation for reliability and security. 

When applying for a trustmark such as the BECA Trust Mark or e-Trustmark, businesses need to ensure 
that their internal processes and documentation meet the certification standards. Key areas of focus 
typically include:

1.	 Trader’s identity: Businesses must provide clear and accurate information about their legal 
name, business address, phone number, and email, along with proof of active registration.

2.	 Information on products/services: Companies need to ensure that all product or service 
descriptions are transparent, include accurate pricing details, and avoid hidden fees or misleading 
practices.
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3.	 Delivery and payment methods: E-traders must clearly communicate available delivery options, 
shipping costs, and secure payment methods.

4.	 Withdrawal and refund policies: A transparent policy outlining customers’ rights to withdraw 
from contracts within a set period, as well as a clear refund procedure.

5.	 Security and data protection: Websites must be secured with TLS/SSL protocols, and businesses 
must have a clear privacy policy that complies with data protection regulations.

6.	 Code of Conduct compliance: Signing and publishing the Code of Conduct, which serves as 
a guide for ethical business practices.

NOTE: The time required to obtain a trustmark largely depends on the 
business’s ability to address compliance issues identified during the 
certification process. This can range from straightforward corrections 
like updating legal or contact details to more complex interventions 
such as revising product descriptions or implementing technical 
security measures. In some cases, for example, aligning internal 
policies with the trustmark’s Code of Conduct may require extensive 
changes, depending on how well existing practices already meet the 
required standards. The time required for each adjustment varies, 
making readiness a critical factor in determining the overall timeframe.

NOTE: Cost factors for awarding the trustmark certificates

Cost factor Description Impact on SMEs

Business size & 
scope

Fees depend on company size 
and volume of transactions.

Larger firms face higher costs due 
to complex audits.

Type of trustmark National trustmarks are typically 
more affordable.

Suitable for local markets; less 
financial strain.

Target market
Expanding beyond local markets 
may require international 
trustmarks.

Higher costs for cross-border 
compliance.

Internal 
adjustments

Technical updates, legal 
reviews, and training to meet 
requirements.

Hidden costs that vary by 
business readiness.

Annual 
maintenance eees

Ongoing fees for re-certification 
and maintaining compliance. Long-term financial commitment.
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Chapter 9:  
Summary and 
additional resources
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9.1	 Summary and Final Thoughts
E-commerce success for lies first and foremost in thorough preparation—understanding the market, 
analysing the competitive environment, and recognizing customer needs. A well-defined value 
proposition that resonates with the target audience is crucial. Combined with strategic marketing, legal 
compliance, strong cybersecurity measures, and a commitment to customer satisfaction, businesses 
can build lasting success.

Building an optimized e-commerce platform is essential. It’s not just about having a website, but creating 
a user-friendly, mobile-optimized site that provides a seamless shopping experience. Ensuring legal 
compliance with regulations like GDPR, the Law on Electronic Commerce, and the Law on Consumer 
Protection is crucial to protect customer data and maintain transparent business practices.

Effective digital marketing, including SEO, social media, and email campaigns, is key to attracting and 
engaging customers. Paid advertising and retargeting allow businesses to reach targeted audiences, 
while data analytics help continuously improve campaign performance. Additionally, earning trust 
marks can significantly boost customer confidence by demonstrating that the business meets industry 
standards and operates transparently.

Post-sale customer satisfaction is equally important. Personalizing follow-ups, implementing loyalty 
programs, and building long-term relationships turn first-time buyers into repeat customers. Cybersecurity 
measures, such as encryption and secure payment gateways, are essential to protecting sensitive 
customer information and ensuring trust in the shopping experience.

By embracing these best practices, you can thrive and grow sustainably in the competitive digital 
economy.

9.2	 Additional Resources and Tools
This section provides essential legal resources and practical tools to navigate e-commerce in Serbia 
while ensuring compliance with national and EU regulations.

9.2.1	 Laws in the Republic of Serbia
Understanding and complying with local laws is critical for successful e-commerce operations in Serbia. 
Below are the key Serbian laws relevant to online business:

	» Law on Consumer Protection This law ensures that consumer rights are protected during 
e-commerce transactions. It governs matters such as returns, warranties, and complaint procedures

	» Law on Electronic Commerce Regulates the legal aspects of conducting business online, 
including contracts, liability, and transparency obligations for e-commerce platforms.

	» Law on trade Regulates the conditions and manner of performing trade activities as well as the 
rights and obligations of traders

	» Law on Copyright and Related Rights Governs intellectual property rights, including copyright 
protection in digital content and the use of copyrighted material in online stores.

	» Law on Advertising Defines the rules and restrictions for advertising products and services, 
including special provisions for sensitive categories such as alcohol, tobacco, and pharmaceuticals.
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	» Law on Protection of Competition Ensures fair competition in the marketplace, regulating 
practices such as price fixing, predatory pricing, and other anti-competitive behaviour.

	» Law on Payment Services Governs the provision of payment services, including the security 
of transactions and the transparency of fees in online payment gateways.

	» Law on Electronic Document, Electronic Identification, and Trust Services Regulates the 
use of electronic documents and trust services such as e-signatures, e-seals, and timestamps, 
ensuring legal validity in digital transactions.

	» Law on Personal Data Protection Serbia’s equivalent to the GDPR, this law regulates the 
collection, storage, and processing of personal data, ensuring privacy and data security.

	» Law on Protection of Competition Regulates measures to prevent and restrict monopolistic 
practices, protect fair competition, and ensure a free and competitive market environment.

The following links provide access to all legal regulations of the Republic of Serbia. It is recommended 
that you regularly visit these pages, to ensure that you are using updated versions of laws and regulations, 
to take into consideration their occasional amendments:

	» Legal and information system of the Republic of Serbia (PIS) – Official portal for all the Republic 
of Serbia laws and regulations:  https://www.pravno-informacioni-sistem.rs 

	» Official Gazette of the Republic of Serbia – Official source of all laws, decrees and regulations:  
https://www.slglasnik.com/aktuelno/pravni-akti-nsv

	» Ministry of Justice of the Republic of Serbia – Webpage containing relevant laws and legal 
information: https://www.mpravde.gov.rs

9.2.2	 EU Directives and Regulations
For businesses operating across borders or targeting EU customers, understanding EU regulations is 
essential for compliance and smooth operation:

	» Regulation (EU) 2016/679 General Data Protection Regulation (GDPR) Regulates the collection, 
processing, and protection of personal data for all businesses operating within the EU or targeting 
EU citizens. 

	» EU Consumer Rights Directive (Directive 2011/83/ЕU) Provides the legal framework for consumer 
rights in e-commerce, including rules on returns, refunds, and contract transparency.

	» EU E-Commerce Directive (Directive 2000/31/ЕC) Governs the provision of information society 
services, focusing on the responsibilities of service providers and the liability for illegal content 
online. 

	» Unfair Terms in Consumer Contracts Directive (Directive 93/13/ЕЕC) Protects consumers from 
unfair terms in contracts that have not been individually negotiated, such as hidden fees or 
unreasonable conditions.

	» Copyright Directive in the Digital Single Market (Directive 2019/790) Modernizes copyright rules 
to protect intellectual property in the digital environment, including content sharing on online 
platforms.

	» Regulation (ЕU) 2019/881 on ENISA (the European Union Agency for Cybersecurity) and on 
information and communications technology cybersecurity certification.

https://www.pravno-informacioni-sistem.rs
https://www.slglasnik.com/aktuelno/pravni-akti-nsv
https://www.mpravde.gov.rs
https://eur-lex.europa.eu/legal-content/SR/TXT/?uri=CELEX:32016R0679
https://eur-lex.europa.eu/legal-content/SR/TXT/?uri=CELEX:32011L0083
https://eur-lex.europa.eu/legal-content/SR/TXT/?uri=CELEX:32000L0031
https://eur-lex.europa.eu/legal-content/SR/TXT/?uri=CELEX:32019R0881
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9.2.3	 Useful tools
Here is a list of practical tools that can you manage and grow your e-commerce operations. Many of 
these tools offer free versions with essential features that are particularly useful for small businesses:

	» Google My Business
A free tool that helps businesses manage their online presence on Google, including search and 
map listings. Optimizing your Google My Business profile improves visibility in local search results.

	» Google Analytics
A powerful and free web analytics tool that helps track website traffic, user behaviour, and 
conversions. It provides valuable insights into how visitors interact with your site, enabling data-
driven decision-making.

	» Google Search Console
Another free tool from Google that helps businesses monitor and troubleshoot how their website 
appears in search results. It offers insights on site performance, search traffic, and potential SEO issues.

	» MailChimp
A popular email marketing platform that offers a free tier for businesses with smaller mailing lists. It 
allows SMEs to create and automate email campaigns, track performance, and segment audiences 
for targeted marketing.

	» Canva
A free design tool that allows SMEs to create professional-looking graphics, social media posts, and 
marketing materials without needing advanced design skills. Canva offers thousands of templates 
to simplify content creation.

	» HubSpot CRM
A free CRM platform that helps SMEs manage customer relationships, track sales leads, and automate 
marketing efforts. HubSpot offers tools for contact management, deal tracking, and reporting, all 
in one place.

	» Hootsuite
A social media management tool that allows SMEs to schedule posts, manage multiple social 
media accounts, and track engagement. The free plan includes basic scheduling features, ideal for 
managing social media presence.

	» Trello
A free project management tool that helps SMEs organize tasks, projects, and workflows. It offers 
a visual board interface that makes it easy to track progress and collaborate with team members.

	» Slack
A messaging platform that enables SMEs to streamline internal communication. It’s free for small 
teams and provides an easy way to collaborate, share files, and organize conversations into channels.

	» SimilarWeb
A tool that provides insights into competitors’ online performance, including website traffic sources, 
rankings, and audience demographics. The free version allows for basic analysis, useful for market 
research and competitive intelligence.
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	» WooCommerce
A free WordPress plugin that allows businesses to create and manage an online store. WooCommerce 
offers various extensions for payment gateways, shipping, and product management, making it a 
versatile platform for e-commerce.

	» Yoast SEO
A free WordPress plugin that helps businesses optimize their website for search engines. It offers 
guidance on improving content structure, keyword usage, and meta descriptions, making it easier 
to rank higher in search results.

	» ChatGPT
An AI-powered tool by OpenAI that helps businesses with a wide range of tasks, including content 
creation, customer support, and brainstorming. It offers interactive conversational capabilities to 
assist with queries and generate ideas.

	» Google Gemini
Google’s latest AI tool designed for various business applications, from natural language processing 
to data analysis. It can help businesses automate tasks and improve workflows, though it is still in 
the development phase.

	» Microsoft Copilot
Integrated within Microsoft 365 applications (like Word, Excel, and PowerPoint), Microsoft Copilot uses 
AI to help SMEs enhance productivity by automating repetitive tasks, generating summaries, and 
providing insights from data. It’s particularly useful for document drafting, data analysis, and creating 
presentations.

	» Grok
Grok is an advanced artificial intelligence developed by xAI, designed to provide useful and accurate 
answers to a wide range of questions. It helps users by analysing information, searching the web 
and posts on X, and by importing various contents, including images and documents. It is intended 
for supporting informed decision-making, with continuous knowledge updates that help maintain 
its relevance and accuracy.
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